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Abstract

This paper is concerned with the origins and dgwelent of the concept of cyberterrorism. It
seeks to excavate the story of the concept thraughanalysis of both popular/media
renditions of the term and scholarly attempts téirdethe borders of same. The contention
here is not that cyberterrorism cannot happen oll wot happen, but that, contrary to
popular perception, it has not happened yet.
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Introduction
As early as 1996 John Deutch, former director & @entral Intelligence Agency (CIA),
testified:

International terrorist groups clearly have the atality to attack the information
infrastructure of the United States, even if these uelatively simple means. Since the
possibilities for attacks are not difficult to imag, | am concerned about the potential for
such attacks in the future. The methods used coande from such traditional terrorist
methods as a vehicle-delivered bomb -- directedhis instance against, say, a telephone
switching centre or other communications node -elextronic means of attack. The latter
methods could rely on paid hackers. The abilitjat;nch an attack, however, are likely to be
within the capabilities of a number of terrorisbgps, which themselves have increasingly
used the Internet and other modern means for twm communications. The groups
concerned include such well-known, long-establish@m@danizations as the Lebanese
Hizballah, as well as nameless and less well-knowits of international terrorists such as
those who attacked the World Trade Center (Deud&t)L

What is clear from Deutch’s statement is that thierhet is the instrument of a political

power shift. It is the first many-to-many communioa system. The ability to communicate

words, images, and sounds, which underlies the ptavpersuade, inform, witness, debate,
and discuss (not to mention the power to slandeopgpandise, disseminate bad or
misleading information, engage in misinformatioml/n disinformation, etc.) is no longer the

sole province of those who own printing pressedioratations, or television networks. Every
machine connected to the Internet is potentiallyriating press, a broadcasting station, a
place of assembly. And in the twenty first centueyrorists are availing of the opportunity to

connect.



The Internet is an ideal propaganda tool for téstsr in the past they had to communicate
through acts of violence and hope that those autseged sufficient attention to publicise the
perpetrators cause or explain their ideologicalifjaation. With the advent of the Internet,
however, the same groups can disseminate theirniaftton undiluted by the media and
untouched by government sensors. In 1998 it wasrteg that 12 of the 30 terrorist
organisations identified by the US State Departmeed their own websites. Today, a
majority of the 33 groups on the same list are saidave an online presence. The question
that then arises is this: Are terrorist groups wimse the Internet in such a manner
‘cyberterrorists’? The answer hinges on what ctuists cyberterrorism.

This paper is concerned with the origins and dgualent of the concept of cyberterrorism. It
seeks to excavate the story of the concept thraarghanalysis of both popular/media
renditions of the term and scholarly attempts tinéethe borders of same. Let me say at the
outset that, in both realms, confusion aboundss Thstartling, particularly given that since
the events of 9-11, the question on everybody's éippears to be ‘Is Cyberterrorism Next?’
(Denning 2001a; Swartz 2001). In academic cirches danswer is generally ‘not yet.” The
media are less circumspect, however, and policyensakppear increasingly to be seduced by
the latter’s version of events. It seems to me bwdh question and answer(s) are hampered
by the lack of certainty surrounding the centrainteLet me begin by putting forward some
concrete illustrations of this definitional voidliad from newspaper accounts.

Cyberterrorists Abound

In June 2001 a headline in tB®ston Heraldread ‘Cyberterrorist Must Serve Year in Jail’
(Richardson 2001). The story continued: ‘DespiteMasouri cyberterrorist's plea for
leniency, a Middlesex Superior Court judge yestertidd the wheelchair-bound man ‘you
must be punished for what you've done’ to Massagetisischoolchildren and ordered him to
serve a year in jail.” Christian Hunold, 21, pleddgiilty to ‘launching a campaign of terror
via the Internet’ from his Missouri home, includidgecting Middle School students to child
pornography Web sites he posted, telephoning thteahe school and to the homes of some
children, and posting a picture of the school'sigipal with bullet holes in his head and chest
on the Net.

In December 2001 a headline in tBestol Herald Courier Wise County, Virginia, USA
read ‘Wise County Circuit Court's Webcam “Crackdny’ Cyberterrorists’ (Still 2001). The
webcam, which allows surfers to log on and wate&hWise County Circuit Courts in action,
was taken offline for two weeks for repairs. ‘(Exfive Deleted) the United States
Government’ was posted on a web page, it was reghobiut the defaced page could only be
seen by the Court’s IT contractors. Internet sarfigho logged on could only see a blank
screen. The ‘attack’ is though to have originate@akistan or Egypt, according to the report.
‘This is the first cyberterrorism on the court’sdmet technology, and it clearly demonstrates
the need for constant vigilance,” according to €allerk Jack Kennedy. ‘The damage in this
case amounted to a $400 hard drive relating tdrttegnet video server. The crack attack has
now resulted in better software and enhanced gsgdoravoid a $ic] further cyberterrorism.’
According to Kennedy, cracking can escalate tootemm when a person cracks into a
government- or military-maintained Web site; hedsatberterrorism has increased across the
United States since the events of 9-11 and lawreefioent has traced many of the attacks to
Pakistan and Egypt.



The scare mongering is not confined to the US, eweln March of this year British IT
security specialists Digilog published what hasrbdescribed as ‘the most comprehensive
study of the insecurity of wireless networks in don’ (Leyden 2002). The survey
discovered that over 90 per cent of those netwar&sopen to drive-by hacking, also known
as war driving. Unfortunately, this potentially wlowhile survey is undermined by the
emphasis placed on the supposed link between Oysiieackers and international terrorism:
‘And networks are not only at risk from attackscktse quarters. University research in
Hawaii has shown that signals can be interceptech fa distance of over 25 miles, raising
fears of large-scale cyber-terrorism. Computer+abieid power grids, telephone networks
and water-treatment plants are at risk’ (as quotestyden 2002).

Also in March linkLINE Communications, described ‘assmall, but determined Internet
service provider’ located in Mira Loma, Califormieceived telephone and e-mail threats from
an unnamed individual who claimed to have accesgetbe able to access- the credit card
numbers of linkLINE’s customers. He said that heuldosell the information and notify
linkLINE’s customers if $50,000 was not transferred a bank account number that he
supplied. The ISP refused to concede to the crackemands: ‘We’re not going to let our
customers, or our reputation, be the victims ofecyierrorism,” said one of the company’s
founders. linkLINE contacted the authorities anarted that the cracker and his accomplices
may have extorted as much as $4 billion from otbempanies. The account was
subsequently traced through Russia to Yemen (IINFH.Communications Inc. 2002).

A similar incident had taken place in November 2080 attack, originating in Pakistan, was
carried out against the American Israel Public #éfaCommittee, a lobbying group. The
group’s site was defaced with anti-Israeli comment@he attacker also stole some 3,500 e-
mail addresses and 700 credit card numbers, sénlsexeli diatribes to the addresses and
published the credit card data on the Internet. Fakistani hacker who took credit for the
crack, the self-styled Dr. Nuker, said he was anflan of the Pakistani Hackerz Club, the aim
of which was to ‘hack for the injustice going arduhe globe, especially witlsig] Muslims’
(Schwartz 2000).

In May 2001 ‘cyberterrorism’ was on the agenda oageain when supporters of the group

Laskar Jihad (Holy War Warriors) hacked into théogites of the Australian embassy and the
Indonesian national police in Jakarta to protesiiregd the arrest of their leader. The hackers
intercepted users logging on to the Web sites a&ulirected them to a site containing a

warning to the Indonesian police to release J&faar Thalib, the group’s leader. Thalib was

arrested in connection with inciting hatred agaanseligious group and ordering the murder
of one of his followers. According to police, thadkers, the self-styled Indonesian Muslim

Hackers Movement, did not affect police operatidite Australian embassy said the hackers
did not sabotage its Web site, but only directeztaifo the other site (Anonymous 2001).

It is clear that the pejorative connotations of tifwens ‘terrorism’ and ‘terrorist’ have resulted
in some unlikely acts of computer abuse being lati€lcyberterrorism’. According to the
above, sending pornographic e-mails to minors, ipgsbffensive content on the Internet,
defacing Web pages, using a computer to cause %40 of damage, stealing credit card
information, posting credit card numbers on theerim¢t, and clandestinely redirecting
Internet traffic from one site to another all cottée instances of cyberterrorism. And yet
none of it could be described as terrorism- som# bt even criminal- had it taken place
without the aid of computers. Admittedly, terrorigsr a notoriously difficult activity to
define. However, the addition of computers to plaohcriminality it is not.



What is Cyberterrorism?
Barry Collin, a senior research fellow at the Huwda for Security and Intelligence in
California, coined the term ‘cyberterrorism’ in th®80s. The concept is composed of two
elements: cyberspace and terrorism. Cyberspacebmapnceived of as “that place in which
computer programs function and data moves” (Cadll#®6). Terrorism is a less easily
defined term. In fact, most scholarly texts devdtethe study of terrorism contain a section,
chapter, or chapters devoted to a discussion of Hibfrcult it is to define the term (see
Gearty 1991; Guelke 1998; Hoffman 1998; Holms 1%ehmid & Jongman 1988; Wardlaw
1982). The definition of terrorism employed in tipgper is that contained in Title 22 of the
United States Code, Section 2656f(d). That statotegains the following definition:
The term ‘terrorism’ means premeditated, politigathotivated violence perpetrated
against non-combatant targets by sub-national graspclandestine agents, usually
intended to influence an audience.”
Combining these definitions results in the congtomc of a narrowly drawn working
definition of cyberterrorism as follows:
Cyberterrorism refers to premeditated, politicaiptivated attacks by sub-national
groups or clandestine agents against informatimputer systems, computer
programs, and data that result in violence agaiostcombatant targets (Pollitt n.d.).

The above definition is similar to the conceptwlsn of cyberterrorism put forward by
Professor Dorothy Denning in numerous articles iatetviews, and in her testimony on the
subject before the United States Congress’s Houseed Services Committee (Denning
2002, 2000a, 2000b, 1999). According to Denning:
Cyberterrorism is the convergence of cyberspacetamdrism. It refers to unlawful
attacks and threats of attacks against computetgonks and the information stored
therein when done to intimidate or coerce a govermtror its people in furtherance of
political or social objectives. Further, to qualidg cyberterrorism, an attack should
result in violence against persons or property,abieast cause enough harm to
generate fear. Attacks that lead to death or bouhjyry, explosions, or severe
economic loss would be examples. Serious attacksnstgcritical infrastructures
could be acts of cyberterrorism, depending on tlmipact. Attacks that disrupt
nonessential services or that are mainly a costiyamce would not.
Utilising the above definitions, the ‘attack’ oretivebcam of the Wise County Circuit Court
does not qualify as cyberterrorism, nor do anyhaf other ‘cyberterrorist attacks’ outlined
above. This is hardly surprising; the inflationtbé concept of cyberterrorism may increase
newspaper circulation, but is ultimately not in hablic interest. Despite this, many have
suggested adopting broader definitions of the term.

In an article, which appeared Trerrorism and Political Violencen 1997, Devost, Houghton
and Pollard defined ‘information terrorism’ as ‘theentional abuse of a digital information
system, network or component toward an end thgtatgp or facilitates a terrorist campaign
or action’ (1997, 75). They conceive of informati@nrorism as ‘the nexus between criminal
information system fraud or abuse, and the physidénce of terrorism’ (1996, 10; 1997,
76). This allows for attacks that would not necelsaesult in violence against humans-
although it might incite fear- to be characterisedterrorist. This is problematic because,
although there is no single accepted definitiosatalled political terrorism, more than 80%
of scholars agree that the latter has two integgadponents: the use of force or violence and
a political motivation (Guelke 1998, 19; Schmid &ngman 1988, 5). To this end, most
country’s domestic laws conceive of terrorism apuneng violence and/or the threatening or



taking of human life in pursuit of political or idlgical goals. Devost, Houghton and Pollard
are aware of this, but wish to allow for the inatusof pure information system abuse (i.e.
that does not employ nor result in physical violBnas a possible new facet of terrorism
nonetheless (1996, 10). Others have followed suit.

Israel’s former science minister, Michael Eitans ltlieemed ‘sabotage over the Internet’ as
cyberterrorism (Sher 2000). According to the Japargovernment ‘Cyberterrorism’ aims at
‘seriously affecting information systems of priva@mpanies and government ministries and
agencies by gaining illegal access to their compn&tworks and destroying data’ (FBIS
2002b). A report by the Moscow-based ITAR-TASS neagency states that, in Russia,
cyberterrorism is perceived as ‘the use of compuateinnologies for terrorist purposes’ (FBIS
2002a). In 1999, a report by the Center for thed$tof Terrorism and Irregular Warfare
(CSTIW) at the Naval Postgraduate School in Momte@alifornia, defined cyberterrorism as
the ‘unlawful destruction or disruption of digitploperty to intimidate or coerce people’
(Daukantas 2001). ‘We shall define cyberterroriser amy act of terrorism...that uses
information systems or computer technology eitreeaweaponor atarget’ stated a recent
NATO brief (Mates 2001, 6). Yael Shahar, Web maatethe International Policy Institute
for Counter-Terrorism (ICT), located in Herzliyarael, differentiates between a number of
different types of what he prefers to call ‘infortoa terrorism’: ‘electronic warfare’ occurs
when hardware is the target, ‘psychological waifer¢he goal of inflammatory content, and
it is only ‘hacker warfare’, according to Shahahatt degenerates into cyberterrorism
(Hershman 2000).

John Leyden, writing inThe Registerdescribes the way in which a group of Palestinian
hackers and sympathisers set up a Web site thaidpsoone-stop access to hacking tool and
viruses, and tips on how to use the tools to mattatks on Israeli targets. They are, he says,
using the techniques of cyberterrorism (Leyden 2008yden and others wish to conflate
politically motivated hacking- so-called hacktivisrand terrorism. Advancing one step
further, Johan J. Ingles-le Noble, writingJane’s Intelligence Reviewad this to say:
Cyberterrorism is not only about damaging systems$ ddso about intelligence
gathering. The intense focus on ‘shut-down-the-pegviel’ scenarios and tight
analogies with physically violent techniques ignotber more potentially effective
uses of IT in terrorist warfare: intelligence-gathg, counter-intelligence and
disinformation (1999, 6).
Noble’s comment highlights the more potentiallylistier and effective uses of the Internet by
terrorist groups (i.e. intelligence-gathering, ctausintelligence, disinformation, etc.).
However, he mistakenly labels these alternatives isgberterrorism.” Such a taxonomy is
uncalled for: even had Dr. Nuker broken into thadwgiarters of the American Israel Public
Affairs Committee and physically stolen the cregitd information and e-mail addresses, this
would not be considered an act of terrorism, batiminal undertaking. It is only acting on
the information obtained to perpetrate an attackumherance of some political aim that
would be considered terrorist. Noble contends,hmrnore, that “disinformation is easily
spread; rumours get picked up by the media, aidethé occasional anonymous e-mail.”
That may be so, but spreading false informationthdrevia word-of-mouth, the print or
broadcast media, or some other medium, is oftestmo¢ even criminal, never mind terrorist.
Why should things be any different in cyberspaae?att, Ingles-le Noble (1999) himself
recognises that:
There is undoubtedly a lot of exaggeration in flakl. If your system goes down, it is
a lot more interesting to say it was the work dbrign government rather than admit
it was due to an American teenage ‘script-kiddgkéring with a badly written CGI



script. If the power goes out, people light a caratid wait for it to return, but do not
feel terrified. If their mobile phones switch offpciety does not instantly feel under
attack. If someone cracks a web site and changesatitent, terror does not stalk the
streets.

In February 2001, the UK updated its Terrorism #ctlassify ‘the use of or threat of action
that is designed to seriously interfere with oticagsly disrupt an electronic system’ as an act
of terrorism (see Di Maio 2001; Mates 2001). Inddeavill be up to police investigators to
decide whether an action is to be regarded asrigmo Online groups, human rights
organisations, civil liberties campaigners, anceatlcondemned this classification as absurd,
pointing out that it placed hacktivism on a parhaife-threatening acts of public intimidation
(Weisenburger 2001, 9). Notwithstanding, in thekevaf the events of 9-11, US legislators
followed suit. Previous to the T1of September, if one successfully infiltrated aefl
computer network, one was considered a hacker. Henw@llowing the passage of the USA
Act, which authorised the granting of significarawers to law enforcement agencies to
investigate and prosecute potential threats toonalisecurity, there is the potential for
hackers to be labelled cyberterrorists and, if ated, to face up to 20 years in prison (NIPC
2001; see also Middleton 2002). Clearly, policymiakéelieve that actions taken in
cyberspace are qualitatively different from thaaeeh in the ‘real’ world.

Distinguishing Characteristics
When it comes to discussion of cyberterrorism, éhare two basic areas in which
clarification is needed. First, the confusion betwecyberterrorism and cybercrime. Such
confusion is partly caused by the lack of clearirdigdns of the two phenomena. A UN
manual on IT-related crime recognises that, evaar akveral years of debate among experts
on just what constitutes cybercrime and what cgestism, ‘there is no internationally
recognised definition of those terms’ (Mates 20(88cond, it is useful to distinguish two
different facets of terrorist use of informatiowheology:

(1) Terrorist use of computers as a facilitator of tlaeitivities, and

(2) Terrorism involving computer technology as a weapotarget.
Utilising the definitions outlined above, it is @ilsle to clarify both difficulties. Cybercrime
and cyberterrorism are not coterminous. Cybersptiaeks must have a ‘terrorist’ component
in order to be labelled cyberterrorism. That is:

- Attacks must instil terror as commonly underst@icel result in death and/or large-scale

destruction),

- Attacks must have a political motivation.
As regards the distinction between terrorist usanédrmation technology and terrorism
involving computer technology as a weapon/targetly dahe latter may be defined as
cyberterrorism. Terrorist ‘use’ of computers asaailitator of their activities, whether for
propaganda, communication, or other purposesiplgithat: ‘use.’

Kent Anderson, senior vice-president of IT secumtyd Investigations for information
security firm Control Risks Group, has devised r@¢ktiered schema for categorising fringe
activity on the Internet, utilising the terms ‘UstMisuse,” and ‘Offensive Use.” Anderson
explains:
Use is simply using the Internet/WWW to facilitatemmunications via e-mails and
mailing lists, newsgroups and websites. In almestrye case, this activity is simply
free speech...Misuse is when the line is crossed frpression of ideas to acts that
disrupt or otherwise compromise other sites. Annga of misuse is Denial-of-
Service (DoS) attacks against websites. In the ipalysvorld, most protests are



allowed, however, [even] if the protests disruptentfunctions of society such as train
service or access to private property...The sameldhmei true for online activity.
Offensive use is the next level of activity whetual damage or theft occurs. The
physical world analogy would be a riot where prdyes damaged or people are
injured. An example of this type of activity onling the recent attack on systems
belonging to the world economic forum, where peatanformation of high profile
individuals was stolen (Weisenburger 2001, 2).
Combining Anderson’s schema with the definitionoyberterrorism | outlined above it is
possible to construct a four-level scale of thesusithe Internet for political activism by
unconventional actors, ranging from ‘Use’ at ond ehthe spectrum to ‘Cyberterrorism’ at
the other. Unfortunately, such a schema has natrgyn been employed in the literature or
in the field of public policy. This is particularlgisquieting given that the vast majority of
terrorist activity on the Internet is limited tose’ (see Conway 2002).

Conclusion

According to journalists, on Wednesday morning,SEptember 2001, you could still visit a
Web site that integrated three of the wonders ofleno technology: the Internet, digital
video, and the World Trade Center. The site allowddrnet users worldwide to appreciate
what millions of tourists have delighted in sincénbtu Yamasaki’s architectural wonder was
completed in 1973: the glorious 45-mile view frohe top of the WTC towers. The caption
on the site still read ‘Real-Time Hudson River Viemwm World Trade Center.’ In the square
above was a deep black nothingness. The terrdredsnot taken down the Net, they had
taken down the towers. ‘[W]heras hacktivism is reatl widespread, cyberterrorism exists
only in theory. Terrorist groups are using the inét, but they still prefer bombs to bytes as a
means of inciting terror,” wrote Dorothy DenningD(®b) just weeks before the September
attacks. Terrorist ‘use’ of the Internet has besmgdly ignored, however, in favour of the
more headline-grabbing ‘cyberterrorism.’

Richard Clarke, White House special adviser for&gpace Security, has said that he prefers
not to use the term ‘cyberterrorism,’ but insteadolurs use of the term ‘information security’
or ‘cyberspace security.” This is because, Clars $tated, most terrorist groups have not
engaged in information warfare (read ‘cybertermot)s Instead, he admits, terrorist groups
have at this stage only used the Internet for pyapda, communications, and fundraising
(Wynne 2002). In a similar vein, Michael Vatis, rfoger head of the US National
Infrastructure Protection Center (NIPC), has stathdt ‘Terrorists are already using
technology for sophisticated communications andd{ftaising activities. As yet we haven't
seen computers being used by these groups as wetpany significant degree, but this will
probably happen in the future’ (Veltman 2001). Acliog to a recent study, 75% of Internet
users worldwide agree, they believe that ‘cybeotésts’ will ‘soon inflict massive casualties
on innocent lives by attacking corporate and gowemmtal computer networks.” The survey,
conducted in 19 major cities around the world, tbuhat 45% of respondents agreed
completely that ‘computer terrorism will be a grogiproblem,” and another 35% agreed
somewhat with the same statement (Poulsen 200B. prablem certainly cannot shrink
much, hovering as it does at zero cyberterrorisoidants per year. That's not to say that
cyberterrorism cannot happen or will not happen,tbat, contrary to popular perception, it
has not happened yet.
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