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ABSTRACT

This thesis explores the ways in which civil andiuih groups in Northern Ireland use
the Internet to generate soft power. This reseassiesses whether the Internet creates a
critical multiplier effect for marginal groups, ducas terrorists and interface
communities. A coding scheme, adapted from prevstudies of political part websites,
is used to determine whether these groups havisedahe potential of the Internet as a
tool for political mobilisation. The dissertationorsiders whether there are any
gualitative differences between the online framofgterrorist-linked parties and the
constitutional parties in the region. The phenomemd amateur terrorism is also
analysed through the lens of Loyalist and Republisalidarity actors. The analysis
determines whether solidarity actors were mordyike justify political violence on their
websites than their respective political frontsatidition, the websites of rival residents’
groups are examined to determine whether the laeteran help generate social capital
across sectarian interfaces. The analysis detesmwieether residents’ groups use the
Web to strengthen in-group identities, or to engagealialogue with rival interface
communities. In doing so, the research tests theroptimist assertion that the Internet
will facilitate forms of communication that undemei unequal power relations within
nation-states. The online audience for Northershiterrorists is modelled using Internet
usage patterns and the ranking systems used byénteearch engines. Internet usage
patterns are examined to define the potential awgdieavailable to Northern Irish
terrorists via their websites. The study suggdsisthere is little to differentiate between
the websites of terrorist-linked groups, such asnSFein, and the websites of
constitutional parties, such as the Social Demaxrahd Labour Party (SDLP). In
contrast, Loyalist and Republican amateurs oftea paramilitary insignias on their
websites to demonstrate their opposition to the@gaocess. However, these websites
do not constitute a new dimension of terrorist dhr® the peace process. Analysis of

residents’ group websites suggests that they furtiie competition of ‘victimhoods’

viii



between Loyalist and Republican interface commesitiBoth sides use their web
presence to claim that they were constantly uniderat of attack from the community
situated at the other side of the ‘peaceline.” Muez, the thesis suggests that there will
be a limited online audience for both civil and wiicactors in Northern Ireland. The
online audience for these actors is likely to cenef Internet users who use the Web for

political research and Loyalist and Republican sutgss in the ‘offline’ world.



Chapter 1: Introduction

This thesis presents an analysis of how the Intemay be used to redefine the
boundaries of civil society in contemporary natgiates, using Northern Ireland as its
case study. While most recent studies have tendedo¢us upon how Islamic
fundamentalists have used the Web (see Conway, B@dmann, 2004), there has been
little research on how the Internet is used byotgst organisations during a period of
conflict transformation. This dissertation will iestigate how terrorists engaged in a
peace process use the Internet to generate softrpa® they seek to demonstrate their
democratic credentials to online audiences. Intamdithe cyberoptimist assertion that
terrorism may be solvable if its perpetrators aieemy greater opportunity — via the
Internet - to propagate their political ideologiedl be analysed. To this effect, the
potential of the Internet as a tool for organisaiolinkage and mobilisation will be
examined. The thesis addresses these researcls ibguanalysing the websites of
Loyalist and Republicans in 2004 and 2005. Thig cigdy is pertinent to the discussion
of terrorist soft power due to the paramilitary sefaes which facilitated the Good
Friday Agreement (1998). Arguably, the peace pretegitimised terrorist-linked parties
such as Sinn Fein, who in turn have acheived uepeted electoral success since the
late nineties. Thus, soft power has arguably becamiegral to the campaigns of
Northern Irish terrorists who had previously peraetd political violence to advance
their political objectives. However, not all Northelrish terrorist organisations have
supported the peace process. Dissident groupstbrsloes continue to use both political
violence and party politics to pursue their objgesi Conceivably, these groups may be
using the Internet to justify their terrorist cangres. In this thesis, an Internet coding
framework, developed from previous studies of pmltparty websites such as Gibson
and Ward (2000), will be used to analyse the franaind function of these websites. The
analysis considers how the online framing of testdmked groups differs from the
framing of civil society groups in post-conflict Mbern Ireland. The function of these

websites will be examined to assess the extenthichacivil and uncivil groups have



realised the potential of the Internet as a toopfditical communication.
TERRORIST USES OF THE INTERNET
Cyberterrorism

In this thesis, the potential of the Internet aprapaganda tool for terrorists will be
examined. Authors such as Denning (2000) suggestrformation and communication
technologies (ICTs) provide a new medium throughctvtthe terrorist can attack the
nation-state. As nation-states increasingly usesl@Tstore and disseminate information,
these information systems represent potential tarder terrorist actors. This has
arguably led to a new form of terrorism in cyberspanamely cyberterrorism.
Cyberterrorism can be defined as “the unlawful ckitaand threat of attacks on
computers, networks and information stored thewgien done to intimidate or coerce a
government or its people in furtherance of polltmaectives” (Denning, 2000:1). So far,
only a few terrorist organisations, such as thestation Tigers of Tamil Eelam (LTTE),
have engaged in cyber-terrorisrin 1996, LTTE e-bombs simultaneously hit several S
Lankan diplomatic missions, creating a ‘virtual ¢dkade’ (Zanini and Edwards, 2001:
44). The paralysis of the Sri Lankan missions markesignificant propaganda coup for
the LTTE insurgents.

Overall, the methods used by ‘cyber-criminals’ kexrs] and ‘cyber-terrorists’ [terrorists
on the Internet] appear similar. Both hackers ardotists manipulate the content of
popular websites to gain publicity. Personal messamd cartoon graphics are the most
popular calling cards used by these ‘cyber-vanda®o far, terrorists appear to lack the
necessary skills to hack into the websites of gowent agencies. There have been no
recorded instances of a terrorist cyberattack diomatates such as the United States
(Weinmann, 2005: 143). Nevertheless, nation-statesiriably fail to differentiate

between terrorists and cyber-criminals when disogsssues like the threat of cyber-



terrorism. It is arguably politically expedient foation-states to assert that terrorists are
responsible for all hacking incidents online, as fhublic will be unlikely to oppose
restrictions on Internet freedoms if they belielattthe Web is a “haven for perverts and
terrorists” (Moore, 1999: 42). Consequently, cybedrism receives more headlines in
the conventional mass media than the covert utdityemail, or bulletin boards, by
terrorist actors. The research presented in tlasighwill focus on how terrorists use the
Internet to support their activities in the offlingorld, rather than the threat of

cyberterrorism.

The thesis presents an analysis of the extent tohwlorthern Irish terrorists, and their
supporters, use their websites to generate sofepawpost-conflict Northern Irelartd.

Soft power is the “ability to get what you want bitracting and persuading others to
adopt your goals (Nye, 2004: 5). The dissertatiolh sonsider what function Loyalist

and Republican websites fulfill for their respeetigroups, and whether this differs from
the terrorist uses of the Internet identified ireypous studies. As Conway (2006)
suggests, there appears to be a consensus amarngstsawho have studied how
terrorists use information and communication tetbgies (ICTs). Authors such as
Cohen (2002), Thomas (2003), and Furnell and Waft889) have identified broadly

similar terrorist uses of the Internet, such as thesemination of propaganda,
fundraising, and the planning of atrocities. Ini&idd, Weinmann (2004) identified other
core terrorist uses of the Internet, such as datengrand information sharing, in an

article entitledWWW.terror.netHow Modern Terrorism uses the InternAtsynthesis of

these studies suggests that there are five corerigtruses of the Internet, namely
publicity and propaganda, planning and coordinatidata mining and information

sharing, mobilisation and fundraising, and netwogkiln this thesis, the websites of
Loyalists and Republicans will be analysed to deiee whether these actors are using

the Web for these purposes.



Publicity and Propaganda

Authors such as Weinmann (2004) and Cohen (2008pest that terrorists depict
themselves as freedom fighters on their websitegni effort to counter their violent
image (p.6). In this thesis, the online framing Lafyalist and Republicans will be
examined to determine whether they use their webgid circumvent the ideological
refractions of the mass media. Conway (2003) sugdbat the Internet allows terrorists
to wage cybercortical warfare, a form of conflicinducted against minds to change the
will of an enemy (Szafranski, 1997: 404). Theralready some evidence to suggest that
terrorists are using the Internet to “claim thaeithenemy is the real terrorist”
(Weinmann, 2004: 3). Ethno-nationalist terrorigjanisations often use their websites to
discredit their critics and define themselves asnivers of civil society. Thus, emotive
words like “freedom fighter” and “state oppressionften permeate the solidarity
websites of terrorist organisations such as thejBaseparatists, Euskadi Ta Askatasuna
(ETA).* In addition, terrorist organisations often seekbliwity to further their
psychological war against a target population. They take the form of statements,
released on the Internet, that are designed tmichdite a target audience. For example,
terrorists have used the Internet to release imaféiseir hostages to the conventional
mass media. One such video, released on a numbistaafist websites in February
2002, showed the beheading oBMStreet Journateporter Daniel Pearlln the video,
Pearl states his captors’ demands to the camdliagctar the immediate end of the US
presence in Pakist&nSubsequent to the Pearl video, jihadist group hpmsted videos
of other hostages being executed, including Britishtractor Ken Bigley and American

entrepreneur Nick Berg (Conway, 2006:11).

Research into how terrorists use the Internet eaded to focus on the content of these
online communications rather than its likely reeifts. While terrorists do appear to be

using the Internet to generate their own propagatiegsg must attract an online audience



if these messages are to intimidate a target ptpoldn the case of Daniel Pearl, the
extensive media coverage of his kidnapping may hedenany people to search for the
video of his execution on the Internet. This suggésat the online framing of terrorists
may only influence public opinion if reported inetlconventional mass media. As
Conway points out, Hizbollah’s ‘cybercortical’ caaign only came to prominence in
1999, when a news report about mangled remainslaifi $sraelis published on a
Hizbollah website caused a political row betweee tbraeli Defence Force and the
families of several murdered Israeli marines (p/1Bhere is limited evidence to suggest
that Hizbollah’'s efforts to attract an American eumte to their website during this
period proved successful, despite the provisio&rjlish language facility on the three
main Hizbollah websites (p.11). This research diyeaddresses the issue of who visits
‘pro-terrorist’ websites, using Northern Irish w@nists as its case study. In chapter 4, the
online audience for terrorists will be analysedlbgking at Internet usage patterns in
Europe and North America, as well as the factoat thfluence the accessibility of a
‘pro-terrorist’ website on the Internet. This wildetermine whether Loyalist and

Republican websites are likely to reach an audibegend their core supporters.

Planning and Coordination

Authors such as Weinmann (2004) suggest that ttesniet is an ideal arena for the
planning of terrorist activity, as it offers cheaponymous communication. Security
sources believe that some terrorists use a singhaileaccount for intra-group

communication, with the password and username afnaail provided to each member
of the group. Messages between group members waeel s draft rather than sent to
another email account, to be deleted once reatidyecipient (Hinnen, 2005: 39). This
leaves no communication transaction that can berded by the Internet Service
Provider (ISP). Terrorists already appear to benqudiCTs to plan and perpetrate
atrocities. Evidence gathered from a laptop beloggo Ramzi Yousef, the terrorist
responsible for the failed 1993 World Trade Cerdttack, showed that there were



itemized plans to destroy a number of U.S airlir@rshe same day (Eid, 2006: 8). There
is also some evidence to suggest that Northerin tieisorists may be using the Internet to
plan and perpetrate atrocities. Loyalist terrorugosuch as the Ulster Freedom Fighters
(UFF) have used the websites of their affiliatesdentify potential targets. In March
2001, theBelfast Telegraphreported that a message on an ‘Ulster Loyalistbsite
directed members of the Limavady UFF to attackraallagedly frequented by members
of the Provisional IRA. Although this particular example came to the ditenof the
press, the scale of such covert utility of the imée is difficult to assess. In chapter 3, the
websites of dissident Loyalist and Republicans wél examined to determine whether

these groups are also using the Web to plan amepate terrorist atrocities.
Data Mining and sharing information

Terrorists also use the Internet to obtain inforamaton potential targets and share
techniques with like-minded individuals. There ikeady some evidence to suggest that
terrorists are using publicly available informatimnplan and coordinate atrocities. An Al
Qaeda training manual, recovered in Afghanista?20®2, stated that its operatives could
gather ‘at least 80 percent of information abowt #nemy through public sourcés.’
Terrorists may also share information with otheraests online. For example, the
Global Islamic Media Front offered a ‘degree imajih to Internet users who visited its
website in 2005. The webmaster offered speciatinaiti “electronic media, spiritual and
financial jihad” (Ariza, 2005: 1). The evidence geated at the trial of the men
responsible for the Madrid train bombings in Ma&®d04 suggests that other jihadist
groups are using the Internet for research andrirdtion sharing. One of the attackers
was shown to have downloading a document entitldthadi Irag: Hopes and Dangers’

from a jihadist website (p.2).

The Ulster Loyalist Information Service (ULISNET)ebsite illustrates the extent to

which dissident Northern Irish terrorists may bdangsthe Web for data mining.



ULISNET claimed that its basic function was to pdevthe media with press releases
from the dissident Loyalist group, the Loyalist Woteer Force (LVF). Yet, the
organisation appealed for information about rivalalist and Republican paramilitaries
on its website. Internet users who had “even thghtdst information on active
Republican terrorists” were invited to email thegamisation through a secure email
server® In chapter 3, the websites of dissident Loyalisil &epublicans, who remain
committed to armed struggle, will be analysed ttedwine whether these groups are

using the Internet to gather intelligence aboueptiél targets:*

Mobilisation and Fundraising

Terrorists also use the Internet to mobilise sugpsrand solicit resources from
sympathisers. Internet users may be asked to swym#mail to the webmaster if they
wish to join the organisation. For example, Fritiarris, Kolb, Larich, and Stocker
(2004) located an lIranian website that providedapplication form for Internet users
who wished to become martyrs (9). Alternativelyrdest recruiters may use online chat
rooms to approach Internet users who are sympathetitheir cause (Weinmann,
2004:16). In addition, there appears to be sigaificvidence that terrorists are using the
Internet to solicit resources from sympathisersadfaising may be facilitated through
the website of an affiliate of a terrorist orgatima, such as a political party or a charity,
to avoid legal sanctions under anti-terrorist legien such as the US Patriot Act (2001).
Hinnen (2005) asserts that jihadists use sympatheibsites to post bank account details
to which funds for various terrorist organisatiooan be transferred. One website,

www.ummah.net provided bank accounts for the Harkat ul Muhjade¢ the Allied

Bank of Pakistan, urging Internet users to donatel$ in support of the ‘global jihad’
(38).

While most recent studies have focused on how ighsdise the Web for recruitment,

there has been relatively little research conductedwhether ethno-nationalist terrorists



use ICTs to mobilise supporters. Once again, thd@ecd of the ULISNET website
suggests that dissident Loyalist and Republicarorists may be using the Web for
mobilisation and resource solicitation. Analysistbé ‘Projects’ section revealed that
ULISNET was part of the in fact part of the ‘suppoetwork’ for the LVF. For example,
Internet users were asked to donate bullet-prosfsvio the organisation, for ‘obvious
uses.’ Unsurprisingly, this website was shut dowtate 2004 Although this appears to
be an isolated case, it raises issues around teate® which ‘pro-terrorist’ webmasters
are able to utilise the public spaces of the Wehttack the liberal democracies. In this
thesis, the websites of dissident Republican tetrarganisations will be analysed to

determine whether they are using the Web for reoent and resource solicitation.

Networking

Some terrorist groups have followed the lead afdrational corporations, using ICTs to
organise themselves into decentralized networkstheory, network based terrorist
organisations are immune to infiltration by thehauities, as they are “based around the
idea of ‘leaderless resistance” (Tucker, 2001: 1d)the Middle East, network based
groups have gradually replaced old hierarchicaligsosuch as the Popular Front for the
Liberation of Palestine (PFLP). The Internet alldesorist groups such as Hizbollah to
communicate with like-minded groups based in deiacations such as Chechnya,
Palestine, and Afghanistan (Weinmann, 2004: 9}, Stishould be noted that network
based terrorist organisations are not a produth@f'information age.” The Palestinian
Liberation Organisation (PLO), a network of smaRalestinian groups, formed as early
as 1964, long before the creation of the InterNetzertheless, technological innovations

like email have facilitated the restructuring afrteist hierarchies into networks.

Hoffman (1998) suggests that the Internet has nexderism “accessible to anyone with
a grievance, an agenda, a purpose or any idiofymcambination of the above” (p.185).

Thus, groups such as Hamas have developed a nestrodture of loosely connected



autonomous actors, which includes private indivisuaving outside the Middle East.
The label ‘amateur terrorist’ can be applied testhadividuals, who often “have little or
no formal connection to an existing terrorist gro(igoffman, 1998: 185). While these
individuals are not full members of the organisatithey nevertheless act to further the
objectives of a terrorist group. For example, Ideeorists like Ramzi Yousef, the
perptrator of the 1993 World Trade Centre bombimgyve often retrospectively been
linked to decentralised terrorist networks suchAdQaeda (p.1). In chapter 5, this
phenomenon of amateur terrorism on the Interndt bl explored through the lens of
Loyalist and Republican solidarity websites. Sdaiiyawebsites are defined here as
websites that project messages of support for listyat Republican terrorist groups, but
reveal no formal link between the webmaster andeleganisations. The framing and
function of these websites will be analysed to énabcomparison with the websites of
political fronts, such as Sinn Fein. This analygi also reveal whether solidarity actors

and political fronts provide links to one anothartbeir respective websites.

Terrorist framing and soft power

Recent empirical studies have tended to focus enteaorists use militaristic language
to generate soft power and mobilise supportersw@gn(2006) asserts that Hizbollah
uses its collection of websites to publish deteflsts military operations against Israeli
forces. For example, one website features a ‘mylitgperations’ section, which provides
a detailed account of all Hizbollah operations sia®97 (p.110). While this information
may be targeted at the Israeli media, as well pstential global audience, it also serves
another critical group objective. Commentators sstighat the Hizbollah web presence
is very important for the morale of its ‘resistarfaghters,” as it informs them of the
support they receive from across the globe (Whit99:233). In a similar vein to
Hizbollah, a recent study suggests that Hamas aisesof its websites, www.palestine-
info.net, to encourage acts of terrorism. Reseaochmissioned by the Center for Special

Studies found that this website encouraged tenmpagainst Israeli targets, affirming the



movement’s “commitment not to disarm and to corgints terrorist attacks on Israel
until its destruction” (Intelligence and Terroridmformation Center, 2005). By way of
contrast, this research analyses whether ‘protistravebmasters are likely to generate
soft power if they frame their subjects as civiciety actors, as opposed to freedom

fighters engaged in armed conflict.

The Northern Irish conflict is pertinent to thealission of terrorist soft power due to the
paramilitary ceasefires which facilitated the Gobdday Agreement (1998). Some
commentators suggest that the Northern Irish mduiped build cross-community
support for the Belfast Agreement (1998) throughirtadoption of a ‘peace frame.’ This
peace frame created a bond between pro-peace giroap$oth camps, making a clear
distinction between the political fronts that weregaged in the process and the violence
associated with their terrorist sponsors (Wolfsf@ld01:36). Arguably, the peace process
has legitimised terrorist-linked parties such asnSkein, who in turn have acheived
unprecedented electoral success. In contrast t@wehsorship associated with the UK
Broadcasting Ban (1998), many terrorist-linked ieartor political fronts, now enjoy
routine access to the news media, the public, hadgpbvernment. While these terrorist
organisations remain committed to their ceasefsef,power has arguably become vital
to the achievement of their objectives, with poétiparties the primary vehicle for these
aspirations. As Sinn Fein has adopted an agendasthaoadly similar to that of the
nationalist Social Democratic and Labour Party (BRLthis raises questions as to the
frames employed on its website. Conceivably, trgreeips may be using their websites
to demonstrate their commitment to democracy, dffgating themselves from the
activities of their terrorist sponsors. Yet, ndtNbrthern Irish terrorist organisations have
called a permanent cessation to their militaryvéas. Dissidents on both sides have
continued to use both political parties and actseaforism to communicate with target
audiences. These groups may be using militariatiguage on their websites to suggest
they are freedom fighters motivated by a just catrsehapter 3, the online framing of

political fronts will be analysed to determine winat these groups reveal their terrorist

10



linkages on their websites. This will also inforhetwider debate about how terrorists
frame conflict on their websites in order to intitaie target audiences and attract

supporters.

INTERNET GOVERNANCE AND ANTI-TERRORIST LEGISLATION: CAN
TERRORISTS ACT WITH IMPUNITY ONLINE?

This dissertation will determine whether LoyalistdaRepublican websites are similar in
content and form to the ULISNET website that wastsiown in late 2004. In this
respect, the research will test the hypothesistératrists can act with impunity online if
they manipulate existing patterns of Internet gomace to their advantage. Internet
governance can be defined as the “collective adbypmovernments and/or the private
sector operators of Transmission Control Protoctdfhet Protocol (TCP/IP) networks,
to establish rules and procedures to enforce puimiies and resolve disputes that
involve multiple jurisdictions” (Mueller, Mathiaso& McKnight, 2004: 4). Governments
may remove offensive content from the Internet hié tperson responsible for its
transmission contravenes national legislation. ge@am Union member states and the
United States have passed a number of laws that thefined the limits of ‘acceptable’
behaviour online. Many of these laws were passadr ghe terrorist attacks on
Washington and New York in 2001, as evidence entespewing that the terrorists had
used email to plan the hijackingsCaral (2004) asserts that European Union and WS la
form a de facto global ‘regime’ governing onlinehbeiour, through their political
leadership, economic dominance and large numbdrgerhet users (p.7). In this thesis,
Loyalist and Republican websites will be analysedetermine the degree to which this

anti-terrorist regime influences what ‘pro-terrrisebmasters post online.
US Anti-Terrorist Legislation post 9/11

In order to analyse the web activism of Loyalisid &epublicans, one must first develop
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an understanding of the legal sanctions that ‘proetist’ webmasters may face if they
contravene anti-terrorist legislation. Post 9/1ti-gerrorist legislation in the United

States sought to broaden the definition of a testraffence, to enable the prosecution of
people who incited terrorist atrocities and prodidesources for proscribed terrorist
organisations. The US Patriot Act (2001) was onehef first pieces of legislation to

target the ‘support networks’ of proscribed tesbrrganisations! There are several

sections of the US Patriot Act that apply to webie@sresponsible for maintaining ‘pro-
terrorist’ websites, despite the word ‘Internetatigring only once in the 342-page
document. For example, the Act prohibited the miovi of material support to terrorist
organisations “when it is known and intended thdnei used to prepare for, or carry out,
certain terrorist related crime$”The definition of a terrorist organisation wasoals
expanded to incorporate people who incited violesnog gathered information regarding
the potential targets of terrorist activifyThe FBI's ‘Carnivore’ system was to be an
integral part of a surveillance system that wouldnitor the activities of terrorist

organisations, and in particular Al Qaeda affil&ten the Internet.
United Kingdom Anti-Terrorist Legislation post 9/11

The United Kingdom government utilised a similafini@on of terrorist offences in its
anti-terrorist legislation post 9/11. The UK Terson Act (2000) remains the largest
piece of anti-terrorist legislation passed by a MemState of the European Union to
date!” This Act also defined the “invitation of supportdr a proscribed terrorist
organisation as a terrorist offenln addition, this legislation prohibited the prsigin

of resources to those responsible for terrorisicities, although the individual would
only face prosecution if they were knowingly congjilin these terrorist activities. The
list of terrorist offences also included, for thestf time, a specific offence relating to the
disruption of a computer system (Walker, 2002: Z®wever, the UK anti-terrorist
legislation passed after the 9/11 atrocities ditdpropose the creation of a surveillance

system similar to ‘Carnivore,” or an investigatdrgdy with the powers of the FBI. The
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UK Anti-Terrorism, Crime, and Security Act (2001)oposed a diluted version of the
surveillance protocols contained in the US Pathictt For example, Part XI of the ATCS
stipulated that communication service providersuthoetain communications data for
an ‘investigatory rainy day’ (Walker and Akdeni®9B: 162). Yet, the legislation did not
specify a period for communication service provedir retain communications data, nor
impose financial or legal penalties upon those ¥diled to comply (p.167). This has led
to inconsistencies in the pattern of data retentionthe United Kingdom. While
companies such as British Telecom retain theifitrafata for seven years, Internet
Service Providers such as America Online (AOL) kéwsgir email data for just three
months (p.168).

Overall, the UK and US anti-terrorist legislatioroposed similar definitions of terrorist
offences. In effect, this enabled nation-stateprosecute webmasters who provided
material support for terrorists, or incited otherperpetrate political violence. However,
the application of anti-terrorist legislation inthgolities is arguably inconsistent, despite
the convergence on the definition of terrorist néfes. For example, the FBI has the
authority to subpoena communications data that mavailable to their British
counterparts. Furthermore, the inconsistenciesia tetention between companies based
in the United Kingdom and the United States illatdr the problematic nature of
launching anti-terrorist operations online. Antirtgist legislation such as the UK
Terrorism Act can be characterised as a natiorsglorese against a terrorist cyber threat
that may emanate from other nation-states. Thezeterrorists and their sympathisers
may be able to manipulate patterns of Internet gwarece in order to their keep their

websites online.

Supranational Regulation: The United Nations amd&bropean Union.

International organisations could help coordindferes to identify and remove ‘pro-

terrorist’ websites from the Internet. The Européhamon and the United Nations have
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passed a large number of anti-terrorist conventsimse 9/11. These conventions broadly
conform to the principles embodied in the antidést legislation of the United Kingdom
and the United States. For example, the EuropeamdcloFramework Decision on
Combating Terrorism (2002) defined a terrorist gr@as a “structured group of two or
more persons’ acting in concert to commit terrooiences.*® These offences included
‘directing’ terrorism and supplying information eonaterial resources to a proscribed
terrorist organisation. The European Union has atsempted to direct the legislation of
its member states in the area of ‘cyber-crime.” Twuncil of Europe’s Cyber Crime
Convention (2001) included a number of new crimfé&nces, including the intentional
illegal access of computer systems and the intéorepf ‘non-public transmission of
computer data’ (Akdeniz, 2003:10). These offencegld apply to terrorists who use

illegally obtained communications data to plan petpetrate atrocities.

The United Nations Security Council has also issaedumber of Counter-Terrorism
Resolutions, such as Resolution 1373, that impaséing obligations on all member
states. This Resolution called on all nation-statesdeny terrorist organisations
“sustenance and support and to cooperate on issuEs as intelligence gathering”
(Graham, 2005: 48). Analysis of both the Europeaniob and United Nations

conventions suggests that websites that solicauregs, or incite political violence, on
behalf of proscribed terrorist organisations shoée a limited lifespan. In theory,
websites hosted by companies within the EuropeaioriJar United States should be
subject to the terms of these conventions. If aonat government is satisfied that a
webmaster is aware that they are providing matstigbort for terrorists, they can take
legal action against the Internet Service Provitterremove this website from the
Internet.

The failure of many nation-states to ratify the wemtions of the United Nations

undermines efforts to create an international casis& on the definition of terrorist

offences. A convention will only govern expectasan a global policy area if all 191-

14



member states incorporate its terms into their oational legislation. Analysis of the 12
UN anti-terrorism conventions suggests that thenmeot unanimity amongst nation-states
on issues such as the definition of terrorist afeen Only 57 of the 191 member states
have ratified all 12 United Nations Conventions Derrorism (de Vries, 2004: 3). In
contrast to these conventions, United Nations Syc@ouncil Resolutions do impose
legally binding obligations upon its member statéswever, Resolutions, such as 1373,
fail to provide universally accepted definitions ether terrorism or terrorist offences.
UN Security Council Resolutions invariably commiember states to a series of anti-
terrorist principles and norms, such as the needirfternational cooperation on the
investigation of terrorist incidents. The ambiguitf the UN Security Councll
Resolutions suggests that the United Nations igpable of creating an effective regime
governing the behaviour of nation-states vis-aiwtsrnational terrorism. Nation-states
appear unwilling to conform to an internationalineg that governs their behaviour in
this policy area, and supersedes their own natidefhitions of terrorism and terrorist

offences.
Defining Terrorism Internationally

Individuals, non-governmental organisations (NG@s)J nation-states typically use the
term ‘terrorism’ to describe violence ‘of which thelo not approve’ (Schmid and
Jongman, 1988: 3). Governments proscribe terroriganisations who pose a threat to
their national security. For example, the US Stagpartment is responsible for the
designation of terrorist organisations in the Uhi&tates. It operates a ‘two-tier’ system
of proscription vis-a-vis international terroristrganisation$® Foreign Terrorist
Organisations (FTO) must satisfy several key dgdateFhese groups or individuals must
threaten the security of US nationals or the ‘malsecurity, foreign policy or economy’
of the United StateS. The term ‘Foreign Terrorist Organisation’ can lisoabe applied
to “those who assist, sponsor or provide finangiaterial or technological support” to a

group proscribed by the US State Departm&ithe organisations that feature on the US
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State Department FTO list are subject to a numbseactions, including the freezing of

financial assets, the arrest and extradition ofpscted members, and the closure of
websites that solicit resources on their belfilfn contrast to the FTO list, the Terrorist

Exclusion List (TEL) refers to terrorist organisats and individuals that do not directly

threaten the security of the United States. Inolusbn this list does not incur the

sanctions brought against Foreign Terrorist Orgdiass, although the US Patriot Act

(2000) allows for the deportation of individuals\ded to groups that appear on the
Terrorism Exclusion List! The US State Department as part of its annualrtef@iobal

Patterns of Terrorism,” constantly updates thess.li

The UK anti-terrorist legislation also illustratdse importance of ‘national interest’ in

the proscription of terrorist organisations. The W&rrorism Act (2000) provided a list

of organisations prohibited in the United Kingdom.addition, a Home Office press

release (February 2001) outlined the factors theterchined whether a group was
proscribed in the United Kingdom. A terrorist orgation was defined as a group that
posed a ‘specific threat’ to the United Kingdom d@ritish nationals overseas (Walker,
2002: 48). The Home Secretary had the legal poweadd, remove, or amend the
schedule of proscribed terrorist organisations. Tgslation did enable members of
these groups to apply for ‘de-proscription’ if theguld present new information to the
Proscribed Organisation Appeal Commission (p.5husl nation-states are unlikely to
proscribe terrorist organisations that do not diyettreaten their national interests, or the

national interests of their close allies.

Proscription: International organisations

International organisations appear incapable ofefosy international consensus on the
proscription of terrorist organisations. The EumpdJnion has established a list of 45

individuals and 36 groups ‘who are involved in ¢eist acts’ (Council of Europe, 2004

3). The European Union directs its member statdgetze the assets of these ‘terrorists’
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and prohibit their financial transactions. Yet, thss directive only applies to the 25
European Union member states, these individualsavaid sanctions by transferring
their financial assets to a jurisdiction outside Buropean Union. As discussed earlier,
the United Nations remains the only internationajamisation that can set universal
standards on issues such as the proscriptionrofitrorganisations. The United Nations
has issued 12 conventions and several Security clo&esolutions on terrorism.

However, none of these treatises included a list pabscribed global terrorist

organisations (Graham, 2005: 47).

Yet, the achievement of an international consersusthe proscription of terrorist
organisations may be unrealistic. Nation-state§ avily proscribe terrorist organisations
in line with their own national interest. It is hig improbable that the 191 member states
of the United Nations will conclude that the saragdrist organisation threatens all of
their respective national interests. The issueeaftist proscription provides yet more
evidence that international organisations are iabbgpof enforcing universal standards of
behaviour upon nation-states vis-a-vis terrorismerhational organisations are only able
to issue conventions in areas such as terrorismppssed to legally binding treaties. As
discussed earlier, these conventions are not {epailding unless a national parliament
incorporates them into their national legislatidherefore, nation-states may choose not
to ratify the terrorism conventions that fail totisfy their national interest. United
Nations Security Council Resolutions could potdlytiampose a universal definition of
‘terrorism’ and a list of proscribed terrorist onggations upon its 191 member states.
However, these resolutions tend to commit membatestto a series of anti-terrorist
principles and norms, many of which already featuweheir respective anti-terrorist

legislation.
Governments will only sign up to conventions thibdva them to retain sovereignty in

areas such as the proscription of terrorist orgaioiss. This creates potential problems in

combating the spread of ‘pro-terrorist’ propagaraidine. If a national government
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believes the terrorist has a legitimate grievaitds,unlikely to try to shut down websites
that support this actor. Meanwhile, a webmaster negyster their website in a nation-
state that does not define its subject as a tetragtor, allowing them to post material
that contravenes anti-terrorist legislation in thBomeland. There is already some
evidence to suggest that terrorists are manipgative patchwork nature of Internet
governance in order to keep their websites onlif@. example, the official Hamas

website, www.palestine.infohas been hosted in a number of countries for \bry

reason, including Russia and the Ukra&nézzam Publications, an Islamist terrorist
website, has also been shut down several timeseket#999 and 2001. During this
period, registration of this website moved from oraion-state to another, from the
United States to Brazif°

This research will assess whether the failure toegde international consensus on
terrorist proscription allows Northern Irish tenigis to act with impunity online. It will
determine whether Loyalist and Republican websatessimilar in content and form to
the ULISNET website that was shut down in late 20Bdalysis of anti-terrorist
legislation in two nation-states, the United Kingdand the United States, suggests that
Loyalist and Republican webmasters may be ablectonith greater freedom if they
register their websites outside the United Kingddémthe United Kingdom, there are
currently 14 proscribed Northern Irish terrorisganisations, many of which were first
banned under the terms of the Prevention of Temorct (1984 Under the terms of
the UK Terrorism Act (2000), webmasters who suppbese organisations may face
legal sanctions if they solicit resources on bebélthese organisations, or justify their
contemporary acts of political violence. In theosynilar sanctions may be applied to
these webmasters in the United States under thestef the US Patriot Act (2001).
However, analysis of the US anti-terrorist legislatshows that the US government does
not define many of these organisations as tersorlsteed, only three terrorist groups
that were banned in the United Kingdom, the LoyaMolunteer Force, Orange
Volunteers and the Red Hand Defenders, featureiti@tyS FTO list?® Therefore, it is
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reasonable to assume that some webmasters mageretisir websites in the United
States to avoid legal sanctions that might arisenftheir web activism, particularly if
they incite others to perpetrate terrorist atresitiThe research presented in this thesis
will determine whether Loyalist and Republican welsters act in a similar fashion to
their Hamas and Hizbollah counterparts, registetiegy websites in nation-states that do

define their subjects as terrorist actors.

THE PANOPTICON: DO TERRORISTS SELF-REGULATE ONLINE?

This thesis will also test the hypothesis that “poorist’ webmasters may adhere to the
norms of acceptable behaviour online. Irrespeativerhere they register their websites,
‘pro-terrorist’ webmasters may moderate contenthair websites in order to avoid legal
sanctions under anti-terrorist legislation. Thise@ch will assess whether the Internet
can be characterised as a form of panopticion hicivwebmasters voluntarily adhere to
the norms of acceptable behaviour. The panopticas & device used in correctional
institutions to control the occupants. The archited apparatus meant that the
incarcerated are unable to see each other whilegbeisible to an overseer in an
inspection lodge, based at the centre of the strect.yon, 1994: 62). The knowledge of
the super-ordinate was enough to ensure conforraitg obedience amongst the
incarcerated (Spears and Lea, 2000: 438). Uncgrtavas used as a means of
subordination, as the occupants would never knoenvthe super-ordinate was watching
them (Lyons, 1994: 60). In a similar vein to theseupants, webmasters may be well
aware of what they can transmit on their websites tae likely consequence if they do
not conform to the norms of acceptable behaviodmenin effect, the anti-terrorist
legislation of the European Union and United Statevides a de facto ‘regime’ in this
global policy area, defining a set of principleslarorms to which webmasters should
adhere. As a result, webmasters may choose natcite iothers to perpetrate political
violence on their websites, nor solicit resources lwehalf of proscribed terrorist

organisations. In addition, terrorists are awamd thtelligence agencies are monitoring
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their activities online, using surveillance systesush as the FBI's ‘Carnivore’ program.

This may prompt ‘pro-terrorist’ webmasters to regelcontent posted on their websites.

Yet, terrorists may be able to generate soft pdweadhering to the rules of acceptable
behaviour online. Like other civil society actotsytrorist soft power may depend upon
the attractiveness of their ideology, as well as\hlues of the organisation (Nye, 2004:
8). If a webmaster uses their website purely toresg support for the ideology of a
terrorist actor, they will usually be immune fromopecution under the terms of ‘human
rights’ legislation and supranational Internatioca@hventions. Fourth — generation rights,
including the right to information and the right e(ommunicate, are enshrined in this
legislation (Council of Europe, 1997:39). For ex&mpArticle 10 of the Council of

Europe’s ‘Convention for the Protection of HumargiiRs and Fundamental Freedoms’
(1950) asserts that people should have the “freeohold opinions and to receive and
impart information and ideas without interferengedublic authority and regardless of

frontiers.’°

Moreover, the US First Amendment is probably thesimimequently cited piece of

legislation in the debate over the freedom of spemt the Internet. This Amendment
asserts that the US Congress should make no land{pig the freedom of speech or of
the press” (US Constitution Online, 2005). Webmastand Internet Hosting companies
often cite ‘First Amendment Rights’ when justifyintige continued presence of websites
that project controversial views, such as ‘prodsst’ websites. This has created a
divergence between the regulation of harmful canterEurope and the United States.
Critics assert that European Union member states hdlower threshold of proof’ for

regulating content than the United States (May,nCéred Wen, 2004: 269). As a result,
many terrorist organisations have registered theibsites with Internet hosts based in

the United States. For example, the Hamas websit@sy.islamicblock.org and

www.fm-fm.com were registered with Internet hosts based in §6ra2004>° This

raises issues around the extent to which natidesstae able to limit the soft power of
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terrorists online, particularly if ‘pro-terroristvebmasters post material that complies
with the norms of acceptable behaviour online.his thesis, the panopticon model will
be analysed through the lens of civil and uncigtbas in Northern Ireland. Conceivably,
Loyalist and Republican webmasters may remove erters to terrorist activity in order

to comply with the norms of acceptable behaviodmen
THE INTERNET AND POLITICAL MOBILISATION
The Internet as a solution to terrorism

This dissertation will also test the cyberoptimasisertion that terrorism itself may be
resolvable if its perpetrators use the Internefpi@itical communication. Spears and Lea
(1994) suggest that the Internet facilitates formiscommunication, interaction, and
organisation that undermine unequal status and post@tions (p.428). Cyberoptimists
believe that the Internet will lower the barriers participation for individuals from
marginal groups, such as terroridtsin effect, the cyberoptimist model implies that
terrorists will be able to generate soft power Wiair websites, reducing their need to
perpetrate violence in order to generate publiditytheir cause. However, this analysis is
based on the assumption that terrorism is a rdt@rmamunication strategy, employed by
sub-state actors who lack both political power amdatine access to the mass media. In
Chapter 2, this thesis will explore whether tesorican be characterised as a form of
‘coercive communication,” used by sub-state actwwie ordinarily receive minimal
coverage in the mass media. The terrorism as galitommunication model will be
analysed in order to determine whether all formstesforism are publicity oriented.
Throughout the thesis, the online framing of Logtaind Republicans will be examined
to determine whether these actors are using tlegnlet to attract an audience beyond

their core supporters.
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The cyber paradigms

In chapter 6, the potential of the Internet as @ for mobilisation will be analysed
through the lens of Loyalist and Republican integf@ommunities. The online framing
of rival residents’ groups will be analysed to detme whether they are using their
websites to generate social capital. The analygigietermine whether these groups are
using the Web to strengthen in-group identities,tamrengage in dialogue with rival
interface communities. In this respect, this disgem will provides further evidence as
to whether the Internet will create a multiplierfeet for marginal groups within
contemporary nation-states. Authors such as Bin{ti®08) and Rheingold (1993)
suggest that the Internet reduces the costs ofigadlimobilisation for political groups,
including terrorists. As Mueller, Mathiason, and Kfight (2004) suggest, the principles
that govern behaviour on the Internet stipulaté the enabling power of the Internet
should be available for both ‘good and bad infororaend communications behaviour’
(p.20). So far, there has been no consensus amangdemics as to how ICTs will
transform politics. Norris (2001) suggests thatrehare three cyber paradigms that

describe the impact of ICTs on contemporary nasi@tes.

These are:

1. The cyberoptimist model suggests that the Intenilétuindermine unequal power

relations, creating a multiplier effect for mardigeoups,
2. The cyberpessimist model proposes that the Intemudit ‘unleash new
inequalities of power and wealth,” reinforcing thap between activists and the

disengaged,

3. The cybersceptic model suggests that it is too/earell whether ICTs will have

a lasting effect upon patterns of political orgai@an and behaviour.
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The research presented in this thesis will detegmvhether civil and uncivil groups in
Northern Ireland are realising the potential of tiernet as a tool for political
mobilisation and organisational linkage. In doirg the dissertation discusses which of
these cyber paradigms, if any, are suitable conegpbols for characterising the web

activism of these groups.
The Internet as a tool for mobilisation: the cylpgmist view

Mobilisation can be defined as “the process by Wwrdandidates, parties, activists, and
groups induce other people to participate” (Kruged@f06: 760). Thus far, studies of
online mobilisation have tended to be used as acil¢o support one of the three cyber
paradigms. Cyberoptimists, such as Corrado andstbime (1996), speculate that new
media technologies could provide a solution togh@blem of voter apathy in advanced
industrialised nation-states. This malaise is ithted by the decline in election turnouts
in the United Kingdom over the past two decatfésor example, Owen (2006) suggests
that the Internet has facilitated a new form ofipza! activism amongst young people in
the United States. Recent studies suggest thatgypeople [aged between 18 and 29
years old] use Internet information in their paliti decision-making, and are increasingly
likely to produce political content online (Owerg)06: 35). In addition, low electoral
turnouts may be partially remedied by the utilifyetectronic voting systems similar to
the QUBE “teledemocracy” piloted in California imet 1980s (Barber, 1984: 275). Budge
(1996) suggests that ICTs could facilitate a medidbrm of direct democracy, in which
‘push button’ voting would allow for the regulareusf referendums in government
decision-making. Political parties would organigdee tpolitical agenda and assume
responsibility for putting government bills to tipeiblic vote®® Under this proposed
‘plebiscitary democracy,” people who were unabletiend a polling station would be
able to cast their vote without leaving their ovante.
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Cyber enthusiasts suggest that a well-placed campoobuld be as important a
development tool as an irrigation pump in isolatainmunities (Norris, 2001: 36).
Cyberoptimists also believe that ICTs could helgtdo a global civil society, in which
transnational advocacy networks operate acrosgltie to strengthen the voice of the
developing world (Norris, 2001: 8). According tans® commentators, civil society in the
Information Age represents “both a withdrawal frtme state and a move towards global
rules and institutions” (Kaldor, 2003: 588). Theustural concept of global civil society
refers to all civil society actors, with the exdept of governments, private sector
companies, and families, which act internationdfly 590). For example, the Make
Poverty History (MPH) campaign could be considemgdansnational advocacy network
by virtue of its appeal for support from peoplecssrthe glob&* The organisers of the
MPH campaign used ICTs to coordinate a series bfipdemonstrations - also known
as White Band Days - in cities across the globelut@ing Rio, Dublin, and Calgary.
While the MPH campaign may not have achieved alit®fobjectives, it nevertheless
illustrates how civil society actors can use ICTDs mobilise support for political
campaigns across national bord&rs.

The Internet, civil society, and semi-authoritarsates: cyberoptimism?

It is in semi-authoritarian nation-states that ICliave arguably generated the most
tangible political change to date. Cyberoptimistgpto the Chiapas uprising in Mexico

(1994) as an example of how ICTs can help mobilggosition against semi-

authoritarian states. Support for the Zapatistargents mobilised on websites hosted
across the globe, as non-governmental organisalituised nation-states to intervene in
the regiort® While not representing a coup d'état via cyberspéte lessons of Chiapas
for the political elites of semi-authoritarian statwere clear. Sub-state political activists
in semi-authoritarian states are able to attractudtitude of sympathisers worldwide

utilising the public spaces of the Internet. Thusien Yugoslav leader Slobodan
Milosevic attempted to limit the activities of RadB92 in August 1999, ICTs enabled

the station to continue broadcasting to internaicaudiences. As Milosevic had shut

24



down the station premises, radio transmissions wemé via satellite to other Association
of Independent Media (ANEM) groups, who in turnngmitted the material on the
Internet’” The radio station was to play a critical role iyanising the demonstrations
that ended Milosevic’s government in October 1936th of these case studies suggest
that the Internet may enable marginal groups toilisebsupport for their cause on the
Internet. This dissertation will examine whethee tinternet is creating a similar

multiplier effect in terms of mobilisation for cihvand uncivil groups in Northern Ireland.
The Internet and political mobilisation: the cybespimist view

Cyberpessimists assert that the Internet will e the gap between rich and power, as
well as between activists and the disengaged (8/dz2fl01: 12).Authors such as Putnam
(2000) argue that the Internet does not have afisignt impact upon civic engagement
within nation-states. The digital divide, the gagtveeen those who are able to benefit
from ICTs and those who are not, is cited as ewidehat the Internet may not live up to
the hype of the cyberoptimist model. Recent studigggest that although the digital
divide may be narrowing, Internet consumers arg st likely to be drawn from
Europe and North America. Despite having only Zetcpnt of the world’s population,
North America provides 21.5 percent of the totainber of Internet users worldwide.
Meanwhile, Internet penetration in Africa remaios/] with an estimated 3.5 percent of
its population having access to the Internet (hm#eMorld Statistics, 2007). This ‘First
World’ hegemony is also reflected in the prevaleonteEnglish as the vernacular of
cyberspace. While some citizens in the developingdvmay speak fluent English, the
vast majority may lack the necessary linguistidisikio understand English language
websites. As a result, so-called ‘Fourth Generafghts,” which include the right to
information and the right to communicate, may beieg to these people on the
Internet® Hence, cyberpessimists suggest that the Intermeititittes new forms of
asymmetric communication between the developeddaweloping worlds, rather than

the level playing field prescribed in the equai@atmodel.
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Cyberpessimists also suggest that the Internetreiiiforce existing patterns of political
participation within liberal democracies. Thereaiseady some empirical evidence to
support the reinforcement model. Political bulldimards appear to promote ‘homophily’
rather than stimulate genuine political debate betwsocietal groups. People choose to
post to groups that contain people with similaritpall ideologies to their own. For
example, a survey of political Usenet groups fotivad only 9.3 percent of leaders posted
messages to ideologically dissonant groups (Hil Biaghes, 1997: 13). Moreover, data
collated from the Minnesota E-Democracy projectgasys that a high level of ‘cultural
capital’ is a fundamental prerequisite for politiparticipation onlin€® The volunteers
who subscribed to the project in 1994 tended teehavversity level education, incomes
well above the national average, and an interegblitics in the offline world (Jensen,
2006: 44). The project did not tend to attract woders who had little or no prior interest
in politics. Thus, cyberpessimists contend thatd@fe not a potential solution to voter
apathy in liberal democracies, as people cannotdmpelled to engage in political
activism online. This model suggests that marggralips, such as dissident terrorists in
Northern Ireland, may not experience a critical tiplier effect in terms of mobilisation

using their websites.
The Internet and political mobilisation: the cylmsstic view

The cybersceptic viewpoint is perhaps the most sippa@onception of how ICTs have
altered power relations within nation-states toed®orris asserts that while the ICTs
have the potential to amplify the voice of ‘lessaerced insurgent and challengers,’ it is
too early to tell whether they will alter poweragbns within contemporary nation-states
(Norris, 2001: 39). In a similar vein to the otheyber paradigms, there is empirical
evidence to suggest that ICTs have yet to have amahlic impact on political

mobilisation within nation-states. Recent studieggest that political parties across the

globe use their websites to provide standard inébion about the party, most of which
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can be accessed in the offline world (Nixon, Wandl &ibson, 2003:.235). Political
parties tend to use their websites for top-down roamication, rather than encourage
dialogue with their grass roots and Internet udeusthermore, peripheral political parties
do not appear to have experienced the critical iplidt effect postulated in the cyber
optimist model. While these fringe parties have ddficial website, they may have
limited success in reaching large online audienttesto their low visibility on Internet
search engine®.As Nixon et al assert, ICTs may “allow these marto survive, but they
hardly allow them to strive” (P.35).

The early indications are that people are using \&/6b the section of the Internet that
provides a platform for user-generated contentsionilar purposes. People tend to use
social networking websites, such as Facebook andpkbe, to reinforce their own
identities. However, one cannot assume that this faf web activism will not evolve in
the future. The recent mobilisation of protestayaiast proposals for road pricing in the
United Kingdom, which saw 1,274,362 people signetitipn on the Downing Street
website, may be the standard-bearer for a new fifrmeb activisni! In addition, the
advent of Webcamerommay provide an insight into how political party vegls will
evolve in the futuré® Political leaders may turn to blogging as a meafs
communicating with target audiences in the nearréutTherefore, cybersceptics believe
that it is too early to claim that ICTs will reinfze patterns of political behaviour within

nation-states.

While the Internet may be creating a multipliereeff for some NGOs in terms of
organisational linkage, there is limited evidenoestiggest that this constitutes a critical
mass as was suggested in the cyberoptimist modeiyMivil society organisations have
yet to realise the potential of the Internet aseamms of facilitating new forms of political
deliberation and protest. NGOs have used ICTsconservative fashion to date, with the
notable exception of high-profile campaigns suctMake Poverty History (2005). For

the majority of NGOs, the Internet has enabled faams of intra-group communication,
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rather than provide forms of communication that erane unequal power relations

within nation-states. Transnational advocacy netwosuch as GreenNet, use ICTs for
recruitment, fund-raising, issuing press releases] advertising their core values to
Internet users who visit their websites. The GresniNebsite provides a portal for

environmental NGOs based across the gfdbehis website provides information as to
how Internet users can join an environmental NG@eir respective polities. Yet, there

is limited evidence to suggest that these campaigive influenced the environmental
policies of nation-states. In contrast to the M&kwerty History campaign, NGOs such
as GreenNet do not receive extensive media covermgeattract the attention of

influential politicians or celebrities. This suggeshat factors in the offline world may

determine the ability of transnational advocacymeeks to influence government policy.

As Shah et al (2001) suggest, the relationship éatmnew media and social capital may
be “dynamic and highly contextual” (p.154). Theeamsh presented in this thesis will
determine whether the Internet is likely to haveritical multiplier effect for marginal

groups in post-conflict Northern Ireland.

This thesis systematically explores the ways incwhgivil and uncivil groups use the
Internet to generate soft power. This researchsassewhether the Internet creates a
critical multiplier effect for marginal groups, dues terrorists. A coding scheme, adapted
from previous studies of political party websités,used to determine whether these
groups have realised the potential of the Inteasea tool for political mobilisation. The
online frames of all Northern Irish political pasi are examined to assess the extent to
which they have been influenced by the peace framployed by the Northern Irish
media in the late nineties. The dissertation exaswhether there are any qualitative
differences between the online framing of terrelifgted parties and the constitutional
parties in the region. The phenomenon of amatetwriem is also analysed through the
lens of Loyalist and Republican solidarity actofhe analysis determines whether
solidarity actors were more likely to justify padial violence on their websites than their

respective political fronts. In addition, the waebsi of rival residents’ groups are
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examined to determine whether the Internet can lgelperate social capital across
sectarian interfaces. The analysis determines whe#sidents’ groups use the Web to
strengthen in-group identities, or to engage inodiae with rival interface communities.
In doing so, the research tests the cyberoptinsiseréion that the Internet will facilitate
forms of communication that undermine unequal poretations within nation-states.
The online audience for Northern Irish terroristgnalysed using Internet usage patterns
and the ranking systems used by Internet searchesginternet usage patterns are
examined to define the potential audience avail&blsorthern Irish terrorists via their
websites. Factors that influence the ranking of siteb, including the sale of priority
retrieval to the highest bidder and website linkagee analysed to determine their

potential impact upon the audience available taNon Irish terrorists online.
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Chapter 2: Media and Terrorism: can political wae be characterised as a

communication strategy?

INTRODUCTION

The cyberoptimist model implies that terrorism litseay be solvable if its perpetrators
are given greater opportunity — via the Interntet propagate their political ideologies. In
order to test this hypothesis, one must first dgveln understanding of the relationship
between terrorism and the mass media. Crelinst®éf2(2characterises terrorism as a
form of ‘coercive communication,” used by sub-staetors who ordinarily receive
minimal coverage in the mass media (p.83). In ttimpter, Margaret Thatcher's
assertion that the media provides terrorists vingh‘doxygen of publicity’ will be analysed
using case studies such as the TWA 847 hostage (t885). The norms that influence
the editorial decisions of journalists will be aysdd to determine whether they
encourage marginal groups to perpetrate politicalemce. In addition, the ideological
justifications for political violence will be examed to determine whether all forms of
terrorism are media-oriented. The ‘terrorism as momication model’ will then be
discussed with reference to Loyalists and Republiearorist organisations in Northern
Ireland. The analysis suggests that although tsrmocan be characterised as a form of
political communication, it is too simplistic to ggest terrorism is resolvable if its
perpetrators are granted greater access to theamedilitical ideologies motivate
terrorists to perpetrate political violence, rathigan the pursuit of media attention. The
chapter concludes by analysing the nuances of trghéin Irish conflict, in order to

contextualise the research in this thesis.

DO THE NORMS THAT INFLUENCE THE MEDIA ENCOURAGE THRORISM ?

In this section, the proposition that the mediaoemages terrorism is analysed with

reference to the four media models, as originatipceived by Siebert, Peterson, and
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Schramm (1963). This hypothesis suggests thatriemois a rational communication
strategy, utilised by actors who receive littlemar coverage in the mass media. Media
models are relevant to the analysis of the ‘tesraras political communication’ model as
they define how mass media organisations shouldvsehis-a-vis terrorist organisations.
These models could potentially create a contexthich sub-state minorities perceive
that political violence is the only communicatidrasegy available to them. This reflects
the role of the mass media in political communmatwithin nation-states. The mass
media can be characterised as an “agent of podlgimaalisation” within nation-states,
presenting a set of cultural values that their ewck tacitly accept as typical of a
particular society (Graber, 1997: 3). Terroristpitally perceive that the media do not
reflect their ideological values, nor provide asp& which they can communicate with
both sympathetic and hostile audiences. Thus, ristscarguably perpetrate atrocities to
forcibly gain access to the “triangle of politic@mmunication,” encompassing the news
media, the public, and the government (Nacos, 2@)3:Terrorists claim that their
grievances are only likely to receive media coverd#gilluminated by a high profile
atrocity.

Siebert, Peterson, and Schramm (1963) identifiatt fmodels that characterise the
behaviour of the mass media in advanced industedlination-states (See Table 2.1).
There is a high degree of convergence between thedels on the issue of censorship.
All four models assert that the media should ngbembsolute freedom of expression
within nation-states, irrespective of whether tleeg fully independent from the ruling
government. The Soviet and authoritarian modelsveae on the principle that the
media should 'support and advance' the policieth®fgovernment in power (Siebert,
Peterson and Schramm, 1963: 18). Both models alescqibe that the government
should exercise monopoly powers over indigenousmeaslia organisations, prohibiting
privately owned media companies. Therefore, theselets suggest that the ruling

government should receive more press coveragestnati sub-state minorities.
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[Table 2.1 here]

Both the libertarian and social responsibility misdaiggest that the media should enjoy
a greater degree of autonomy from their respegorernments. The libertarian model
suggests that the media should inform, entertaid,encourage critical thinking amongst
their audience on political issues (Siebert, Peteend Schramm, 1963: 51). The media
are characterised as a 'check’ on the power @fdhernment, rather than a vehicle for its
propaganda (Negrine, 1994 25). In theory, theoeiditindependence of the media stems
from its financial self-sufficiency, as each medeganisation relies upon private
investment for sustenance rather than governmenirig. Therefore, libertarian norms
in the mass media may benefit terrorists in terfrth@® level of coverage they receive in
the aftermath of an atrocity. People inevitablynttw media sources for information on
terrorist atrocities. Therefore, media organisationll provide extensive coverage of a
terrorist atrocity if it affects a large populatjas this will reflect the interests and values
of their target audience. This leads to terronisteiving extensive coverage in the mass
media long after they have perpetrated an atrokityvever, the model identifies several
circumstances in which a national government shbuoid the freedom of its indigenous
mass media. Governments can restrict the flow frination from the media to its
audience in order to protect the reputation ofviatlials from defamatory comments, or
to prevent the dissemination of obscene and indeunaterials (p.55).

The social responsibility model suggests that jalists should forsake the lure of large
audiences and “behave responsibly in the interelstsociety” (Graber, 1997: 19). In

theory, the media should provide an arena for hbthgovernment and its citizens -
including minorities - to express their politicginions within democratic nation-states.
However, the ambiguity of this model enables gowemnts to use the norms of social
responsibility to attack the right of the mediactdicise their policies, a policy arguably
consistent with the norms of the authoritarian nhodéis reflects the 'philosophical’

similarities between the authoritarian and soc&dponsibility paradigms (p: 22). The
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'interests of society' in these media models tylyieguates to the interests of the nation-
state, and by default those of the ruling goverrtmiearthermore, both models advocate
the use of the media to support the 'basic idéa@ety and to “shape people into more
perfect social beings” (p.22). Political minoritieghose interests conflict with the ‘basic
idea of society,” are thus unlikely to receive roatcoverage if these models influence
the behaviour of the mass media.

The Hallin and Mancini media models

Hallin and Mancini (2004) add more nuances to therfarian model, suggesting there
are in fact three models that influence media bawvithin democratic nation-states.
In contrast to the media models devised by Sietteat, these models are all based upon
cases studies.

These are:

1. The liberal (North Atlantic) model, used to deserithe media systems in the
United Kingdom and the United States.

2. The Democratic Corporatist model derived from stadof media systems in
northern Europe.

3. The Polarised Pluralist model, used to describe ianeslystems within

Mediterranean countries in southern Europe

All of these models are based on the idea of galifparallelism, that is to say the extent
to which each media system reflects the polititmhate of a nation-stat&. The liberal
model is probably the most similar to the libedarmodel devised by Siebert, Peterson,
and Schramm. This media system is characterisedthby relative dominance of
commercial media, with governments exerting an egpble influence upon the
activities of public sector broadcasters, such haes British Broadcasting Corporation

(Hallin and Mancini, 2004: 11). However, minoritiage still likely to receive limited
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media coverage under this media system. In theedrifingdom, one of the examples
used by Hallin and Mancini to illustrate this mqdtde press is overtly political and
linked to political parties (p.246). As such, thedia are still likely to reflect the views of
the political elite, as opposed to provide an dufteg minorities who have limited

political power.

The other models suggest that there should besarctelationship between the political
establishment and the media. For example, the DextiocCorporatist model suggests
that the commercial media should have a strongcadgm with organised political
forces (p.170). Although the state has a legafhytéd role in the media, political parties
may still influence the news agenda. This is inrgheontrast to the level of state
interference prescribed by the Polarised Pluratistiel. This system has lower levels of
journalistic autonomy in comparison to the otheo tmodels. This model envisages a
close relationship between the media and the statéhe media is heavily reliant upon
state subsidies (p.119). In the absence of a stomgnercial media, journalists are often
pressurised to comply with the wishes of the prditielite. Overall, minorities are
unlikely to receive the press coverage they oftemve in liberal democracies, as
organised political forces have the ability to ugfhce the news agenda. All of the media
models suggest that the freedom of the mass médualds be restricted in accordance
with the interests of their respective governm&uih-state minorities will remain outside
the ‘triangle of political communication’ if thesaodels influence the behaviour of the

media in their respective polities.

Do these norms encourage sub-state minoritiesrfeprate political violence?

Media models describe how the media “should or dmperate,” rather than provide
accurate descriptions of how they actually opefateéew, if any, nation-states have

established systems of control over the media toatply with any of these media

models in their totality. Nevertheless, when thesems influence the behaviour of the
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mass media they indirectly contribute towards thieumstances that drive some sub-
state actors towards political violence. For exantile authoritarian model suggests that
the media should represent the views and interestshe government in power.

Therefore, sub-state minorities, whether radicdlise not, are not supposed to have
access to the mass media due to the close relaijobstween the media and the political
elite. As a result, groups defined as terroristd face widespread censorship in semi-
authoritarian nation-states. Many of these stailsantrol their indigenous mass media

with reference to the norms of the authoritariardeto

The mass media also contributes towards the exclusf minorities within liberal
democracies. The libertarian model, which views thedia as a check on the
government, prescribes a system of media ownerdihgd minimises government
interference with the freedom of the press. In thethe mass media should highlight the
ideologies of anti-state groups for the benefitttod wider population. However, the
reliance on advertising revenue forces media osgdions within liberal democracies to
seek large audiences to satisfy the requirementiseaf sponsors. This pursuit of higher
viewing and circulation figures inevitably reducé® space allocated to less popular
pursuits, such as the interests of political minegi Nation-states may also use the norms
of social responsibility to justify censorship betmedia within democratic nation-states.
Governments, that define the 'interests of socetysynonymous with their own, may
prevent the media from providing a platform to cadliminorities that threaten the
political status quo. In addition, the Hallin anéiini models suggest that there may be
strong ties between organised political forcestaednedia in liberal democracies. These
political forces are unlikely to encourage the raetdi focus on the interest of radical

minorities, particularly if this is at the experafeheir own political agendas.
Clearly, the norms that influence the media do iouate to the context that drives some

sub-state actors towards political violence. Withiimeral democracies, disillusioned

minorities do not receive media coverage due tdréee market principles that determine
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the system of media ownership and financing. Inisesuthoritarian nation-states, there
is an ideological rationale for the exclusion ofif@al minorities from the ‘triangle of
political communication,” particularly if they dooh express support for the ruling
government. However, it is perhaps too simplisticstiggest that terrorism would be
solvable if disillusioned groups were given greadecess to the conventional mass
media. Terrorists may perpetrate violence for reasither than attracting the attention of
the mass media. There will always be people whagdee that the status quo is
intolerable, violence being the only remedy avdddb them (Laqueur, 1978: 255). Even
so, they may cite their exclusion from the massimmed one of the grievances that has
led them to use violence for political advantagen€givably, governments may justify
the removal of a ‘pro-terrorist’ website with redace to one of the media models. In this
thesis, the research will determine whether thermi@l of the Internet as a means of
generating soft power depends upon the limits placethe use of these technologies by

nation-states.

TERRORISM AND THE MEDIA

The analysis will now focus on whether all formstefrorism rely upon the 'oxygen of
publicity." The ‘oxygen of publicity’ axiom firstame to prominence in 1985, when
British Prime Minister Margaret Thatcher famouscthred that the media “provides the
oxygen of publicity upon which terrorists dependioffman, 1998: 143). Thatcher
insinuated that all forms of terrorism depend upbe coverage of the mass media,
irrespective of their objectives, ideologies, ahd tontext in which they operate. Yet,
this axiom fails to acknowledge that terrorism isubjective, rather than an objective,
political issue. Terrorism is a generic term usedléscribe ‘non-permissible’ violence,
whether it be perpetrated by states, groups, avitheals. There is no consensus amongst
academics or national governments upon a univdesalition of terrorism. For example,
if all national governments accepted the 'oxygerora, the majority of academic and

government definitions of terrorism would presunyaigentify publicity as one of the
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desired effects of political violence. The evidempeevided by the Schmid and Jongman
study of 'official' definitions of terrorism (1988yould appear to offer only moderate
support for this proposition. Publicity appearedomly 21.5 percent of the definitions
analysed, far behind the most commonly identifiadables of violence (83.5 percent),
political motivation (65 percent), and fear (51 quat) (Schmid and Jongman, 1988: 3).
The Wieviorka models will be analysed to determimbether terrorists perpetrate
political violence solely to capture the attentiointhe mass media, or to achieve other

individual and collective objectives (See Table)2.2

[Table 2.2 here]

Passive Attitude

Wieviorka suggests that terrorists may be indifier® how the media reacts to their
political violence (Wieviorka, 1993: 44). Two forntg political violence may persist
irrespective of whether they receive media coveragenely state sponsored terrorism
and terrorism motivated by a religious imperatiVeese terrorist actors do not perpetrate
political violence solely to capture the attentminthe mass media. The perpetrators of
state-sponsored terrorism use acts of politicdewice to “covertly bring pressure to bear
upon the sponsor's opponents” (Hoffman, 1998: 1&ate sponsors often provide
logistical support - such as intelligence data *hteed gun’ terrorist organisations, and in
return, these groups perpetrate atrocities thaaramhy the foreign policy objectives of

their sponsor (p.186).

Publicity is arguably neither the intention nor ttesired outcome of state-sponsored
terrorism. Nation-states use ‘hired gun’ terrogetups as a “potentially risk-free means
of anonymously attacking stronger enemies,” assgriat international organisations
remain unaware of their complicity with the terstsi (p.186). Consequently, state

sponsors, like Libya, usually deny their links witlired gun’ terrorists, despite often-
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incontrovertible evidence to the contrary. The labyauthorities repeatedly denied any
involvement in the terrorist bombing of Pan Am Hiigl03 over the Scottish town of

Lockerbie in December 1988, which resulted in 2a€lities (p.190). The scale of

Libyan involvement in the bombing became apparéntha subsequent trial of two

Libyan nationals for the attack in 2000, which te=aiin the conviction of Abdel Basset

Al-Megrahi in January 200%. The Libyan authorities eventually accepted resibiity

for the attack in April 2003, setting up a benewsleind for the victims’ familie’

Terrorism motivated by a religious imperative iscatonceived primarily as an end in
and of itself. ‘Holy’ terrorists perpetrate atroeg for themselves rather than a target
audience, their violence perceived as a ‘diving/dgdoffman, 1993: 3). Practitioners of
‘Holy Terror’ perceive that they are participatimga global struggle between the Islamic
and non-Islamic peoples, their duty being to expslgmic values throughout the world
(Hoffman, 1993: 4). ‘Holy Terror’ is not constramh®y the need to secure publicity, nor
the “political, moral, or practical constraints”athaffect other terrorists (p.2). Islamic
fundamentalist terrorists justify the indiscrimiaakilling of innocent civilians on the
basis that the perpetrator will gain “an afterlife paradise” (Moghadam, 2003: 87).
Groups such as Hamas have used suicide attacksing jressure upon the Israeli
government during the last decade. For examplamis! Jihad, widely believed to be an
affiliate of Hamas, claimed responsibility for tBet Lid massacre in 1995, which left 21

people dead including the perpetrator (Laqueur91299).

Militant white supremacists in the United Statesoalse religion to justify the murder of
innocent civilians. The white supremacists belithad a conspiracy of Jewish interests is
plotting to overthrow the US government (Hoffma®93: 6). These groups often cite
The Turner Diariesthe ‘bible’ of the white supremacist movement,tlas theological
justification for their anti-Semitic political viehce. This book, written by William Pierce
in 1978, tells the story of an underground whitpremacist movement that engages in a

‘race war’ against a ‘Jewish-Negro’ alliance. Therner Diaries allegedly inspired a
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number of attacks by white supremacists in the $8980r example, the book describes
how white supremacists use an ammonium nitratewaik to disrupt a Federal Bureau of
Investigation (FBI) computer installatidf.Timothy McVeigh's attack on the Alfred P
Murrah federal building in Oklahoma City (1995), iatn resulted in 168 fatalities, bore a
remarkable similarity to the attack envisaged ier&’s booK? In sum, both ‘Holy’ and
state sponsored terrorists do not perpetrate \elesolely to gain the oxygen of
publicity. These actors are likely to continue tergetrate atrocities, irrespective of

whether they receive coverage in the mass media.
Relative Indifference

Alternatively, the terrorist could have a ‘relafivendifferent’ relationship with the mass
media (Wieviorka, 1993: 43). In this scenario, tegorist continues to manipulate the
mass media coverage of their atrocities while siamdously using alternative channels
of political communication, such as legally condged political front organisations or
insurgent guerrilla armies (p.43). Ethno-natiortalisrrorist organisations, such as
Euskadi ta Askatasuna (ETA), have establishedigallifronts to compete in regional
elections. Herri Batasuna (later renamed Bataswiaa)set up in 1978 to create a new
front in the struggle for Basque self-determinafibin theory, participation in local and
national elections provides a platform hitherto vaible to terrorist organisations,
enabling them to generate publicity for their causthout the need to perpetrate high
profile atrocities. In reality, these political dints’ often receive minimal electoral
support and terrorist organisations invariably peese with their military campaigns in
order to gain publicity. For example, in the 2004sBue regional elections, the Batasuna
party received just 10.12% of the votes cast, gitirem just seven seats in the 75 strong
regional Assembly’ Predictably, the Euskadi ta Askatasuna (ETA) amjitcampaign

continued unabated after this election result.

On the other hand, terrorists may have sufficieminéan resources to exert physical
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control over a disputed territory. The establishtr@ma ‘military’ presence in a territory
will inevitably expose its inhabitants to the rakide of the terrorist organisation. The
Liberation Tigers of Tamil Eelam (Tamil Tigers) moclosely resemble a ‘guerrilla’
army than a sub-state terrorist organisation. Tamill Tigers have an estimated 10,000
‘soldiers’ at their disposal, compared to the agergerrorist organisation that possesses
between 10 and 100 membétsThe group has utilised these ‘soldiers’ to wageth
effect has become a civil war against the centoaegiment, asserting their hegemony
over a quarter of Sri Lanka’s territoty.These examples illustrate how high profile
atrocities - designed to maximise publicity for teerorist organisation via manipulation
of the mass media - can be just one of severaladsthsed in a terrorist’s psychological

war against a target audience.
Media-Oriented Strategy

Terrorists pursue a media oriented strategy if tmeyipulate their knowledge of media
operations in order to maximise publicity (Wieviarkl993: 44). In this scenario, the
terrorist commits an atrocity at a time and loaatcwnducive to securing the maximum
possible media coverage. These terrorist actogseprate high profile atrocities in order
to further their campaign of ‘psychological warfaagainst a target audience. This
psychological campaign typically has two centrahgito increase public recognition of
the terrorist’s rationale and reduce public confickein the national government (Gerritts.
1992: 30). If an individual identifies with the tim, perpetrator, or the motivation
behind the atrocity, then the terrorist can claimqpsgchological victory (Schmid, 1989:
545). Terrorists often perpetrate atrocities tlwaicd television broadcasters to interrupt
their regular schedules with ‘news flashes.” NelasHes allow these actors to ‘terrorise’
large audiences who have no prior knowledge oteherist actor or their ideology. The
harrowing pictures of two commercial airliners figi into the World Trade Centre in
New York on 11 September 2001, and its subsequiaipse, perhaps best illustrate the

power of the ‘news flash. The World Trade Center attacks were a “perfectly
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choreographed production” aimed at American anerinational audiences (Nacos, 2003:
3). The first aircraft, American Airlines flight 1Trashed into the North Tower of the
World Trade Center at 8.45am (EStAs news networks such &\N began to transmit
live footage of the burning North Tower, United Ixies flight 175 crashed into the

South Tower, watched by a global television audienc

Ultimately, a media - oriented strategy may onlgyide ephemeral gains for a terrorist
actor engaged in a ‘psychological’ war. The medianbard audiences with images of
both ‘man-made’ and natural disasters on an alrdady basis (Negrine, 1994:30).
Consequently, the mass media can only bestow gadsotal qualities upon a terrorist
atrocity, like 9/11, if it periodically follows upn the event in question. The terrorist who
adopts this strategy arguably has to execute asseficataclysmic atrocities to retain the
attention of the mass media in the medium to lortgrm. The message behind the
terrorist campaign changes accordingly, as th&lrptea of ‘look at me’ evolves into a
different message, namely, ‘I'm still here’ (Geart@91: 13). In sum, terrorists who lack
the resources of groups like the Tamil Tigers mhgose to adopt a media - oriented
strategy. Yet, this strategy provides only shomrt@ains, unless the terrorist perpetrates
a series of high profile atrocities that repeataxdgture the attention of the mass media.

Total Break from Society

Wieviorka’s final model suggests that an antaganigiationship may develop between
the terrorist and the mass media. Terrorists magetanedia personnel, as they perceive
that they are collaborators with an ‘unjust’ pckii regime (Wieviorka, 1993: 44). For
example, a group calling itself the Jaish al-Islérmy of Islam) held the BBC
correspondent Alan Johnston in captivity for neddyr months in the Gaza Strip in
2007. During this period, a number of video tapedring images of Mr. Johnston were
sent to media organisations, such as Al JazeeralM\these videos, Mr. Johnston’s

captors stated that they would release the BBGalist if a number of Islamist prisoners
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were released from British prisorfsThis provided a propaganda coup for the Army of
Islam, who received extensive media coverage uwil Johnston was eventually
released in July 2007. Alternatively, terroristsynmaurder journalists because they are
outspoken on issues that resonate with their stggsdf In 2004, terrorists murdered 53
journalists from countries as geographically dieems Russia and Irdg.Overall,
terrorists may target media personnel if they aersithey are complicit with their
enemies. However, most terrorists adopt an ambivalitude towards media personnel,

rather than perceive them as collaborators witluajust’ regime.
Can terrorists really be indifferent to the massliim@

Wilkinson (1997) asserts, “If there is no aim tetith terror through the mass media, then
the violence is not of a terroristic nature” (p:)53chmid & Jongman (1988) provide
support for this proposition, ‘fear’ featuring id percent of the definitions of terrorism
in their study (p.3). As such, terrorism can berabgerised as a ‘psychological’ weapon,
used by actors to generate publicity for their Idg®s, enabling them to communicate
with their supporters and opponents (Chermak, 2003ournalist Ted Koppel suggests
that terrorism without television coverage is sanito the philosopher’s ‘tree in the
forest,” “if nobody hears it fall, it does not eXifClawson, 1990: 242). All terrorists

benefit from media coverage of their atrocitiestasxposes audiences to their political

ideologies, albeit for a brief period.

The development of the mass media has altered dlamsrby which polities identify with
the causation and effects of political violence.1B81, Narodnya Volya, arguably the
world’s first terrorist organisation, assassinaledr Alexander Il in the world’s first high
- profile terrorist atrocity (Clutterbuck, 2004: 45 People identified with the victim or
perpetrator of this assassination through the patitin of their names in newspapers
across the globe. After the first television s#@eellaunched in 1968, ‘real time’ colour

television pictures aided the process of identiitca Terrorism, like the mass media, has
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evolved over the past century as new phenomena asicttate-sponsored and ‘holy’
terror have emerged. Publicity is less importamtstate-sponsored terrorism, with most
state sponsors refusing to claim responsibility docities perpetrated in their name.
State-sponsored terrorists do not need to publitie& cause or to solicit financial

support from a particular constituency (Clawsor@@®42). For terrorists motivated by
a religious imperative, the act of political viotenalso constitutes an end in and of itself.
Superficially, at least, these terrorist actors mt require the oxygen of publicity

provided by the mass media.

Although publicity may not be the primary goal ¢ioly’ or state-sponsored terrorists,
both are still likely to benefit from media attemti For state-sponsors of terrorism, the
media speculation on their alleged responsibility fin atrocity may represent a
propaganda coup in itself. For example, the extensnedia coverage that followed
Lockerbie arguably enhanced Libya’s reputation dsaaling sponsor of international
terrorism>® For terrorism motivated by a religious imperatiweiicide-bomb attacks
arguably fulfil two sets of objectives, namely thigectives of the individual and those of
the terrorist organisation. A suicide attack drahes attention of the media towards the
terrorist organisation and its grievances, as @aglturning the individual terrorist into a
martyr. For example, Al Qaeda and its affiliategenbeen responsible for a number of
lethal suicide attacks in the past decade, suthead/11 atrocities. Al Qaeda publications
stress the importance of ‘oxygen of publicity’ teetorganisation. The Al Qaeda ‘Jihad’
urges its adherents to target ‘sentimental landsyaskich as the Eiffel Tower in Paris, in
order to maximise publicity for the organisationa@és, 2004: 3). In sum, all forms of
terrorism rely upon the mass media to further thempaigns of psychological warfare.
Some terrorist actors are less dependent upon #se media for sustenance than others
are, as they conceive their violence as an enddncd itself. Elsewhere, some terrorist
actors may not claim responsibility for atrocitiés;, fear of implicating a state sponsor.
Nevertheless, by definition, all terrorist actosepolitical violence as an instrument to

achieve strategic political and ‘military’ objectis. The manipulation of the mass media
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via high profile atrocities remains the most effieetmethod of ‘terrorising’ a target
audience.

THE EFFECTS OF MEDIA REPORTING (1) PRO - TERRORIST

Sympathetic Constituencies

In this section, the positive and negative effedtsedia reporting on terrorist atrocities
will be discussed. Media coverage has the potetdiglestow a ‘transcendental’ quality
upon a terrorist atrocity, as graphically illuse@tby the 9/11 atrocities. Terrorists
achieve psychological victories over a target auckehours, days, and even years later if
television news networks capture their atrocities hnd replay these images constantly.
Media coverage of terrorist atrocities also enalbéesorist actors to communicate with
sympathetic constituencies. Most terrorist actargh the notable exception of state -
sponsored terrorists, solicit financial and humaesources from sympathetic
communities. Terrorists perceive that sympathatitstituencies are more likely to offer
this support when ‘terrorist deeds’ are perpetratadl, more importantly, seen to be
perpetrated in their name (Gerrits, 1992: 40).

Terrorists may justify individual atrocities on thasis that they represent the ‘will’ of the
people that they purport to represent. For exanmipléhe wake of the Republican hunger
strikes in 1981, Sinn Fein leader Gerry Adams ssiggethere was a ‘considerable
popular demand’ for the Provisional Irish Repubticarmy (PIRA) to take ‘punitive
action’ against Britain (Adams, 1986: 86). Sympéthdrish American ‘solidarity’
groups such the Irish Northern Aid Committee (NORAfunded the Provisional IRA
activity that followed the hunger strikes (Horgardaaylor, 1999: 8). The Irish Northern
Aid Committee (NORAID) has allegedly funded the litary’ campaign of the
Republican movement since the beginning of the dort Irish “Troubles.” In 1977, the

US government provided further evidence of the oiggtion’s links to the Republican
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movement, forcing it to register as an ‘agent’ lué Provisional Irish Republican Army
(PIRA).%° Nonetheless, Irish American groups, irrespectifzéneir complicity with acts
of terrorism, have remained steadfast supportetheRepublican movement since the
late 1960s. The Provisional IRA arguably perpettdtigh profile atrocities in this period
to demonstrate to sympathetic audiences that tleeg sommitted to the ‘armed struggle.
Media coverage not only allows terrorists to intate target audiences, but also
provides a means of mobilising support from symethconstituencies. Terrorists
perpetrate high-profile atrocities in order to ciwe their patrons that they are still

actively pursuing their common objectives.
The Contagion Effect

Media coverage of atrocities may provide a modefdture terrorist operations. Schmid
(1989) asserts that successful hijackings of diranathe 1970s influenced 53 percent of
attempted transportation hijackings in 1989 (p.538) TWA 847 hostage crisis (1985)
arguably illustrates this ‘contagion effect.” Thgabking of TWA 847, en route from
Rome to Cairo on 14th June 1985, bore a strongmas@ce to previous acts of aviation
terrorism, such as the Dawson’s Field hostagescr3n 6 September 1970, the Popular
Front for the Liberation of Palestine (PFLP) seizedtrol of four aircraft travelling from
Europe to New York, two of the hijacked planes beforced to land at the Dawson’s
Field airfield in Jordan. After a fifth aircraft abeen hijacked and taken to Dawson’s
Field a day later, the terrorists demanded thesel®f Palestinian terrorist Leila Kaled in
return for the return of the passengers. The hestagis culminated in the destruction of
the three aircraft in front of the assembled irational media, the release of Khaled and
the imprisonment of three of the Palestinian gliasf* The Lebanese Shi'a terrorists
who hijacked flight TWA 847 also demanded the rede®f incarcerated Palestinian
terrorists in exchange for the safe return of thesstages. Similar to the events at
Dawson’s Field, the international media assemhteBairut to record the hostage crisis

as it unfolded. The blanket television coveragevigled by the American Broadcasting
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Corporation (ABC), National Broadcasting CorporatigNBC) and Columbia
Broadcasting System (CBS) networks deeply traumtisnillions of Americans.
Coverage across the three networks amounted toef@tts, totalling 729 minutes, in the
17-day period of the hostage crisis (Choi, 19942)1Zhe TWA 847 hostage crisis itself
arguably provides a model for future aircraft higags, as “behaviour rewarded is
typically behaviour repeated” (Schmid, 1989: 55B)e hostage crisis ended after the
Reagan administration met the demands of the tstsprforcing Israel to release 756
Shi'a prisoners (Hoffman, 1998: 133).

The Reagan administration complied with the demafdise terrorists, as public opinion
in the United States demanded the safe returneo8&hAmerican hostages at almost any
cost. The ‘human-interest’ stories reported by timee main news networks affected
public opinion vis-a-vis the hostage crisis (P.138ws networks concentrated upon the
plight of the hostages and their families to jystife expense of their continued presence
in Beirut, allowing relatives a platform to callrfthe release of the 756 Shi'a prisoners in
exchange for the 39 American hostages (p.133). TMY& 847 model suggests that the
media could prove to be a valuable weapon forrarist engaged in a protracted hostage
crisis. Concessions are more likely to be achievgdhe terrorist if public opinion -
influenced by ‘human interest’ stories reportedtiy media - favours the safe return of
the hostages over other political considerationgshsas a government's refusal to
negotiate with terrorists. Overall, media reportofgatrocities creates a contagion effect
for terrorism, allowing terrorists to copy the sessful methods and strategies used by

others elsewhere.

THE EFFECTS OF MEDIA REPORTING (2) ANTI-TERRORIST?

‘Culturally Relevant’ Terrorism

The coverage of terrorism in the mass media maybaoefit all groups who perpetrate
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political violence. Some terrorist atrocities magceive blanket coverage in the mass
media while others fail to make the front pagesi@ivspapers or appear as a ‘headline’
on television news bulletins. For example, betw&868 and 1974The London Times
reported only 57 percent of all international tesbincidents, as defined by the RAND
Corporation®® The norms of the four media models arguably aftaetlevel of media
coverage afforded to a terrorist atrocity. As dssmd in this chapter, the four media
models suggest that national governments can ceste freedom of the media in a
number of circumstances. Governments may justifhsestrictions on the basis that a
story is offensive, defamatory of certain indivitgjaor constitutes a threat to national
security. Media organisations cannot broadcast maatdat draws attention towards a
terrorist without some consideration of the paditicamifications of their actions. In
addition, media editors are must decide whetherrarist atrocity is more ‘newsworthy’
than the other breaking stories of the day. Newspaglitors devote limited space to
politics and rely upon advertising revenue or gowegnt subsidy to maintain their
operations. 24-hour ‘rolling’ television news netk® such a£CNN also have to satisfy
their corporate sponsors, although they can ‘bréa& news stories as they unfold, as
demonstrated by the blanket coverage of the 9/tdcites. Thus, all news media

organisations must decide whether a terrorist @y relevant’ to its core audience.

The Western mass media tend to focus upon terrodisected against ‘elite nations,’
such as the United States, rather than atrocigegeprated elsewhere. Galtung & Ruge
analysed the factors that influenced the coverdgleree foreign crises in the Norwegian
mass media. Their study concluded that an evek#, di terrorist atrocity, had to be
“culturally relevant, unexpected, and of a certamplitude” to gain media coverage in
Norway (Negrine, 1994: 120). The 9/11 atrocitieguably illustrate how these factors
influence the behaviour of the mass media worldwidese attacks on Washington D.C.
and New York were both unexpected and unprecedentgdrms of the number of
fatalities. If a terrorist atrocity fails to satysét least one of the conditions outlined by

Galtung and Rye, it is unlikely to receive coverdagethe Norwegian mass media.
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Terrorism does not sell as well as ‘sex and moraeyd editors have to consider the
interests of both their audience and sponsors éidolgy whether a story is ‘newsworthy’
(Wieviorka, 1993: 47).

UK Media Perspective on Northern Ireland: Hierarofypeath?

The murders of three juveniles in March 1993 iatg how seemingly identical terrorist
atrocities can receive vastly different levels oédia coverage. In March 1993, the
murders of three-year-old Jonathan Ball and twgk@~old Tim Parry in a Provisional
Irish Republican Army (PIRA) bomb attack in Warriag received extensive media
coverage in the United Kingdom. Tabloid newspapeich asThe SunThe Daily Mail,
andThe Daily Starwere littered with condemnations of the ProvisidiRA atrocity for
several days after the atrocf/Just five days later, the Ulster Freedom Figh(eifsF)
murdered 17-year-old Damien Walsh in West Belfake three tabloid newspapers, so
vitriolic in the editorials published in the afteath of the Warrington murders, failed to
mention the West Belfast murder in their subseqpehtications’* The young age of the
two victims may partly explain the ferocity of tlmeedia coverage that followed the
Warrington attacks. Jonathan Ball was one of thengest victims of the Northern Irish

conflict.

An alternative explanation might be that the editof tabloid newspapers in the United
Kingdom did not consider the murder of Damien Waislwsworthy. Greenslade (1998)
suggests that the disparity in media coverage ef ttho attacks is indicative of a
‘hierarchy of death’ that permeates British mediwerage of Irish terrorism. British
people killed in mainland Britain [England, Wales $cotland] are rated the most
‘newsworthy,’” receiving the most headlines in tathlnewspapers such a@e SunThe
second rank of ‘victimhood’ consists of army persankilled on active service in
Northern Ireland, with civilian victims of Loyalistnd Republican paramilitary attacks in

Northern Ireland rated the least ‘newsworthy.” Eh& a high degree of convergence
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between the Greenslade analysis and the GaltungrRagd study. The Warrington bomb
captured the attention of the mass media becaus@fatie victims was just three years
old. In contrast, the British tabloid press consedethe murder of Damien Walsh
“another statistic in an old story with too manggedies.®® The ‘hierarchy of death’

paradigm suggests that the British mass media fopaa atrocities that resonate with its
core audience. Northern Irish terrorist organiseiwvill receive greater coverage in the
mass media if they perpetrate atrocities on theN#nland, rather than within Northern

Ireland.
NEWS FRAMING AND TERRORISM

The chapter will now consider how news framing eifea terrorist’s psychological war
against a target population, and whether terrorédtgays benefit from the negative
publicity generated by their atrocities. News fragiis the process whereby media
organisations “define and construct political iss@ad public controversies” (Nelson,
Clawson and Oxley, 1997: 657). The media modeldysed earlier in this chapter
inform how media organisations frame a terrorisb@ty. The TWA 847 hostage crisis
demonstrates how news framing, with reference eolitfertarian model, can benefit the
terrorist. The US government acceded to the demahdse terrorists after US public
opinion - influenced by the soft human-interestis®in the mass media - demanded the
safe return of the 39 hostages at virtually anyt ¢bloffman, 1998: 133). Yet, news
framing may not always work to the advantage otmotist actor. For example, the
grievances that inspired Al Qaeda were largely loeded by the US media in the
aftermath of the 9/11 atrocities. AnalysisTaie and Newsweeknagazines in the five-
week period that followed 9/11 showed that “jouistal strongly affirmed a sense of US
national identity,” rather than analyse the factbis led to the atrocities in the first place
(Hutcheson, Domke, Billeaudeaux, and Garland, 2038). Consequently, terrorists
cannot assume that the media will publicise theevainces if they report on one of their
atrocities.
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The mass media can provide a terrorist actor whih ‘bxygen of publicity’ with

reference to the norms of the social responsibititydel. In this scenario, the terrorist
actor does not exert control over the mass mpdiase although they may continue to
benefit from the publicity surrounding their activiAs discussed earlier in this chapter,
the social responsibility model suggests that tleslien should act ‘responsibly’ and in
support of the basic ideas of society. In theohys tmight include participation in a
counter-terrorist operation. For example, the U&smedia played a critical role in the
capture of Theodore Kaczynski, also known as ‘Thealhémber,” in April 1996.

®Federal agents apprehended Kaczynski in Septemd85 hfter several people
recognised his writing style in a number of martdespublished in thdlew York Times

and theéWashington PosKaczynski had initially promised to restrict eésror campaign

if these newspapers agreed to publish one of higfestios (Hoffman, 1998: 155). The
newspapers published the manifestos at the regfiebe US Justice Department, who
hoped that someone might recognise the writingesofl the author. Kaczynski was
captured shortly afterwards, when his brother imed the Federal Bureau of

Investigation (FBI) that he recognised the writgtgle in the manifestos (p.155).

Therefore, high profile atrocities can have unapéited - and occasionally negative -
consequences for terrorist actors if the mass maaliaot reproduce the ‘irresponsible’
journalism that infected the TWA 847 hostage crisissome cases, media coverage may
constrain the activities of terrorist organisatioRer example, American journalist Jerry
Levin, taken hostage in Lebanon in 1984, believed éxtensive media coverage forced
his captors to spare his life. After his releaseyih claimed that he had not been
executed because his captors were concerned dimpbssible impact of his death on
international opinion (Kegley, 1990: 242). Both gheincidents demonstrate that the
‘oxygen of publicity’ may come at a high price ferrorist actors. If the media frame an
atrocity with reference to the norms of social mspbility, the terrorist may face capture

or other unanticipated outcomes.
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The Effect of News Framing on Support for Terrorism

News framing can change public attitudes at anexgde level towards terrorism if a
number of conditions are fulfilled. Philo suggetitat three factors are important in
audience reception, namely direct experience ofsige being reported, the use of logic
to identify contradictions within the media accquamd the cultural, political and value
systems of the audience members (Philo, 1999: ZB4grefore, the mass media can
strongly influence perceptions about events if atience has no direct experience of the
event and does not share similar cultural valugbd@rotagonists involved (Philo, 1994:
30). The Philo analysis suggests that news frarooudd have a significant impact upon
perceptions of terrorism perpetrated abroad, rathan at home. The Arab-Israeli
conflict can be used to illustrate the impact ofvseframing upon perceptions of
international terrorism. The widely held perceptemmongst the American public is that
terrorism in the region is almost universally ofild3sinian origin. This reflects the fact
that the words ‘Muslim’ and ‘fanatic’ are almosterchangeable in the US media (Alali
and Byrd, 1994:11) These frames carry such inflaemcthe opinions of the audience as
several of Philo’s conditions are present. The Acaer public - with the notable
exception of the Jewish and Muslim communitiesvehaeither direct experience of the
Arab-Israeli conflict nor any cultural or politicaés to the principal political actors in the
region. This audience is therefore more likely ¢odtentive to the cues of the American

media on the Arab-Israeli conflict.

Yet, news framing may have little or no effect upgbe terrorist’s ability to mobilise
support from sympathetic constituencies. Many test® perpetrate high profile atrocities
in order to mobilise support from constituenciegny of whom broadly support their
aims and methods. These groups are unlikely toheirt ties with terrorist organisations,
even if they receive negative publicity in the mas=dia. Moreover, terrorists perpetrate

political violence to subject a target audience tpsychological war, rather than to win
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popular support. As discussed in this chaptertrarist can claim a psychological victory

if their activities receive any media coverage,djoobad. Therefore, terrorists perpetrate
atrocities which are likely to secure media coverags demonstrated by the 9/11
atrocities. This raises questions as to whetherianathnipulation remains the most

effective vehicle for a terrorist’s psychologicaasare. Cyberoptimists suggest that the
Internet can create a critical multiplier effect tbese marginal groups, allowing them to
choose their own frames and attract a potentiddajlaudience. In this thesis, the online
framing of Loyalist and Republicans will be analyde determine how these actors use

their websites to mobilise supporters and intimedatget audiences.

THE TROUBLES: AN OVERVIEW

Ethnic Nationalism and ‘Double Minority’

In order to analyse online communications in pasthct Northern Ireland, it is

necessary to develop an understanding and appoeciat the nuances of the Northern
Irish conflict and the actors, both state and rtates that have been party to this conflict.
The Northern Irish ‘Troubles’ can be characterissdhe clash of two strands of ethnic
nationalism. Ethnic nationalist movements seelptiditicise’ an ethnic group through the
exploitation of its history and culture that digfinshes it from other ethnic groups.
Invariably, these groups will reject political asdation and cultural accommodation in
multi-ethnic states (O’Sullivan See, 1986: 148hc®ithe creation of Northern Ireland in
1921, Protestant and Catholic communities havedaib agree upon a common identity
to which they both can subscribe (Graham, 2004).484tholic and Protestant social
identities remain predominantly tied to their ertdr'ethno-guarantors,’ the Republic of
Ireland and Great Britain respectively (Byrnes, 20841). Catholics typically identify

themselves as Irish, while Protestants identifynbelves as British. These social
identities directly influence the political aspimats of these ethnic communities. The

majority of Catholics vote for nationalist or refichn political parties, who wish to see
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Northern Ireland reunite with the Republic of Iredia Republicans are differentiated from
nationalists by virtue of their support for poldlcviolence. Meanwhile, the majority of
Protestants vote for Unionist and Loyalist politigearties, who support the existing
union with Great Britain. In a similar vein to Rdgiganism, Loyalism is based upon a
‘narrative of violence,” with ‘pro-state’ terrorsstlaiming that they exist purely to protect
the province from Republican attacks (p.488). Muesp Bryan (2000) asserts that the
terms Protestant, Unionist, and Loyalist are used some discourses ‘almost
interchangeably,” as are the terms Catholic angmnalist (p.15).

The ‘Double Minority’ model illustrates the mutudistrust between Northern Ireland’s
two main communities. Protestants and Catholicd tenbelieve that one side can only
gain at the expense of the other (O’Connor, 1992).1Both communities perceive that
they are a politically disadvantaged minority ire thegion, albeit for very different
reasons. Catholics in Northern Ireland believe thayy are an oppressed minority in a
state dominated by their Protestant neighbours. ®wo®nomic and political
discrimination against the Catholic community inrthern Ireland before 1968 [and
recent surveys suggest persists today in somersgdias contributed towards this
negative stereotyping of the Protestant commuiirotestants also perceive that they
are a minority, although this is in comparison tte entire population of the island of
Ireland (Roe, Pegg, Hodges & Trimm, 1999: 125).ddists perceive that members of
the Catholic community are not loyal to the Britistonarchy, as demonstrated by their
support for the reunification of Ireland (HennessE994: 128). As the notion of being
British in an lIrish context is an integral part Bfotestant identity, the perceived
disloyalty of the Catholic community has reinforcdee siege mentality amongst the
unionist community. In sum, both Protestants anth@gs in the province perceive that
politics in Northern Ireland is a zero-sum games|& potential cross cutting cleavages
like language and class, conflicting national asgpns have undermined efforts to
reduce inter-communal tensions in Northern Irelsinde 1921.
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Unionist Control; 1921-1972

The roots of the Northern Irish conflict can bec&d back to the system of governance
established in the Province in 1921. Cochrane (L%Berts that these governing
arrangements embedded sectarianism “deep intoattré fof the Northern Irish state”
(p.164). The Stormont ‘control system’ bestowed eowpon the Ulster Unionist Party,
who predominantly acted in the interests of thetdatant community (McGarry, 2002:
455). The redrawing of electoral boundaries, alsown as ‘gerrymandering,” ensured
that Unionist politicians dominated the Stormontséwmbly at the expense of their
Nationalist counterparts. In addition, Catholiceefd discrimination in local government
employment and the allocation of public sector hmgigBew and Gillespie, 1993: 1).
This control system collapsed because of changethensocial composition of the
Catholic community. A confident, energized, Catbohiddle class emerged in the late
1960s that were no longer willing to accept secoaldss citizenship in Northern Ireland
(McGarry, 2002: p.455). The Stormont Assembly washle to satisfy the political,
social, and economic aspirations of the newly midiéd Catholic middle class.
Accordingly, the Catholic middle classes featuregnpnently in the civil rights
demonstrations that defined the era. Reflectingztti®-sum nature of Northern Irish
politics, both communities reacted differently tee timposition of Direct Rule from
Westminster in March 1972. While the Catholic comity saw the removal of the
Unionist control system as a victory, Protestaais & as an embarrassing defeat. Brian
Faulkner immediately tendered his resignation agthdon Irish Prime Minister,
declaring that the transfer of power to London ‘fuatnbe supported or accepted by us”
(Bew & Gillespie, 1993: 48). In sum, the Stormorgs@mbly allowed one community to
impose its will upon the other. This system felbgpvhen the emergent Catholic middle
classes challenged the institutionalised discritiona associated with the Unionist

control system.
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From Sunningdale to the Anglo-Irish Agreement: Wb Divisions

The Sunningdale Agreement (1973) marked the fitst@t by the British government to
create a ‘consociationalist’ power-sharing coatitio Northern Ireland. In contrast to the
Unionist control system, the reconstituted Northeetand Executive contained members
of the nationalist Social Democratic and Labourtyé8DLP), with its’ leader Gerry Fitt
named as Deputy Chief Executive. However, the peshiaring executive lasted less than
six months, collapsing in May 1974 due to a strikganised by the Ulster Workers’
Council (UWC). The UWC strike received support framlarge cross section of the
Protestant community including the Ulster VanguRatty (UV) and Dr lan Paisley’s
Democratic Unionist Party (DUP). The collapse of thower-sharing institutions
illustrated the ‘intra-segment’ divisions withinethProtestant community. The Protestant
community was - and remains - a heterogeneous umitontrast to the relatively
homogeneous Catholic community, the Protestant aamitgn encompasses over 50
religious denominations, the various Loyal Ordeasd a number of political parties
(Monaghan, 2004: 484). The failure to gain the suppf these groups undermined

efforts to establish power-sharing institutiondNiorthern Ireland.

Sunningdale also highlighted the siege mentalityt tbxisted within the Protestant
community. The Ulster Workers’ Council (UWC) oppdshe power-sharing executive
due to the creation of a cross-border body, thenCibwf Ireland. This reflected the

widely held perception amongst the unionist comryutihat increased cross-border
cooperation would lead to unification with the Rblai of Ireland. After the collapse of

the Executive in May 1974, there were several dadgempts to reintroduce devolved
government to Northern Ireland, such as the ‘Rglevolution’ scheme in 1982. All of

these initiatives failed due to their inability command the support of the main political
parties in Northern Ireland. For example, the Altie Party of the Northern Ireland was
the only political party to express its support tbe restoration of devolution to the

province, as was proposed in a government WhiteHapApril 1982.%% The British and

55



Irish governments finally agreed to manage the lminfogether via the Anglo-Irish
Agreement signed in November 1985 (Byrnes, 200B).38lthough the Agreement
increased cross-border cooperation on a numbeeafrisy and legal issues, it did not
directly address the problem of reconciling thet&tant and Catholic communities.
Indeed, the inter-governmental negotiations thdt tte the treaty widened the schism
between Unionists and Nationalists in the provinidee Democratic Unionist Party and
the Ulster Unionist Party were united in their velest opposition to the treaty. Both
parties organised a Unionist ‘Day of Action’ in Mar1985, which saw businesses across
the region shut down in protest against the propdssaty (Bew and Gillespie, 1993:
196). Meanwhile, nationalists viewed the treatyaositive development, which secured
a role for Dublin in the constitutional affairs ®orthern Ireland. For nationalist
politicians, such as Brid Rogers of the SDLP, tleaty meant that ‘there was no going

back’ to the Unionist control system (O’Connor, 39973).

The ‘Civil Society’ Paradigm: The 1990s

While efforts to reintroduce a ‘consociationalippwer-sharing executive in Northern
Ireland continued into the nineties, they went Remtdand with a new ‘civil society
approach’ (Byrnes, 2001: 328). The rationale far tivil society approach was that
social identities could be ‘reconstructed’ by attgrthe patterns of social interaction
between Protestants and Catholics in the regiorNdrthern Ireland, the necessity to
oppose the ‘other community - or ‘out-group’ — halayed a key role in social identity
formation in both communities (p: 330). Childreane at an early age the images used to
categorise members of the other community (Cart®&y&e, 2000: 56). The creation of
the Community Relations Council (CRC) in 1990 mdrkiee beginning of a process to
encourage dialogue at grass roots level betweenth&wor Ireland’s two main
communities. The CRC provided funding and adviceiwd society groups who sought
to “build trust, transparency, and openness” betwderotestant and Catholic

communities (p: 328). Throughout the 1990s, the GiR&ided support to community
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groups such as Corrymeela, who attempted to buddagiable links between the two
communities (McCartney, 2003: 3). Evidence from Hwethern Ireland Life and Times
Survey (NILTS) suggests that attitudes towardsaliger’ community improved slightly
during the early 1990s. Between 1989 and 1996 pthportion of survey respondents
wishing to work in a mixed religion workplace inased from 84 percent to 95 percent
(Hughes & Donnelly, 2004: 579). In addition, theoportion of respondents who
believed that inter-communal relations would imgrda the future increased from 32
percent in 1989 to 62 percent in 1998 (p.577). @&ddh projects like Corrymeela may
have made some inroads into the ‘siege mentalityyjabh communities in the nineties,
there was limited evidence to suggest that thel gociety approach was directly

responsible for these attitudinal changes.

The Good Friday Agreement: Post Conflict?

The Good Friday Agreement (1998) marked a returrth& consociationalist power-
sharing model created by the Sunningdale Agreeniém.Belfast Agreement sought to
deconstruct the siege mentality within both comriesithat had caused the collapse of
the Sunningdale institutions two decades earlibrs Was to be achieved through the re-
conceptualisation of the role of the external ‘etlguarantors’ in Northern lIreland
((Byrnes, 2001: 341). Britain and the Republicreldnd were to become the ‘trustees’ of
the Northern Irish peace process, rather than anistg involved in a power struggle
over the disputed province. In addition, a seriggatitical concessions were made to the
unionists and nationalist political parties that leeen involved in the negotiations that
led to the Good Friday Agreement. Cross borderdxyda long- term aspiration for
nationalists since the ill-fated Council of Irelanglere a key component of the Belfast
Agreement. Increased cooperation with the Reputiitreland implied that Northern
Ireland was no longer an ‘internal’ British concékfvilliams & Jesse, 2001: 572). The
constitution of the Republic of Ireland (1936) waasended to ease the security concerns

of the unionist community. Articles 2 and 3 of thésh constitution had originally
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asserted the jurisdiction of the government of Republic of Ireland over the six
counties of Northern Ireland. This territorial ‘cfd was removed under the terms of the

Good Friday Agreement.

Moreover, the ‘principle of consent’ was designedatleviate Protestant and Catholic
concerns regarding the sustenance of their etldeatity. Protestants could console
themselves with the fact that the status quo woeidain due to their greater numbers.
Catholics could look forward to the prospect ofrated Ireland once they became the
largest community in Northern Ireland. Demograpdtiedies suggested that this would
happen soon, perhaps within a few generations. fitmaber of people defining
themselves as Protestant had declined since theotthe ‘Troubles,” from 63.2 percent
in 1961 to 50.6 percent in 1991. By 1991, 38.4 @etr®f the population of Northern
Ireland defined themselves as Catholic (McGarryD220460). In sum, the Belfast
Agreement provided incentives to persuade politic representatives from both
communities to participate in a power-sharing ekgeu The siege mentality of both
communities was to be alleviated through constindl reform in both the United
Kingdom and the Republic of Ireland. In this thesi® online communications of civil
and uncivil groups in the region will be analysedassess the extent to which Northern

Ireland’s two main communities still perceive piabtas a zero-sum game.

NORTHERN IRISH TERRORISTS AND THE MASS MEDIA

Information Management: ‘Psyops’

In this section, the Northern Irish conflict wilebused to illustrate the nexus between
news framing and terrorism. The Northern Irish dohfcan be characterised as a
‘propaganda war supported by a shooting war’ (€tbtick, 1983: 87). Both terrorist

organisations and the security forces in Northeetahd have engaged in ‘information

management’ operations, or ‘psyops,’ since the reatb of the Northern Irish conflict.
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‘Psyops’ refers to the use of propaganda to “infaeethe opinions, emotion, attitudes
and behaviour of enemy, neutral and friendly grodpsng a military action” (Curtis,
1988: 229). In the early 1970s, the British auttesi made conscious efforts to
discourage publicity for both Loyalist violence athe killing of terrorist suspects by the
security forces, while using terrorist atrocities discredit their principal enemy, the
Provisional Irish Republican Army. In 1971, thet&h Army recognised the importance
of ‘psyops’ by creating an Information Policy Dejaent in Northern Ireland. This
department enjoyed a few early successes, modblpotden the British media blamed
the Provisional Irish Republican Army for the Mc®srbar atrocity in December 1971.
The British army and the Royal Ulster Constabul§RUC) provided misleading
information to journalists that linked the Provisa Irish Republican Army to the
atrocity. In his article a day later, London Timearnalist John Chartres reproduced the
army’s version of events ‘word for word’ (Curtis988: 91). In reality, a group who
identified themselves as the ‘Empire Loyalists’ lcd@med responsibility for the attack
on the North Belfast public b&t.

Loyalist and Republican terrorist organisationgpoggled to British ‘disinformation’ by
creating their own brand of ‘psyops,’ deliveredotingh their own organisations rather
than the conventional mass media. Political ‘frammjanisations such as Sinn Fein and
the Progressive Unionist Party played a criticé in countering the propaganda of both
the British media and staf®.As these were legal political parties, they welbe ao
project the ideologies of their terrorist sponsarsiocal and national elections. In
addition, Republicans sought to publicise their omarrative via the newspapémn
Phoblacht/Republican Newwhich first appeared in June 1970 (Curtis, 1988t). This
enabled Republicans — in particular those who supgdhe Provisional Irish Republican
Army (PIRA) - to publish their own political viewBee from the constraints of the
conventional mass media. Publications suchtas Loyalistand Combatwere launched
to provide a similar narrative stream for Loyalistrorist groups, such as the Ulster

Volunteer Force (UVF). However, these publicatibase arguably failed to generate the
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high levels of publicity that would enable Loyaleatd Republican terrorist organisations
to counter the ‘psyops’ of the British state. Lasialpublications in particular have
remained a minority interest, consumed mainly bydbare members of each movement
and sympathisers (Cooke, 2003: 81). Neverthelassgetpublications have enabled both
Loyalist and Republican terrorist groups to comroaté more effectively with the
conventional news media. For exampha Phoblacht/Republican Newss provided a
useful news source for journalists who seek statésnéom the Provisional IRA in

relation to a policy issue (p 81).

Before the Good Friday Agreement, the British meadatinely deprived Loyalist and
Republican terrorists of the ‘oxygen of publicityfthis censorship also affected political
parties who had close links to paramilitary orgaticns, such as Sinn Fein. Despite Sinn
Fein’s strong showing in the 1983 UK General Etattisecuring 13.4 percent of the vote
and having its leader Gerry Adams elected in thestVBelfast constituency, the party
continued to receive minimal press coverage througthe 1980s (Bew and Gillespie,
1993:170). For example, in the calendar year of81%8dependent Television devoted
just four minutes of its schedule to interviewshwmhembers of Sinn Fein, a political
front for the Provisional Irish Republican ArmyMeanwhile, Loyalists had little or no
representation in local or national politics, asndastrated by the Progressive Unionist
Party’s failure to win a single council seat acrd&sthern Ireland in the 1981 local
election (Bruce, 2001:36). In a similar vein to Bblicans, these groups received little or
no routine media coverage during the Northern lgshflict (Bruce, 1994: 62). This
paucity of media coverage was due to several pietegovernment legislation that
sought to curb the ability of Loyalist and Repudlis to expound their ideologies. In the
Republic of Ireland, Section 31 of the Broadcastug (1960) allowed the Minister for
Communications to prohibit television and radio egmances from groups “likely to
promote crime or undermine the authority of theeStéPurcell, 1991: 53). By the mid
1970s, groups such as the Ulster Defence Assogiatid Sinn Fein faced censorship in

the Republic of Ireland. The ban applied to statasiefrom these proscribed

60



organisations in the ‘persuasive’ media channe&maetly television and radio. Although
newspaper coverage of these groups was in thebrgesinitted, editors usually adhered
to the regulations covering the ‘persuasive me(darcell, 1991: 63).

The UK government imposed even greater restrictmmsnedia coverage of Northern
Irish terrorist organisations. In a similar vein newspaper editors in the Republic of
Ireland, British television and radio broadcastestintarily prohibited interviews with
paramilitary groups throughout the 1970s. In additiBritish Broadcasting Corporation
(BBC) television coverage of Northern Ireland wabject to a number of additional
checks. All news reports covering the Northernhlre®nflict had to be ‘referred up’ to
the Controller of the Corporation, and subject acusny by UK government ministers
(Miller, 1995: 48). For example, Home Secretary i &yittan objected to the broadcast
of a documentary entitleddge of the Unioim July 1985 because it featured an interview
with Martin McGuinness of Sinn Fein. Brittan, inedter written to the chairperson of the
BBC, claimed that the documentary would “enable Micf@ess to advocate or justify the
use of violence for political ends, and thus therdeu or maiming of innocent people,
before a huge public audience” (Bolton, 1990:161e documentary was withdrawn,
only to be shown later in a truncated format a$reral journalists threatened to resign
(Bew & Gillespie, 1993: 186). In sum, the Britishdalrish mass media attempted to deny
Northern Irish terrorists the ‘oxygen of publicityi the late 1970s and early 1980s. In
spite of these restrictions, Northern Irish testsriwere still able to obtain publicity by
perpetrating high profile atrocities during thigipd.

The UK Broadcasting Ban: Direct Censorship
The UK Broadcasting Ban, announced by Home Segr&auglas Hurd on 19October
1988, enabled the British government to censorggdhat were not only legal but had

elected representatives in the Westminster parhan®laloney, 1991: 10). The

Broadcasting Ban arguably had a twofold effect up@publican terrorist organisations
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and their political fronts. On the one hand, the Ib@ade the democratic activities of
political fronts such as Sinn Fein increasinglyidiflt, as they were no longer considered
“worthy of inclusion in news reports” (p: 68). SinRein members were not only

forbidden from making direct statements on televisibut were also banned from
entering mainland Britain. On the other hand, tlam lvas counter-productive as it
mobilised support for the Provisional IRA acrose tflobe, as Irish diasporas reacted
angrily to the censorship of Sinn Fein in the maeglia (Maloney, 1991: 46). Miller

(1994) suggests that the Broadcasting Ban helpsld $inn Fein to the ‘outer margins of
political life,” exempting both the terrorists atige British government from ‘effective

scrutiny’ in Northern Ireland (p.68). Sinn Fein wag longer held accountable for the
‘military’ activities of the Provisional Irish Replican Army, as its members were
unable to give direct interviews to large sectiofighe British media. Meanwhile, the

British government was able to censor groups aditiuals who were critical of British

policy in the region under the terms of this legfisln. However, Loyalist and Republican
political fronts were able to circumvent the Broasting Ban. The broadcast media were
able to circumvent the ban by employing unseenradtovoice the words of Sinn Fein

politicians. As the ban did not apply to Party Rcédil Broadcasts (PPBs), the media were
also able to broadcast statements from politicaits, such as Sinn Fein, during local and
national elections. In addition, parliamentary siws were exempt from censorship
under the terms of the ban, enabling Members dfdPaent such as Ken Livingstone to

lobby against the censorship of Republicans in Yhester (Maloney, 29: 1991).

‘Qualified Humanisation’ of Terrorists and Megaplkddiplomacy

In the late 1980s, the UK government commissicaaeries of television commercials
for the ‘Confidential Telephone Number’ from locaflency McCann Erickson. These
adverts reflected a shift in the attitude of théti®n government towards both Loyalist
and Republican terrorists. The misinformation sgrday the Information Policy

Department in the aftermath of the McGurk's baroaty sought to demonise the
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‘ruthless killers’ of the Provisional Irish Reputdin Army. In contrast, the ‘Confidential
Telephone Number commercials appeared to offergaalified humanisation’ of
terrorists, portraying them as ‘victims of circuarstes’ (Finlayson & Hughes, 2000:
397). For example, one of these commercials festilne story of a father and son, set to
the music of ‘Cats in the Cradle’ by Harry Chagdim.the commercial, the father is too
busy being a terrorist to pay attention to his sord ends up in prison. Upon his release,
he has grown apart from his son, who has becomevied in terrorism just like his
father. It concludes with the father standing &t ¢inaveside of his son, killed due to his
involvement in a terrorist murder. The voice-ovaforms viewers, ‘don’'t suffer it,

change it,’ inviting people to contact the Confii@ahTelephone number (p.404).

The McCann Eriksson ‘Confidential Telephone’ adgernents arguably formed part of
a ‘megaphone diplomacy’ that originated in theye&890s. Megaphone diplomacy is the
“practice of engaging in dialogue and sending ngssaia the media to other parties in
a conflict, in a situation where it is not possilbe desirable to conduct formal
negotiations for whatever reason” (Sparre, 200).: 89 discussed earlier, a combination
of the Broadcasting Ban and editorial self-cendprétad militated against the regular
appearance of Sinn Fein members on television sheeeutbreak of the ‘Troubles.” By
the early 1990s, there were no open channels ofimtoncation between the British
government and Sinn Fein. For example, the ‘bakkhael had broken down in response
to Unionist anger at the exposure of this covemrminication between Republicans and
the British government in an article Byhe Observelin November 1993 (p.92). This
channel had previously allowed the UK governmergupply the Republican movement
with advance copies of speeches by the Northesh Biecretary of State and updates on
the ongoing talks between the main Northern Irighitipal parties (p.92). The mass
media became a critical communication channel batwbe UK government and the
Republican movement in the mid 1990s as it attethfiiedeliver a peace settlement in

Northern Ireland’?
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From war to peace frame?

Prior to the negotiations that led to the Belfagiréement, Loyalist and Republican
groups employed a ‘war’ frame in their media stasts. This frame depicted these
organisations as civil society actors engaged legdimate war against their opponents.
Invariably, the terrorist organisations themselvesued statements to the press to
reiterate the legitimacy of their military actigd. Both Loyalist and Republican terror
groups used language in their press releasesnti@mated that they saw themselves as
legitimate armies with military structures and rar{ficooke, 2003:79). For example, the
Provisional IRA frequently referred to its Army Guaul and Prisoners of War on
statements released to the media during the 198@9)( Paramilitary statements were
also published in newspapers linked to Loyalist &®publican terrorist organisations,
such asAn Phoblachtand Combat The ‘war’ frame was also expressed through
paramilitary ‘shows of strength,” which saw journstd invited to Loyalist or Republican
areas to witness hooded gunmen discharge fireantosthe air in front of assembled
supporters (p.80). Loyalist and Republicans alsm yssters and wall murals to convey
the impression that they were legitimate armiesational liberation, as opposed to
illegal terrorist organisations. For example, Damgvenney, the designer of many Sinn
Fein posters in the 1980s, used images inspiredhbypropaganda of the African
National Congress (ANC) to highlight the similaggibetween the two national liberation

movement<?

The Republican and Loyalist ceasefires marked #ginining of the normalisation of
relations between terrorist-linked parties and the [British and Irish] governments
(Cooke, 2003: 84). During the negotiations that tedthe Good Friday Agreement,
Loyalist and Republicans were given unrestrictetkss to the mass media. At the same
time, the media adopted a peace frame, which aeat®ond between pro-peace groups
from both camps. This frame made a clear distinchetween the political fronts that

were engaged in the process and the violence as$sdcwith their terrorist sponsors
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(Wolfsfeld, 2001:36). While dissident Republicasach as the Continuity IRA, remain
actively engaged in terrorism, the majority of Nhertn Irish terrorists have maintained
their ceasefires throughout this perf@drhis research will determine whether the peace
frame has influenced the online communications IbfLayalists and Republicans, or
whether some groups use their websites to legiintieir historic or contemporary
military campaigns. As discussed in this chaptgislation such as the UK Broadcasting
Ban (1988) restricted media coverage of theserstrgroups during the Northern Irish
conflict. Loyalists and Republicans developed neypsps, such adn Phoblachtand
Combat,in order that they could circumvent the ideolobredractions of the media. At a
time when many of these groups were engaged incastreggle, these publications
facilitated intra-group communication and providegropaganda tool for their terrorist
sponsors. While political fronts such as Sinn Feaw enjoy routine access to the media
courtesy of their support for the peace processidiznts on both sides are arguably as
peripheral now as they were during the era of tmeaBcasting Ban. The research
presented in this thesis will determine whethesident Loyalist and Republicans are
using their websites to counter the peace framea similar fashion to their use of

alternative media channels during the ‘Troubles.’
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Table 2.1 Siebert, Peterson, and Schramm’s mediei®¢1963).

Model

Function

Media Ownership

Freedom of
expression as

absolute right

Authoritarian advance government | State Monopoly No
policies

Libertarian Encourage critical Private Enterprise | Yes
thinking, check and Public Service
government,
Entertain.

Social Represent Private Enterprise | No

Responsibility | societal interests e.g. | and Public Service
citizens, government

Soviet Advance government | State Monopoly No

policies
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Table 2.2: Relationships between Terrorism andvthes Media

Passive Attitude

Relative Indifference

Media-Oriented

Total Break from Society
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Chapter 3 The Peace Frame? Comparing the webditderthern Irish political fronts

and political parties

INTRODUCTION

Goffman (1974) asserts that frames are the ‘scherohtinterpretation that enable
individuals to locate, perceive, identify, and labecurrences or information’ (p.21).
Some commentators suggest that the Northern Irsffiarhelped build cross-community
support for the Good Friday Agreement (1998) thiotigeir adoption of a ‘peace frame.’
This peace frame created a bond between pro-peagpggfrom both camps, making a
clear distinction between the political fronts tlhvegre engaged in the process and the
violence associated with their terrorist sponstvsi{sfeld, 2001:36). In this chapter, the
peace frame will be analysed through the lens gflist and Republican political fronts,
defined here as organisations “for and under thergbof a terrorist group” (Richards,
2001:73). The master frames of Northern Irish palltparties will be examined to assess
the extent to which they have been influenced ley peace frame employed by the
Northern Irish media in the late nineties. In aidaif the websites of political fronts and
constitutional political parties are analysed tdedmine whether these groups have
realised the potential of the Web as a tool for misgiion and organisational linkage.
The study suggests that the websites of organmsaiitosely linked to Northern Irish
terrorist groups not only do not differ markedlprr those of ‘civil’ groups, but also do
not seem to offer any new dimension of terrorisealh All political fronts use language
on their websites that suggests they are cultueahatrats, as opposed to the public

relations department of a terrorist organisation.

THE PEACE FRAME

In this section, the evolution of the peace framk lve traced from three perspectives,

namely the mass media, the two [British and Irighyernments, and Northern Irish
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terrorist organisations. Levin (2005) defines arfeaas a “publicly presented definition of
a situation containing three elements, a problemtagonist and a solution” (p.84). For
Northern Ireland’s two communities, the problem agmatagonists have remained
unchanged since the beginning of the Northern Ifislbubles’ in 1968. Nationalists
remain committed to securing both a British witlvdsé from Northern Ireland and the
creation of a socialist 32 county Irish Republiceawhile, Unionists remain fervent
supporters of the Union with Great Britain and oggpmtegration into a 32 county Irish
Republic. However, the solutions identified by som@eorist organisations have altered
by virtue of their support for the Good Friday Agneent. Paramilitaries on both sides,
who had previously been committed to armed strygglgreed to use exclusively
democratic means in pursuit of their group objexgiand oppose “any use or threat of
force by others for any political purpos&.In turn, political parties linked to pro-
Agreement terrorist groups have altered their fianiEhese groups have sought to

differentiate themselves from the violence assediatith their terrorist sponsors.

Political actors used the peace frame to build sscmsnmunity support for the Good
Friday Agreement. Supporters of the Belfast Agregndifferentiated political fronts
from the violence associated with their respecti@gorist organisations, portraying
parties such as Sinn Fein as cultural democratsnstied to democracy come what
may” (Richards, 2001: 83). This was necessary tovioee sceptics within both
communities that these terrorist organisations vgereere in their commitment to using
exclusively peaceful means. Critics of the BelfAgreement had claimed it allowed
terrorist organisations to participate in electedibs while retaining the option to return
to political violence should they grow frustratedhwthe peace process. In the opinion of
anti-Agreement unionists, political fronts were yofiinctional democrats, their support
for the Good Friday Agreement perceived as instnialeand even opportunistic
(Pridham, 1990:14). Clearly, if the electorate sHathis view it would be harder to
mobilise support for the inclusion of these poétidronts in the newly constituted

Stormont Assembly. Pro-peace groups from both conities had to be convinced that
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the Good Friday Agreement was the only means ofirsegx permanent peace in the

province.

The media and the peace frame

The media environment within Northern Ireland hdlggpose both communities to this
peace frame. The worldview, or master frame, oheaedia organisation reflected their
support for the Belfast Agreement and, by implmatithe inclusion of terrorist-linked
groups in the newly created power-sharing insbngi Between July 1997 and April
1999, newspapers on both sides of the sectariadedpublished editorials urging their
readership to support the peace process. For egathpBelfast Telegraplpublished 62
editorials in favour of the peace process durirg pleriod’® Thelrish News traditionally
considered a nationalist newspaper in favour ohiged Ireland, published 64 editorials
in support of the peace process during this pef@84). Elsewhere, national and
international news media organisations conformethéframing of the Northern Irish
media, even in the aftermath of the Omagh bomhingugust 1998. Wolfsfeld (2001)
suggests that the media ‘amplified’ the peace fraftex an atrocity that could have been

a major setback for the peace process (p.36).

It is too simplistic to suggest that the framingtbé Northern Irish mass media alone
united pro-peace groups in both communities, owicmed them that terrorist-linked
groups should be included in the Stormont Assen@hong and Druckman (2007) argue
that the critical determinants of framing effectclide not just the strength and
prevalence of the frame, but also the knowledgeraativation of its recipients (p.110).
Evidently, the media were responsible for the gtierand prevalence of the peace frame
between 1997 and 1999, as illustrated by the nunabeipro-peace’ editorials in
newspapers such as thsh News The media did not deploy an alternative framgnair
editorials during this period, leading to accusaidrom anti-Agreement Unionists that

they had stifled any serious debate about the rssociated with the peace process
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(Wolfsfeld, 2001: 31). Yet, the Northern Irish m&di peace frame also reflected public
opinion within the province. If these media orgatisns were to retain their audience
share, their editorials had to adopt a politicalspective that was acceptable to both
communities (p.36). There was sufficient evidercsuggest that the majority of people
within Northern Ireland favoured the peace processticularly after May 1998 when
71.1 percent voted ‘yes’ in the referendum on tlwdFriday Agreemert. Moreover,

the media routinely projected the peace frame tjiraiheir coverage of political actors
that actively supported the inclusion of politi¢aints in the peace process, such as the
UK and Irish governments. Many pro-peace groupshsas the Northern Ireland
Women'’s Coalition, had already adopted this m&séene during the peace negotiations,

and in the referendum campaign that followed thed3ériday Agreement.
Megaphone diplomacy: antecedent for the peace ame

Richards (2001) suggests that the two [UK and Jrgivernments ‘legitimised’ the IRA,
its political front, and armed struggle through ithsupport for the Good Friday
Agreement (p.77). The use of demilitarisation aslia pro quo for decommissioning had
reinforced “Republican impressions that they hadenbeight all along” (p.77).
Irrespective of the choreography that lay behirfdref to secure IRA decommissioning,
it would appear that the two governments viewedTmeubles’ through the lens of the
peace frame, and wished others to do the samentizdle both governments favoured
an all-inclusive peace process, one in which tet®rwere encouraged to abandon
political violence and work towards their objecsviarough their political affiliates. This
process arguably began with the ‘megaphone diplghthat surrounded the clarification
of the Downing Street Declaration (1998Both governments issued a series of strategic
statements designed to persuade paramilitarie®tindides to call ceasefires and create
a context in which negotiations could take placthwhe mainstream political parties. For
example, the declaration called for an end to@ink of paramilitary violence, stating

that only democratically mandated parties, who veer@amitted to “exclusively peaceful
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methods,” could participate in negotiations regagdihe future of Northern Irelarid.
This marked the first time that the two governmeh#l talked publicly about the
inclusion of terrorist-linked groups in the peagegess. The frame adopted by the UK
and Irish government reflected a change in thepr@gch to the management of the
Northern Irish conflict. After all, the politicatdnts invited to join the peace negotiations
were the same organisations that had been denedoxygen of publicity’ in the

previous decade.

Newspaper columns become the arena for the clatidic of the declaration, as there was
no channel of communication open between the Brdgsvernment and Sinn Fein during
this period. UK government ministers presented rmftion to journalists in
‘newsworthy formats,” such as public speeches aedspconferences, in the expectation
that they would be picked up by Sinn Fein represtergs in the press (Sparre, 2001: 90).
The UK government issued a number of statementhdomedia suggesting that the
Republican movement would gain entry into the pmit process if they declared a
permanent ceasefire, even if they did not accepttéhms of the declaration (p.102).
Simultaneously, Sinn Fein used its press releaseslt for face-to-face meetings with
UK government Ministers to clarify the declaratigm 97). The subsequent Loyalist and
Republican ceasefires (1994) paved the way foroamalisation of relations’ between
parties such as Sinn Fein and the UK and Irish mowents (Cooke, 2003:84). From
1994 onwards, terrorist-linked groups were givegular access to the news media, in
sharp contrast to the censorship associated watlBtbadcasting Ban a few years earlier
(see chapter 2). These political fronts had bectwmven into the tapestry of daily
news” through their contact with the White Housegular meetings with the British

Prime Minister, and their participation in negatias over the future of Northern Ireland
(p-83).
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Terrorist frames after the Good Friday Agreement

The frames adopted by Loyalist and Republican tstso altered by virtue of their
support for the peace process. The nexus betweeAgreement terrorist organisations
and their political fronts had arguably shiftedfavour of the latter in 2001. Richards
(2001) asserts that the 9/11 attacks on Washingt@hNew York led to a transfer of
power within the Republican movement, Sinn Feinob&ag the “driving force of the
movement,” in place of the PIRA Army Council (p:)84Concurrently, Sinn Fein
received unprecedented level of popular suppoet,prty receiving 17.3 percent of the
vote in the Northern Ireland Assembly Electionsn@Jul998) and achieving two
ministerial portfolios in the new Stormont Execetf One explanation for this electoral
success was that Sinn Fein had adopted a polageida closely modelled on that of the
largest Nationalist party, the Social Democratid &abour Party (SDLP). Sinn Fein was
no longer a subservient organisation projectingwar’frame’ that justified acts of
political violence (see chapter 2). Equality, humights and democracy had become
central planks of Sinn Fein political manifestascei the Belfast Agreement (McGovern,
2004: 623). Bruce (2001) asserts that Sinn Fein atdes to compete with the SDLP by
“not just be wanting some different things but alsowanting the same things more
aggressively” (p.40). In order to appeal to natiish&oters, the party differentiated itself
from the Provisional IRA. Sinn Fein claimed thabh#d a legitimate right to be involved
in the political process “purely on the strengthtloé party’s electoral mandate,” rather
than as negotiators acting on behalf of the Promadi IRA (O'Docherty, 1998: 158).

The pro-Agreement Progressive Unionist Party (P@Pplitical affiliate of the Ulster

Volunteer Force (UVF), also altered its politicalsaburse after the Good Friday
Agreement. The PUP presented a liberal politicandg that was critical of unionists
who opposed the Belfast Agreement. The party cldithat these groups had a lack of
confidence in the power of unionism, and that thleguld follow the lead of the PUP in

dealing with its opponents within the Stormont Aabéy (Bruce, 2001:45). However, the
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PUP and the other Loyalist political parties hawlel to match the electoral
performance of Sinn Fein since 1998. For example,RUP has received no more than
1.4 percent of the votes cast in elections sin@8 {8 cAuley, 2004: 537). Meanwhile,
the Ulster Democratic Party (UDP), political affiles of the Ulster Defence Association
(UDA) and the Ulster Freedom Fighters (UFF), faitedwin a single seat in the 1998
Assembly Elections (Cooke, 2003: 89). These paxtiese arguably unable to emulate
Sinn Fein’s relationship with the Social Democradimd Labour Party (SDLP), as the
Democratic Unionist Party was already establish&dimvthe unionist community as the
primary opposition to the Ulster Unionist Party 4@). Overall, Loyalist terrorist
organisations have struggled to find a satisfactotg in the new political landscape
ushered in by the Good Friday Agreement. Bruce 42@3serts, in the wake of the
Belfast Agreement, the intended supporting popartetor Loyalist terrorist organisations
have felt less of a need to create a range oftutistns outside or against those of the
state (p: 505). In effect, the Provisional IRA afas may have removed the need for

Loyalist terrorist organisations to protect the@nmmunities.

Anti-Agreement Groups and the Peace Frame

The peace frame was not accepted by all politicghmisations in Northern Ireland.
Dissidents on both sides of the sectarian divijected the Good Friday Agreement.
These groups disagreed with the solution put fadwarthe peace frame, namely that
terrorist organisations should pursue their obyestithrough exclusively democratic
means in the new power-sharing institutions. OnRepublican side, groups such as the
Real IRA formed due to discontent at concessiondentsy Sinn Fein during the peace
process. The Real IRA claimed that the Sinn Feadéeship had jettisoned a number of
core Republican principles by abandoning the ‘armedggle’ (Institute for Counter-
Terrorism, 2004). However, these groups have faitednobilise support amongst the
Northern Irish electorate for their master framer Example, a poll conducted for the
BBC Northern Ireland television programriiearts and MindgOctober 2002) found
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that only 7.1 percent of respondents in the WeéfaBeconstituency supported dissident
Republican organisations, such as Republican Skin. An the same poll, a clear
majority of respondents (49.8 percent) stated 8iah Fein “best represented” the view
of the West Belfast electorate (Tonge, 2004: 688).

The peace frame has done little to convince ante@ment Unionists that terrorist-
linked groups should be involved in power-sharingstitutions. The release of
paramilitary prisoners, police reform, and the imement of Sinn Fein in the Northern
Ireland Executive has proven particularly contemdidor anti-Agreement Unionists. The
Democratic Unionist Party (DUP) has been the meosiferous opponents of the Good
Friday Agreement, with its leader lan Paisley ciagnit was a “complete and total sell-
out of the province® Loyalist terrorist organisations have also groweréasingly
disenchanted with the peace process. Nearly alleof oyalist terrorist organisations that
initially supported the Belfast Agreement have bégpecified’ as ‘active’ terrorist
organisations at one time or another since 1998ekample, the Ulster Volunteer Force
(UVF) was specified in October 2001, as the UK Hodféce believed that the terror
group had once again been engaged in violEhhevertheless, the Progressive Unionist
Party has remained a fervent supporter of the pgmoeess, despite its military
organisation returning to violence. In sum, thegeetame has not become the master
frame for all political actors involved in the Nbern Irish ‘“Troubles.’” Dissident terrorist
organisations on both sides do not support the psiharing institutions, nor have
committed to using exclusively peaceful means toiexe their objectives. In addition,
the Democratic Unionist Party rejects the termghaf Good Friday Agreement, as it
opposes the participation of terrorist-linked greup the power-sharing institutions.
These groups frame the Northern Irish conflict wigfierence to their own values, as
opposed to the peace frame projected by the twe@rgawvents and the Northern Irish
media in the late nineties. The chapter now tuore ¢onsideration of how these different

frames are projected online.

75



THE CIVIL WEB: POLITICAL FRONTS AND POLITICAL PARTES ONLINE

Sample

The material posted on the websites of politicatipa was analysed to determine the
strength of the peace frame. Constitutional pdalitgarties were defined as those parties
that have always been against the use of politialence (Cooke, 2003:83). This
category included not just Unionist and Nationapstitical parties, but also left wing
political organisations such as the Socialist Emwinental Alliance. Of the 13
constitutional political parties that participated the Assembly Elections, the
Independent Labour Party and the Northern Irelandohist Party were the only
organisations that did not maintain an official wedesence during the period of data

collection (See Table 3.1).

[Table 3.1 here]

Six political fronts - two Loyalist and four Repidan - were identified with reference to
both the First Report of the Independent Monitor@®gmmission (April 2004) and the
Conflict Archive on the Internet (See Table 3.2ay of the organisations defined in the
study as political ‘fronts’ have publicly deniedethcomplicity in the military activities

of proscribed terrorist organisations, despite celiimg evidence to the contrary. Sinn
Fein’s inclusion as the Provisional IRA’s politichlont was based upon evidence
presented by the Independent Monitoring Commissianpody formed to assess
paramilitary activity in the province. The IMC rapstates that with regard to the link
between Sinn Fein and the Provisional IRA, “semimgmbers of Sinn Fein are in a
position to exercise considerable influence on P$RAnajor policy decisions”

(Independent Monitoring Commission, 2004).

[Table 3.2 here]
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The Irish Republican Socialist Party (IRSP) waduded as it was the political front of
the Irish National Liberation Army (INLA). The IM@port states that the Irish National
Liberation Army is the “paramilitary wing of theish Republican Socialist Party”
(Independent Monitoring Commission, 2004). The ofRepublican political fronts had
links to dissident Republican terrorist organisasiosuch as the Continuity IRA.
Republican Sinn Fein (RSF) was included due tdirtiss with the Continuity Army
Council, widely believed to be a synonym for thegaribed Continuity IRA. According
to security sources, the Continuity IRA is in etféloe “military wing” of Republican
Sinn Fein (Conflict Archive on the Internet, 200Bespite their repeated denials to the
contrary, the 32 County Sovereignty Movement wasutked in the study as it was the
“political wing” of the Real IRA (Conflict Archiveon the Internet, 2005). The Real IRA,
although not listed as a terrorist organisationthe UK Terrorism Act (2000), had
claimed responsibility for a number of high profétocities such as the Omagh bombing
in August 1998.

The two Loyalist political fronts identified in tretudy had links to four of the seven pro-
union terrorist organisations currently proscribedthe United Kingdom. Since the
dissolution of the Ulster Democratic Party in Novwsn 2001, the Ulster Defence
Association has received political counsel fromaldarnative Loyalist advisory body, the
Ulster Political Research Group (UPRG). The IMCar¢asserts that the Ulster Defence
Association is ‘associated’” with the Ulster PobilicResearch Group and “operates
through other paramilitary organisations such ae tister Freedom Fighters”
(Independent Monitoring Commission, 2004). The yiadrnet UPRG was included as it
was the only branch of the Ulster Political ReskaBtoup to maintain a website during
the period of data collection. The Progressive UisioParty was the other Loyalist
political front included in the study. The IMC repgtates that the Progressive Unionist
Party exerts “appreciable influence” upon the ai#éis of both the Ulster Volunteer

Force and Red Hand Commandos (Independent Morgt@ommission, 2004).
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Website Registration Data

The majority of the websites under analysis weggstered with Internet Hosts based in
the United Kingdom or the Republic of Ireland (3edble 3.3). For example, a subsidiary
of a local television station, UTV Internet, hostih@ websites of the Northern Ireland
Women'’s Coalition and the Workers Party. Howeveshiould be noted that companies
based in Canada hosted the websites of two palfticats, the 32 County Sovereignty
Movement and the Progressive Unionist P&ttirrespective of where these websites
were hosted, the webmasters tended not to provedsopal information on domain

registration websites, such as Nominet (www.nomooett) and Whois

(www.whois.nel. The Green Party proved exceptional, providintgesive information

on whois.net as to how internet users could corntacvebmaster, such as a registered
postal address in Germafit/Yet, the omission of this information was not irdaf itself
evidence of the webmaster’'s complicity in illegatiaty. Both civil and uncivil actors
may request that domain registration companied) ascwWhois, refrain from publishing
their contact details online. Furthermore, as tivesksites were registered in Europe and
North America, they were not expected to incitetpall violence or solicit resources on
behalf of proscribed terrorist groups. These welenasvere expected to self-regulate
online, due to the anti-terrorist regime governitite behaviour of pro-terrorist
webmasters.

[Table 3.3 here]
Research Design: Website Function
The framing and function of websites maintained\mythern Irish political parties was

analysed during the study. Data was collected duxiay 2004 to enable a comparison

of material posted online by these grofipsVebsite function was analysed to determine
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how these groups used their websites to mobilippaters. Cyberoptimists suggest that
the Internet can have a critical multiplier effdor civil society organisations via
improvement in organisational linkage, bureaucraffciency and the advertisement of
group values to a potential global audience. Theysassessed whether Northern Irish
political parties and political fronts were realigithis potential, particularly in terms of
organisational linkage and mobilisation. Irish Rielprans have received support from
diaspora communities since the beginning of thetidon Irish conflict, particularly from
Irish — Catholic communities in the United Stat&@&Jochartaigh, 2003: 1). Conversely,
Northern Ireland’s loyalist and unionist commurstibave been unable to mobilise a
similar emigrant population, despite a large numbkpeople with Ulster Protestant
ancestry residing in North America (p.1). The stumlsessed whether the Internet
enabled Loyalist political fronts to create intéroaal support networks similar to those
established by their Republican counterparts inldbe 1960s. It also analysed whether
Republican political fronts used the Web to mokilikeir established support networks.
This was determined through an analysis of theslimkailable on each website. Finally,
the study determined how terrorist-linked groupsl aonstitutional political parties
present their frames online. It was anticipatedt tialy political parties with large
financial resources would be able to afford innmreg such as video streaming on their

websites.

These websites were located using the Gosglrch engine and archived for future
researcii® In order to assess their function, each website seared with reference to a
coding scheme. This allowed a direct comparisowden the websites of political fronts
and constitutional political parties. It also erebthe websites to be ranked in terms of
their interactivity, presentation, organisationakbge and online recruitment. The coding
scheme was similar to the coding framework deviggdRachel Gibson and Stephen
Ward to analyse the function and effectivenessaofypvebsites (Gibson & Ward, 2000:
p.307). A point was given to a website if it inohalone of the features identified in the

coding scheme. These points were then compliedveoan overall score in each of the
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four categories measuring website function, namielieractivity, target audience,
presentation and organisational linkage (See Table The presentation, interactivity,
and target audience categories provided evidenbewfthese groups used their website
to communicate with target audiences. The orgaboisalt linkage category provided an
insight into how these organisations used the Wdink with like-minded groups online.
A website received a point if it provided links ptng towards the websites of external
institutions, such as the news media and governmgencies. For the purposes of the
study, solidarity websites were defined as thoaeeRkpressed support for the ideology of
the actor under analysis. This did not include webdedicated to the Irish language or
the Orange Order, as these were considered culafiar than political projections of
the two traditions in Northern Ireland. Interna@brierrorist websites were those that
offered support for an international ethno-nati@tamovement, such as Euskadi ta
Askatasuna (ETA). This feature was included to rmeitee whether Loyalists and
Republican exposed their links to internationaldlest organisations on their websites. A
point was also awarded to organisations that pealid large number of links on their
websites, defined here as a minimum of 15 links.

[Table 3.4 here]

Online Framing

The study also used qualitative frames to analligewtebsites of political parties and
political fronts. Online framing was analysed byasmning the language and images used
by these groups on their websites. It was antieghdihat some terrorist-linked parties -
such as Sinn Fein - would purposely remove refe®rio their terrorist sponsors to
suggest they were cultural democrats. This refteteir support for the power-sharing
institutions created under the terms of the Belfsgteement. However, the study was
also designed to test the hypothesis that thernetgrovides a space for dissidents to

oppose this peace frame. As such, political frams constitutional political parties that
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opposed the Belfast Agreement were expected totlusie websites to criticise its

supporters, albeit for different reasons. The Tadpmet UPRG and the Democratic
Unionist Party would reject the peace frame becdhieg believed that Sinn Fein was
only functionally democratic, with the Republicarovement likely to return to armed

struggle if it failed to achieve its objectivesdbgh politics. Dissident Republicans were
also expected to reject the peace frame on theisies. Groups such as Republican
Sinn Fein would claim Sinn Fein had abandoned &mpublican principles, and use

their website to justify the use of political vialee to achieve a united Ireland.
RESULTS
Online Framing

The majority of political actors under analysis disemes that were similar to the peace
frame projected by the mass media in the late iesileThemes such as ‘equality’ and
‘shared responsibility’ were prevalent on the wadssiof many political fronts and
constitutional political parties. These themes edb&komparison with the editorials of the
Belfast Telegraphin 1999, which had attempted to create a bond dxtwpro-peace
groups in the Protestant and Catholic communifié® Social and Democratic Labour
Party (SDLP) and Sinn Fein employed virtually idegt frames on their respective
websites, stressing their support for both the Eguagenda and a 32 county lIrish
Republic. The Social Democratic and Labour Pargeded on its website that it was
committed to building new agreed Ireland based equality for all, partnership and
respect for difference®® Simultaneously, the headline on the Sinn Fein itelsated,
“The task of building an Ireland of equals is a &amd exciting challenge for all of UE”
This theme of ‘equality’ resonated with the matepasted online by the Progressive
Unionist Party, the Loyalist political front witlinks to the Ulster Volunteer Force. Its
website detailed how the Progressive Unionist Paugported both the ‘principle of

consent’ and a ‘sharing of responsibility’ betwdénionists and NationalistS. Similar
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themes were evident on the websites of all pro-&grent political parties. For example,
the Alliance Party of Northern Ireland assertedterwebsite that “cultural participation
and self-expression should be developed in theegbmif respect and understanding of
our own and others’ heritagé>

Anti-Agreement Frames

The peace frame did not influence the framing &fNarthern Irish political groups
online. Two constitutional political parties, themocratic Unionist Party (DUP) and the
United Kingdom Unionist Party (UKUP), used their hgges to criticise the Belfast
Agreement. Both parties supported the exclusio8ioh Fein from the Northern Ireland
Executive until the Provisional IRA had decommisgid all its arms and declared a
permanent end to its terrorist campaign. For examghle Democratic Unionist Party’'s
Seven Principles stated, “terrorist structures wedponry must be removed before the
bar to the Stormont Exeuctive can be operfédThe UKUP also stated on its homepage
that it was opposed to the “immoral provisions bé tBelfast Agreement that have
violated the basic principles of democracy by itisig the frontmen for terror into
Government.®? Anti-Agreement Unionists used their websites tggast that Sinn Fein
should be removed from the peace process as they fimectionally democratic, their
commitment to democracy both opportunistic and emral. This was in total contrast to
the peace frame that suggested Sinn Fein had tacheded in a peace process that

represented all shades of political opinion.

Dissident Republican political fronts also attackbd peace frame on their websites.
These groups rarely referred to the political groit Northern Ireland on their websites.
For example, the Irish Republican Socialist Pargpsite repeatedly referred to Northern
Ireland as a ‘colonial statelet’ or the ‘occupiéxi ®unties,’ thus denying the legitimacy
of its position within the United Kingdorfi. Dissident Republicans used frames that

justified the use of armed struggle to achieve réification of Ireland. Republican
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Sinn Fein President, Ruairi O Bradaigh, asserteitsowebsite, “All necessary means
must be used to restore Ireland and her resouncttee tirish people, not precluding as a
last resort the use of physical force against thidsB Army of Occupation® The 32
County Sovereignty Movement also used its websiteattack the Good Friday
Agreement. The 32CSM website stated, “The Goodakridgreement, built as it is
around continuing partition and a Unionist veto, kem the possibility of Britain

declaring their intention to withdraw even lesslik”*®

These political fronts attacked
Sinn Fein for participating in the peace procetsnueng that they had abandoned core
Republican principles for a peace agreement thktfée short of achieving their

objectives.

Political Fronts and Grass Roots Politics

There was little to differentiate between consimidl political parties and the terrorist-
linked parties in terms of their discussion of lopalitics. Political parties such as the
Ulster Unionist Party posted policy documents agirtlvebsites for public consumption,
covering issues as diverse as Provisional IRA deassioning and the proposed
location of a John Lewis store near Lisbttrlerrorist-linked parties also used their
websites to discuss local political issues. ThegRssive Unionist Party used its website
to detail a list of policies that addressed therigsts of their voters, including proposals
to reintroduce student grants and tackle homeleséh8inn Fein also kept an archive of

policy documents, conference speeches and padiaiananifestos on its website.

For the smaller political fronts, grass roots pcditformed the centrepiece of their
websites. The Tullycarnet UPRG website definedheeithe strategic objectives of the
UPRG, nor its position on whether Northern Irelesidbuld remain part of the United
Kingdom. Instead, the website focused entirely upgsues affecting the Tullycarnet
district in Belfast, demonstrating the UPRG’s rakea community group. For example,

plans for the redevelopment of a local playgroumsteapublished on the UPRG website,
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with local residents invited to post their views s development: Republican Sinn
Fein also highlighted the work of its local coutai$ on its website. One of the headline
stories on the website highlighted a Republicam $tein councillor’'s efforts to create
more effective rubbish disposal systems in Countgiibiv.?® The focus on local politics
suggested these groups were cultural democratsp@ssed to the political wing of an

armed terrorist organisation.
Self-identification

Pro-Agreement political fronts did not discloseitHaks to terrorist organisations on
their websites. The Provisional IRA appeared littlere than a historical footnote on the
Sinn Fein website, featuring only in the ‘Historséction. In this section, Republican
‘armed struggle’ in 1969 was justified in the cottef Unionist political discrimination
and British military aggression against Catholiosthe regior’® The two Loyalist
political fronts, the Tullycarnet UPRG and the Resgive Unionist Party, also omitted
references to their respective terrorist orgaresatifrom their websites. For example, the
Progressive Unionist Party used its website toaedo an IMC report that alleged it
had close ties with the Ulster Volunteer Force.sTwas the only reference to the UVF

throughout the entire website.

These political fronts demonstrated their credéntss cultural democrats through the
images they used on their homepage. None of thesesites featured emblems
associated with their respective paramilitary oiggtions. The Sinn Fein homepage
featured pictures of its elected representativeaméd against a distinctive blue
background® This was somewhat surprising as blue is a coladfitionally associated

with the mainstream Unionist parties in the regiaile Nationalist and Republican
parties have traditionally favoured green and redheir political manifestos. The two
Loyalist political fronts also used colours and énfs on their websites that were not

traditionally associated with their respective itaily’ organisations. For example, the
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Progressive Unionist Party homepage framed itseleddavid Ervine, against a white
background, as opposed to the blue associateddmitinist and Loyalist political parties
The Union Jack, a key emblem of the party in iecgébn manifestos, was conspicuous
by its absence from this website. Overall, thedéigal fronts used their web presence to
project a key principle of the peace frame, naniebt they were cultural rather than

functional democrats.

Dissident Republicans did refer to their terronsganisations on their websites. They
also used language that revealed their supporpdtitical violence. For example, the
Irish Republican Socialist Party website carrieduanber of statements from its military
wing, the proscribed Irish National Liberation Arn@ne statement referred to an assault
on an alleged police informer, warning that “if Hiamily think he is above any
responsibility to the local community for his acti let this be a salutary lessdff*This
website also depicted members of the movementasarades,’ reflecting not just the
military ambitions of the movement but also its Mat principlest®® The 32 County
Sovereignty Movement also revealed its links taetsorist sponsors, the Real IRA, on
its website. The constitution and membership rofethe party indicated that, at the very
least, there were cross- cutting cleavages betivee2 County Sovereignty Movement
and the Real IRA. The constitution asserted that 38 CSM was not interested in
participating in elections and intended to “buildnavement that can one day convince

Britain” to withdraw from Ireland®

Conversely, dissident Republicans used images @n lomepages that suggested they
were cultural democrats. For example, the Republi8an Fein homepage featured a
series of photographs of its elected represengta@ngside the party emblem. The 32
County Sovereignty Movement did not feature anygeson its website. However, the
colour scheme did reflect the ideological positminthe group, the use of green text
against a white background evoking comparison thighgreen white and gold flag of the

Republic of Ireland. The Irish Republican Sociakstrty proved exceptional amongst the
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political fronts under analysis. Its website usedlitaristic’ images on its website that
suggested it was aligned with a proscribed tetraniganisation. The ‘Roll of Honour’
section provided an image of two hooded gunmerkéldrby the names of every [INLA]
‘volunteer’ that had lost their life during the Tales*®® In sum, the content analysis
suggested that anti-Agreement political fronts wieirectional democrats. These groups
were more likely to reveal their terrorist sponstivan pro-Agreement groups such as
Sinn Fein.

Website Function
Organisational Linkage

Overall, constitutional political parties demongtch a greater range of organisational
linkages on their websites than Loyalist and Repahl political fronts (See Table 3.5).
The Green Party and the Social Democratic LaboulyReere the only political parties
to achieve the maximum score in this category. Gneen Party of Northern Ireland
website provided links not only to the websiteepn¥ironmental pressure groups such as
Greenpeace (www.greenpeace.org), but also to a emaflmon-political websites, such

as Amazon (www.amazon.co)® The Social Democratic Labour Party provided links

on its website not only to the sites of ideolodicaimilar political parties such as Fianna

Fail (www.fiannafail.ig¢ but also to civil society organisations such fas Qlster Scots

Agency (www.ulsterscotsagency.cpffl’ However, a number of political parties,

including the Alliance Party of Northern Irelanddatihe Workers Party, did not provide

any links on their websites.

[Table 3.5 here]

Republican political fronts did not use their weesito network with terrorist groups

who shared their left-wing political ideologies.i$kvas an unexpected observation given
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the historic links between the Republican movemand ethno-nationalist terrorist

groups such as Euskadi ta Askatasuna (InstituteCamter-Terrorism, 2004). Instead,
Sinn Fein provided links to the websites of comryugroups such as the Bloody Sunday
Trust (www.bloodysundaytrust.grgnd British—Irish Rights Watch (www.birw.gtgrhe

32 CSM provided no links on its website. The IrRBpublican Socialist Party proved

exceptional in the study, providing links to sucivedse international groups as the

Popular Front for the Liberation of Palestine_ (wpflp-pal.org, Jaleo

(www.geocities.com.independentistas and the Kurdish Workers Party
(http://pkk.org/pkk):°®

There was little to differentiate between Loyahstd Republican parties in terms of the
organisational linkages visible on their websitllewever, there was no evidence to
suggest that Loyalist parties were using the Imteta mobilise support from diaspora
communities. The Progressive Unionist Party waspbiéical front that achieved the

highest score in this category, providing linkstihe websites of external news media

organisations, such as the Belfast Telegraph (weMNasttelegraph.co.gk and

government websites such as the Northern Irelandseibly (www.ni-

assembly.gov.uyk'® Although the website provided a large number pkdj none of
these pointed towards the websites of diaspora agoriti@s that expressed support for
Loyalist paramilitaries. The other Loyalist polaicfront included in the study, the
Tullycarnet UPRG, did not provide any links onwsbsite. In sum, the study suggested
that constitutional political parties in Northerreland have been more effective than
political fronts at harnessing the ‘interconnecesi offered by the internet, using their

websites to connect with external political, cidlyand media organisations online.
Interactivity

Constitutional political parties offered a high deg of interactivity on their websites

(See Table 3.6). In some cases, smaller politicatigs provided more interactive
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features on their websites than those with grelaenan and financial resources. This
was demonstrated by the access given to politezddrs on these websites. While the
Ulster Unionist Party website provided the telephommber of the constituency office
of leader David Trimble, the Green Party of Northéneland provided personal email
addresses and mobile telephone numbers for thd@acters Dr John Barry and Lindsay
Whitcroft on their websité!® However, the Social Democratic Labour Party, ohéhe
largest political parties in the region, achieved same score in this category as the
Green Party of Northern Ireland. The SDLP websitevided the telephone numbers and
correspondence addresses for each of its conatitusfices in the region* Elsewhere,
the study found that only one political party, tBecialist Workers Party, provided a
bulletin board on its website.

[Table 3.6 here]

Republican political fronts also provided a largenier of interactive features on their
websites, the Irish Republican Socialist Party #ied32 County Sovereignty Movement
amongst the parties that achieved the highest siorthis category. Each of the
Republican groups examinguovided correspondence details for their orgaiuisaton
their websites, although only the 32 County Sowgigi Movement published the email
addresses of individual members on its websiteRepublican organisations were more
likely to encourage Internet users to subscribentail newsletters on their websites than
the constitutional political parties were. For exden Sinn Fein advertised its emalil
newsletter, The Irish Republican Mediapn its website. This service granted the
subscriber access to video and audio clips, exausterviews with the leadership of the
party and downloadable copies of the Sinn Fein papsr,An Phoblacht/Republican

News!!®

The study also found that Republican politicalnteo used their websites to
solicit resources from sympathetic constituenci€®r example, the 32 County

Sovereignty Movement used its website to sell mandise such as t-shirts to Internet
users:**

88



In sharp contrast, neither of the Loyalist politiG@nts used their websites to solicit
resources from sympathisers. This was indicativehef lower levels of interactivity
available on the websites of the Tullycarnet UPR®@ #rogressive Unionist Party.
Neither of these websites provided interactiveuest such as an email newsletter or a
Bulletin Board for its membership, although the dg?essive Unionist Party did publish
personal email addresses for both its leader DBwithe and its Chief Electoral Officer
on its websité® The Tullycarnet UPRG website was the least interaof the websites
analysed during the study. Interaction betweenrheteusers and the organisation was
only possible via an email to an anonymous webm&%t&Vhile constitutional political
parties and Republican groups used their websitem¢ourage interaction with Internet

users, Loyalists provided no such opportunity figiters to their websites.
Recruitment Resources

The study suggested that the majority of NortheishlIpolitical parties favour face—to-
face recruitment strategies, rather than allow pro8ve members to apply online.
Almost all of the groups included in the study {twihe exception of the Alliance Party
of Northern Ireland - used their websites to adsertor new members (See, Table 3.7).
Yet, few of these organisations provided an onéipplication form for prospective new
members. For example, the United Kingdom Unionistty? asked those interested in
joining the party to email the webmaster for furtidormation’*” In a similar vein to
the UKUP, the Workers Party asked Internet userapply for membership at local
branches!® The Democratic Unionist Party proved exceptionahoagst the
constitutional political parties, asking potentiew members to submit personal details
and a £12 subscription charge on its web$it&ew Northern Irish political groups used
the Internet to disseminate downloadable publiati@hs material, defined here as
election posters that could be downloaded and alyspl by supporters. Once again, the

Democratic Unionist Party was a notable exceptmoyviding downloadable desktop
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backgrounds, bearing election slogans such as “Tame Fair Deal,” on its websité°

[Table 3.7 here]

A similar pattern emerged from the analysis of Usyaand Republican websites. The
Irish Republican Socialist Party and Sinn Fein wie only political fronts to provide
downloadable public relations material on their sitds. Although each political front
provided information on how Internet users coulddme members of their respective
organisation, potential recruits invariably had dontact the webmaster for further
information. For example, the Progressive UnioriPsirty website invited potential
members to phone or email the webmaster in ordegetoan application forrf* In a
similar fashion to the PUP website, the Irish Rejpahn Socialist Party invited Internet
users to submit an electronic form with their emaddress and telephone number,
presumably in order that the organisation could petential new membef§?
Nonetheless, a clear majority of political fronted their websites to attract support from
across the globe. For example, Sinn Fein devotadespn its website specifically to
detail how supporters in the United States couldatk resources to the Republican
movement->* Republican Sinn Fein proved exceptional in thetasserting, “Members
must live in Ireland, Wales, Scotland or Englaffd.Overall, the study suggested that
both civil and ‘uncivil’ Northern Irish political@ors have chosen to rely upon traditional

methods of recruiting new members and dissemingtiogaganda.

Presentation
Both constitutional political parties and politicakbnts maintained static web pages,

devoid of multimedia facilities (See Table 3.8).eThemocratic Unionist Party website

was the exception to this rule, providing videotéme of lan Paisley on its website and
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copies of manifestos as downloadable PDF fffasThe other constitutional political
parties did not provide sound or video facilities their websites. For example, the
Northern Ireland Women’s Coalition provided onlyxtteand a few images of its
politicians, such as leader Monica McWilliams, & \ebsité-* In a similar vein, the
Alliance Party of Northern Ireland provided a téesed webpage, illuminated only by a

few pictures of party members such as Eileen Bellldaomi Long*?’
[Table 3.8 here]

Republican political fronts achieved scores thatengell above the mean score for this
category. In particular, Sinn Fein appeared to hiavested heavily in its official website.
This was illustrated by the layout of the Sinn Fdiomepage, a series of clear
navigation menus enabling Internet users to viesvhistory of the organisation, contact
local constituency offices, donate resources toRBpublican movement, and subscribe
to electronic publications such as ‘sinnfeinnewsicdJpon visiting the website, Internet
users were drawn towards a banner suggestinghbatebsite was available in multiple
languages such as French and German. Although ¢issage ‘Welcome’ appeared in a
number of different languages on the homepage,wlesite was only available in
English. Sinn Fein was also one of the few politficants to use video streaming on its
website. Both members and non-members could dowmideo footage of speeches
made by its leader, Gerry Adartf§.The Irish Republican Socialist Party was the only
other political front to use video streaming onwsebsite. The IRSP website enabled
Internet users to download video footage of arhIRepublican Easter commemoration

service!?®

Loyalist political fronts employed less sophistazht presentation methods on their
websites in comparison to the other political gartincluded in the study. For example,
the Progressive Unionist Party did not employ frayrsound or video streaming on its

website™° There were no clear menus for navigation, althotighpostal address and
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contact telephone number of the organisation wasrlgl displayed on the PUP
homepage. The Tullycarnet UPRG also maintained #@lyndext based website,
punctuated by pictures of its proposed developroémt local park>! In sum, although
Republican political fronts achieved higher thaerage scores, the study suggested that
both political fronts and political parties favostatic websites over sophisticated

presentation methods such as video streaming.
DISCUSSION:
Tactical frames

The study suggested that each Northern Irish palifparty, irrespective of its links to

terrorism, used tactical frames to articulate itsifpon on the peace process. Levin
(2005) asserts that social organisations use #gdti@mes to demonstrate to the public
that their master frame is the “best definitiortlod reality that society is facing” (p.85).
Northern Irish political parties used end-run, @nand incorporation frames on their
websites to express their opinions about the ppaamess. Constitutional political parties
such as the Ulster Unionist Party employed endframes to reach out to potential
supporters, claiming, “new considerations were sgag/ for decision-making” (p.86).

For example, the ‘Disarmament for Peace’ policywtoent called for the completion of

Provisional IRA decommissioning before the resiorat of the power-sharing

institutions. This reflected growing concern withime unionist community about the
Provisional IRA’s capacity to resume its terrogsimpaign. Loyalists and Republicans
who supported the Belfast Agreement used incorfmordtames, to “cut off support for

others by absorbing their values” (p.87). The Sien website referred to the equality
agenda traditionally associated with its rival, 8axial Democratic and Labour Party. On
the Loyalist side, the Progressive Unionist Padgdlits website to offer a new strand of
‘liberal’ unionism, moving into the middle groundhdlitionally associated with the Ulster

Unionist Party.
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The peace frame did not influence the framing ofNarthern Irish political parties.
Denial frames, which claim that the values of thieeo side are ‘invalid,” permeated the
websites of anti-Agreement unionists and dissideapublicans, albeit for different
reasons (p.86). While the Democratic Unionist Padgdemned the Belfast Agreement
for allowing ‘unreconstructed’ terrorist organigats into government, dissident
Republicans criticised Sinn Fein for abandonin@ised struggle. One interpretation of
these denial frames might be that it reflects th@mth in opposition to the Belfast
Agreement since 1998, particularly amongst the nistocommunity. Anti-Agreement
Unionists have used incidents such as the NortBamk robbery (December 2004) to
cast doubt upon the validity of the Provisional IRA&ommitment to exclusively peaceful
means:*? This has resonated with the unionist communitythwthe anti-Agreement
Democratic Unionist Party becoming the largest nisioparty after the Northern Ireland
Assembly elections (November 2033j.However, an alternative explanation might be
that the Internet has provided a platform for #&greement groups to choose their own
frames, one that was not available to them in #mod leading up to the Good Friday
Agreement. Essentially, the political opponentshef Belfast Agreement have remained
the same, with dissident Republicans and anti-Agesg unionists having opposed the
peace process since 1998. The media’'s adoptioheopeace frame in the late nineties
arguably left little space for these groups to eoibteir opposition to the Belfast
Agreement. The study suggests that these groupsussed their websites to choose their
own frames, free from the editorial constraintshaf mass media.

Online framing and public opinion
Online framing may only affect attitudes towards tfreace process if the master frame is
publicised heavily and resonates with the values lafrlge audience. As discussed earlier

in this chapter, the strength and prevalence afamé are critical determinants of its

ability to affect public opinion. Individuals favodrames that are consistent with their
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own values (Chong and Druckman, 2007:102). Campaigth greater resources will be

able to identify frames that appeal most to thelipubnd advertise these themes more
frequently than groups who project opposing frarfe$02). The study found that the

Internet provided political fronts, such as SinnnFand the Progressive Unionist Party,
with a space in which they could demonstrate tbemocratic credentials - irrespective
of their sincerity- to a potential global audiend®r example, Sinn Fein published

policies on its website that appealed not just &publicans but also to the broader
nationalist community. However, this online framihgs not created public support for
the master frame of Sinn Fein in and of itself. ifeat the Sinn Fein website holds a
mirror to its political activism and electoral sess in the offline world. The party has

achieved unprecedented electoral success by adoptlicies traditionally associated

with the Social Democratic and Labour Party, sushha equality agenda. Sinn Fein has
publicised these policies via a number of mediatf@las, including television,

newspapers, and the Internet.

The offline world also determines how the framespadd by anti-Agreement groups
affect public opinion. The Democratic Unionist B&tframing has become increasingly
influential, as it has achieved significant gainsonsecutive elections at the expense of
other pro-union political parties, such as the &Hsfinionist Party. In contrast, dissident
Republicans remain “politically marginalised, shoftweaponry and lacking in popular
support” (Tonge, 2004:678). Therefore, these graangsiably require a large audience
for their websites if their online framing is tofedt public opinion towards the peace
process, given their relative obscurity in the maeslia. Yet, this proposition is based
upon the assumption that these groups wish to dnflea public opinion using their
websites. These groups remain committed to theilitary’ campaigns to further their
political objectives, a strategy that inevitablynigs them into conflict with the majority
of public opinion. In contrast to Sinn Fein, they kot need to convince the public that
they are cultural democrats, nor seek to influgmdaic opinion using their websites and

the mass media. Therefore, dissident Republicanshbeaising their websites primarily
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for intra-group communication, rather than to gateesoft power amongst internet users
who have no links to their respective organisatidnssum, online frames reinforce
attitudes towards the Northern Irish peace prodeasjng marginalised political groups
outside the triangle of political communication ttivecludes the government, the media
and the public.

Information vs. Interaction

Northern Irish political parties use their websitesmodernise their bureaucracies, as
opposed to create a space for genuine politicdy@letion amongst its membership. This
was similar to the findings of previous studiesslsas the Gibson and Ward analysis of
Australian political party websites (2003). Gibsand Ward characterised the level of
web activity amongst Australian political parties ‘@atchy,” some parties lacking an

official web presence while other party websitegevbard to locate on the Internet
(p-152). The internet enabled Australian politigatties to “feed information to the mass
media, rather than rather than promote a “transparaterconnected and interactive

face” (p.152). In a similar vein to Australian past Northern Irish political parties used

their websites primarily for top-down political cominication and providing statements
to the mass media. The study found that most palitparties - irrespective of their

terrorist linkages - favoured face-to-face recreitinstrategies and traditional methods of
disseminating propaganda. Many political partieesehto remain anonymous on their
official website, directing potential supportersviods local constituency offices if they

wished to join the organisation. Although groupshsas the Socialist Workers Party did
provide Bulletin Boards on their websites, the gtpdoduced insufficient evidence to

suggest that minority political groups provide heglidegrees of interactivity online than

larger political parties do.

Several of the political fronts arguably had neerest in promoting political deliberation

on their websites. Political fronts such as thdyEalrnet Ulster Political Research Group
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do not compete in local or national elections, tetefore have no need to attract voters
on their websites. Moreover, the groups themsetvag not wish to interact with Internet
users. Dissident Republicans such as the 32 CoBaotsereignty Movement do not
support democracy nor possess internal democratictsres, as demonstrated by the
material posted on their websites. For example,3®eCSM rules out the adoption of
‘constitutional parliamentary sovereignty’ to achedts aims, as it might ‘alienate’ them
from the people on whose behalf they were orgagiSth The 32 CSM remains
committed to using armed struggle to achievingpit$itical objectives, setting itself in
opposition against the majority of public opiniohat favour the peace process.
Interaction with anonymous Internet users onlinghhicompromise the security of its
members, thus hindering the future military opewati of its respective terrorist
organisation. Instead, these groups use their ve=bdb issue statements to the
conventional mass media. Internet users are invitecdontact the organisation via
telephone to obtain information about membershiper@ll, Northern Irish political
groups use their websites for top-down communicatrather than encouraging
interaction between its members and internet users.

Organisational Linkage: Critical Multiplier Effect?

The cyberoptimist model suggests that small sute-gjeoups may experience a critical
multiplier effect in terms of their organisationi@hkage if they use information and
communication technologies (ICTs). The study ofstiational political parties online
provided limited evidence to support this propositiThere was no divergence between
the large and small parties in terms of the scogesived in this category. For example,
both the Green Party of Northern Ireland and theigddemocratic and Labour Party
shared the highest score in this category. DespgeGreens Party’s low media profile
and lack of electoral success, there was littlditi@rentiate between these two websites
in the analysis of their ‘links’ section. In add, the study found that political parties of

all sizes were likely to provide no links on theiebsites, with the Democratic Unionist
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Party and Alliance Party of Northern Ireland reagiwno score in this category.

Political fronts also demonstrated variable levefsorganisational linkage on their
websites. The study found that no evidence to stghat Loyalist political fronts were
using their websites to mobilise diaspora commasith North America, the Tullycarnet
UPRG providing no links whatsoever on its webdRepublican websites also achieved
relatively low scores in this category in companigo the constitutional political parties.
The Irish Republican Socialist Party proved exaepl, as it was the only political front
to provide links pointing towards the websitesrdgérnational terrorist organisations. One
interpretation of these results might be that thegeeips do not wish to publicise their
links to ethno-nationalist terrorist groups suchEaskadi ta Askatasuna. Political fronts
such as Sinn Fein have adopted frames on theiriteglthat suggest they are cultural
democrats rather than the propaganda wing of aristrrorganisation. The disclosure of
links to groups that remain engaged in politicallemce would seem to be at odds with
Sinn Fein’'s commitment to the peace process, patBnsouring relations with the
influential Irish-American lobby. Alternatively, é#se groups may be experiencing a
critical multiplier effect in terms of organisatianlinkage via other ‘less public’ aspects
of the Internet, such as email. This would allovesth groups to network with other
terrorists without the risk of compromising the ety of its members. In sum, the study
would appear to cast doubt upon the enabling peleraf information and
communication technologies, as detailed in the @yjténist model. None of the groups
appear to be experiencing a critical multipliereeff via their websites, although, this
conclusion is based upon the organisational linkhgeeach group is willing to disclose

on its website.

CONCLUSION

The study suggests that there is little to difféeta between terrorist-linked groups and

constitutional political parties in terms of welesiftunction and online framing. All
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Northern Irish political parties have yet to realibe potential of the Web as a tool for
organisational linkage and mobilisation. These pgsouse their website primarily for
disseminating information about their grass road$tipal activism to the mass media,
rather than encouraging interaction between Intarsers and the organisation itself. All
Northern Irish political parties, irrespective bktr links to terrorists, use tactical frames
online to define their position vis-a-vis the peacecess. Terrorist-linked parties such as
Sinn Fein use their web presence to define therasedg cultural democrats rather than
the propaganda machine of a terrorist organisafibemes such as equality and shared
responsibility permeate the websites of these growth little or no reference made to
their terrorist sponsors. This framing has an adent in the peace frame projected by
the mass media in the mid-nineties, which soughiuitd public support for a political
process that included the political representatiMekoyalist and Republican terrorists.
However, not all political parties subscribe to feace frame. Anti-Agreement Unionists
and dissident Republicans use their websites taclatthe peace process and its
supporters, albeit for different reasons. The Deamatar Unionist Party suggests that Sinn
Fein should be excluded from the power-sharingitirigins, as they are not fully
committed to using exclusively democratic meansatbieve their aims. Meanwhile,
dissident Republicans criticise Sinn Fein for alwmamidg Republican principles, believing
that armed struggle is still necessary to removiisBrtroops from the province. In
contrast to Sinn Fein, dissident Republicans dideak their links to terrorist
organisations on their websites. These denial fsamk only affect public opinion vis-a-
vis the peace process if they feature prominentiyheé mass media and resonate with the
values of a large audience. Yet, dissident Repaibticdo not rely solely on the soft
power generated by their websites to further tlodjectives. These groups use hard
power to terrorise a target population, perpetgafitrocities to maximise publicity for
their organisation and its goals. As such, they midke no effort to portray themselves
as cultural democrats on their websites. In sumoffline world determines not just the
content and audience for a Northern Irish politgaitty website, but also its likely effect

upon public opinion.
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Table 3.1: Northern Irish Political Parties, NI Agssbly Election (November 2003)

Political Party

Website

Alliance Party NI

http://www.allianceparty.org/

Conservative Party NI

http://www.conservativesni.com/main_main.htm

Democratic Unionist Party

http://www.dup.org.uk/

Green Party NI http://www.greens-in.org/tiki-index.php
Independent Labour Party N/A
NI Unionist Party N/A

NI Women'’s Coalition*

http://www.niwc.org/

Social Democratic Labour Party

http://www.sdlp.ie

Socialist Environmental Alliance

http://socialistmmnmentalalliance.org/cgi-

bin/seal/index.pl

Socialist Workers Party

http://www.swp.ie/html/home.htm

Ulster Unionist Party

http://www.uup.org/

United Kingdom Unionist Party*

http://www.ukup.org/

Workers Party

http://www.workers-party.org/wphome.htm

* Website no longer available (08/02/07).
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Table 3.2: Northern Irish terrorist organisationsl @olitical fronts

Terrorist Organisation

Political Front Organisation

Continuity Army Council

Republican Sinn Fein

Cumann na mBan

None

Fianna na hEireann

None

Irish National Liberation Army

Irish Republican Salist Party

Irish People’s Liberation Organisation None
Irish Republican Army Sinn Fein
Loyalist Volunteer Force None
Orange Volunteers None

Real Irish Republican Army

32 County Sovereignty Movement

Red Hand Commandos /

Ulster Volunteer Force

Progressive Unionist Party

Progressive Unionist Party

Red Hand Defenders

None

Saor Eire

None

Ulster Defence Association/

Ulster Freedom Fighters

Ulster Political Research Group

Ulster Political Research Group

Sources:Independent Monitoring Commissidfirst Report of thendependent Monitoring Commission

(2004); Conflict Archive on the Interndtpyalist and Republican Groups
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Table 3.3: Website registration data provided bytharn Irish political parties

Website Host Location of | Webmaster| Webmaster| Registered Telephone

Host Name Email Postal /Fax Number
Address Address

Alliance Party NI Firenet UK NIA NIA 1A 1A

Conservative Party NI Bargain Hosts UK NIA NIA NIA NIA

Democratic Unionist Direct IT UK NIA NIA 1A NIA

Party

Green Party NI Kontent Germany IA IA IA 1A

Irish Republican Socialist Network Solutions | USA NIA NIA 1A 1A

Party

NI Women'’s Coalition UTV Internet UK NIA NIA NIA NA

Progressive Unionist Global.Net UK 1A NIA NIA NIA

Party

Republican Sinn Fein IEDR Republic ofIA NIA NIA NIA
Ireland

Social Democratic IEDR Republic of | 1A NIA NIA NIA

Labour Party Ireland

Sinn Fein IEDR Republic of 1A NIA NIA NIA
Ireland

Socialist Environmental | Supanet UK NIA NIA 1A NIA

Alliance

Socialist Workers Party IEDR Republic ofIA NIA NIA NIA
Ireland

32 County Sovereignty | Netfirms Canada 1A 1A 1A 1A

Committee

Tullycarnet UPRG Hyperspace Canada NIA NIA NIA NIA

Ulster Unionist Party TIB UK NIA NIA 1A IA

Workers Party UTV Internet UK 1A 1A 1A 1A
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IA- Information Available

NIA- No Information Available

Table 3.4 Coding Scheme.

Interactivity

Email Newsletter- (1)

Bulletin Board/Chatroom - (1)
Correspondence Address (Postal) (1)
Telephone/Fax Number (1)

Email Webmaster (1)

Email Individual Members (1)
Donations (1)

Maximum Score Available : 7

Online Recruitment

Members Only Section- (1)

Full Membership Advertised (1)

Full Membership available (1)

Public Relations “paraphernalia” Available for Ddead (poster, placards) (1)

Maximum Score Available: 4

Organizational Linkage
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Solidarity Organisations/Websites- (1)

International Terrorist Organisations/Websites- (1)
Educational Websites (Universities, external neveslia) — (1)
Commercial/non-political Links- (1)

Number of Links >15 - (1)

Maximum Score Available: 5

Presentation

Graphics (1)

Frames (1)

Sound (1)

Videol/Live Streaming (1)

Pages available in PDF/alternative format- (1)

Maximum Score Available: 5
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Table.3.5. Organisational Linkage exhibited onadéli Northern Irish political websites

Website Solidarity International | Educational | Commercial/ Number | Score
Links Terrorist Links Non-Political of Links (/6)
Links Links (>15)
Alliance Party NI 0 0 0 0 0 0
Conservative Party NI 1 0 0 0 0 1
Democratic Unionist Party 0 0 0 0 0 0
Green Party NI 1 1 1 1 1 5
Irish Republican Socialist Party 1 1 0 1 1 4
NI Women'’s Coalition 0 0 0 0 0 0
Progressive Unionist Party 1 0 1 1 1 4
Republican Sinn Fein 1 0 0 1 0 2
Social Democratic Laboufr 1 1 1 1 1 5
Party
Sinn Fein 1 0 0 0 1 2
Socialist Environmental 0 0 0 0 0 0
Alliance
Socialist Workers Party 1 1 0 0 1 3
32 County Sovereignty 0 0 0 0 0 0
Movement
Tullycarnet  Ulster Political 0 0 0 0 0 0
Research Group
Ulster Unionist Party 0 0 1 0 1 2
United Kingdom Unionist Party 0 0 1 0 1 2
Workers Party 0 0 0 0 0 0
Mean 0.5 0.29 0.29 0.24 0.47 2.14
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Table.3.6. Interactive features available on dadfidlorthern Irish political websites

Website Email Bulletin Postal Telephone Email Email Resource Score

Newsletter Board Address [Fax Webmaster Members Solicitation

Number

Alliance Party NI 1 0 1 1 1 1 0 5
Conservative Party NI 0 0 1 0 0 0 1 2
Democratic Unionist 1 0 1 1 1 1 0 5
Party
Green Party NI 1 0 1 1 1 1 1 6
Irish Republican Socialist 1 1 1 1 1 0 1 6
Party
NI Women'’s Coalition 0 0 1 1 1 1 1 5
Progressive Unionist 0 0 1 1 1 1 0 4
Party
Republican Sinn Fein 1 1 1 1 1 0 0 5
Social Democratic 1 0 1 1 1 1 1 6
Labour Party
Sinn Fein 1 0 1 1 1 0 1 5
Socialist Environmental 1 0 1 1 1 1 1 6
Alliance
Socialist Workers Party 0 1 1 1 1 1 1 6
32 County Sovereignty 0 1 1 1 1 1 1 6
Movement
Tullycarnet Ulster 0 0 0 0 1 0 0 1
Political Research Group
Ulster Unionist Party 0 0 1 1 1 1 0 4
United Kingdom Unionist| 0 0 1 1 1 0 0 3
Party
Workers Party 0 0 1 1 1 1 0 4
Mean 0.47 0.24 0.94 0.88 0.94 0.65 0.53 4.65
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Table.3.7. Online recruitment resources of offitdakrthern Irish political websites

Website Members Full Full Membership Downloadable Public | Score

Only Membership Available via Online Relations Material

Section Advertised Application
Alliance Party NI 0 0 0 0 0
Conservative Party NI 0 1 0 0 1
Democratic Unionist Party 0 1 1 1 3
Green Party NI 1 1 1 1 4
Irish Republican Socialist Party 0 1 0 1 2
NI Women'’s Coalition 0 1 1 0 2
Progressive Unionist Party 0 1 0 0 1
Republican Sinn Fein 0 1 0 0 1
Social Democratic Labour Party 0 1 1 0 2
Sinn Fein 0 1 0 1 2
Socialist Environmental Alliance| 0 1 1 0 2
Socialist Workers Party 0 1 1 1 3
32 County Sovereignty 0 1 0 0 1
Movement
Mean 0.08 0.92 0.46 0.38 1.85
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Table.3.8. Presentation and delivery of officialrtern Irish political websites

Website Graphic§ Frames Sound Video Pages Available in Score
Streaming alternative format e.g.
PDF

Alliance Party NI 1 1 0 0 0 2
Conservative Party NI 1 1 0 0 1 3
Democratic Unionist Party 1 1 1 1 1 5
Green Party NI 1 1 0 0 1 3
Irish Republican Socialist Party 1 0 0 1 1 3
NI Women'’s Coalition 1 0 0 0 1 2
Progressive Unionist Party 1 0 0 0 1 2
Republican Sinn Fein 1 1 0 0 1 3
Social Democratic Labour Party 1 1 0 0 0 2
Sinn Fein 1 0 0 1 1 3
Socialist Environmental Alliance 1 0 1 1 1 4
Socialist Workers Party 1 0 0 0 1 2
32 County Sovereignty Movement 1 1 0 0 1 3
Tullycarnet Ulster Political Research Group 1 1 0 0 0 2
Ulster Unionist Party 1 1 0 0 1 3
United Kingdom Unionist Party 1 1 0 0 1 3
Workers Party 1 0 0 0 1 2
Mean 1.00 0.59 0.12 0.24 0.82 2.76
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Chapter 4: Googling Terrorism: How visible are Nern Irish terrorists on the Internet?

INTRODUCTION

The Internet enables Northern Irish terroristshoase their own frames and circumvent
the ideological refractions of the conventional snasedia. However, this framing may
only affect the attitudes of the public if the nesframe is publicised heavily and
resonates with the values of a large audiencehibahapter, the online audience for
Northern Irish terrorists will be discussed witlierence to data already available in the
public domain, such as Internet usage patterngf@danking systems used by Internet
search engines. Factors such as the number ohétteisers who use the Web for
political research will be included to determinee thotential audience available to
Northern Irish terrorists. As a majority of Intetnesers rely upon search engines for
information retrieval, visibility on search engihstings is invaluable to political actors
who wish to affect public opinion using their odiframes. Internet users are more likely
to click on links to the more ‘visible’ websites émternet search engines, such as those
listed on the first page of results generated lsgarch query. Factors that influence the
ranking of websites, including the sale of priorigtrieval to the highest bidder and
website linkage, will be analysed to determine rtipetential impact upon the audience
available to Northern Irish terrorists online. T$tedy suggests Northern Irish terrorists
are only visible on search engines if Internet sigalect the correct search terms. This
limits the audience for Northern Irish terrorists those Internet users who have prior
knowledge about the links between these organisaimd political fronts such as Sinn
Fein.

INTERNET USAGE PATTERNS: THE UNITED KINGDOM AND THBUNITED
STATES

In this section, the potential audience for Nonthkish terrorists will be examined using
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Internet usage patterns. The analysis presentedisnthesis suggests that the Internet
provides a space in which dissident Republicansuszntheir own frames to reject the
Good Friday Agreement (see chapter 3). For thamés to affect public opinion, groups
such as Republican Sinn Fein require a large nurabdénternet users to access their
websites. This is because people access the Ihiaraegualitatively different fashion to
the conventional mass media. Media ‘literacy’ iguably a universal good in advanced
industrialised nation-states. For example, telewmisis a low - cost public medium
available in virtually every household in advancediustrialized nation-states. In
addition, newspaper penetration in advanced in@dliged nations remains high. For
example, in Northern Ireland, almost two - thirdghe adult population read at least one
paid for newspaper on a daily basis (Wilson, 1997:In contrast, ICTs require a new
form of media literacy. Literacy comes with expade; the more familiar a person is
with ICTs, the more fluent they become (Locke, 19999). Existing evidence on
Internet usage in the United Kingdom and the Uni¢ates may provide some insight
into these issues.

Digital Divide and Internet Access

In order to explore the potential audience for Nerh Irish terrorist websites, one must
first determine who has access to the Internet.digiéal divide refers to the gap between
“those able to benefit from digital technology athbse who are not” (International
Telecommunication Union, 2007). Evidently, privaigzens are more likely to benefit
directly from digital technology if they have acse® the Internet. People can use the
Internet for a variety of activities, including gipng, research, political activism, or the
pursuit of hobbies and interests. The indicaticestlat Internet consumption is growing
rapidly across the globe, as more people begirséothie Internet on a regular basis. In
January 2007, there were more Internet users (38®mp in Asia than in any other
continent. Research also indicates that there @@maillion Internet users in Africa and
19 million in the Middle East during this periochigrnet World Statistics, 2007). Europe
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and in particular North America have taken a ‘sgrtemad in realising digital opportunity’
(International Telecommunication Union, 2007). Despaving only 5.1 percent of the
world’s population, North America provides 21.5 gt of the total number of Internet
users worldwide. Meanwhile, Internet penetration Africa remains low, with an
estimated 3.5 percent of its population having sed® the Internet. Although 14.2
percent of the world’s population lives in Africa,provides only 3 percent of the total
number of Internet users worldwide (Internet WdBttistics, 2007). This First World
hegemony is reflected in the predominance of Ehglis the vernacular of cyberspace.
This suggests that so-called ‘fourth-generatiomtdgare being denied to developing
countries, for whom English is not the common tanglhese rights include the right to
information and the right to communicate (CountiEarope, 1997:39). However, Africa
has seen a 635.8 percent growth in Internet consompetween 2000 and 2007, as
broadband services become available in countrieh @as Ghana (Internet World
Statistics, 2007). The digital divide between thes?MNorth America and Europe] and

Africa may narrow if this rate of growth continues.

The digital divide affects all nation-states, ipestive of their prosperity and the
available digital infrastructure. In the United 8& an estimated 27 percent of people
have never accessed the Internet (Madden, 20084danwhile, 36 percent of Britons
claim to have never used the Internet (ShepherdBapsion, 2007:8). There is little to
differentiate between men and women in terms oir thee of the Internet in these
countries. The Oxford Internet Survey (2005) fouhdt 63 percent of men and 57
percent of women claimed to have used the Int¢PieGennaro and Dutton, 2006: 301).
The socio-economic profile of Internet users presidjreater insight into the digital
divide within advanced industrialised nation-statEsr example, only 40 percent of
adults in the United States who have less thargla $thool education claim to use the
Internet, compared to 64 percent of adults withigh Ischool education (Madden, 2006:
3). Research from the United Kingdom shows a smutarelation between educational

attainment and Internet use. An estimated 88 percgnpeople with a degree
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qualification, or higher, use the Internet in thaitdd Kingdom. The same study
suggested that only 22 percent of Britons with nelifjcations use the Internet
(Shepherd and Bryson, 2007:13).

Annual income and age also influence whether peopéethe Internet. The wealthiest
households in both countries are more likely toohine than the poorest households.
For example, 80 percent of American households waitimual income of between
$30,000 and $50,000 per year are online, in corapario 53 percent of households with
income less than $30,000 (Madden, 2006:3). Inteuset varies significantly across
different age groups in these countries. While 8&@nt of 18-29 year olds in the United
States use the Internet, only 32 percent of thgse aver 65 go online (Madden, 2006:
3). Children and young people are also more likelige Internet users than old people in
the United Kingdom are. A recent study suggesteat 84 percent of people aged
between 16 and 24 years old use the Internet,mmpeadason to 15 percent of those aged
65 and over (Shepherd and Bryson, 2007:12). Ovyetalould appear that the online
audience for Loyalists and Republicans is likelyctone from Europe, North America,
and Asia, given their high rates of Internet pest&in. These Internet users are more
likely to be educated to at least high school lewadalthy, and aged less than 25 years
old. However, it is conceivable that these groupghirattract support from Internet users
who do not match this profile, depending on whatpgbe search for online.

Internet usage patterns

The online audience available to Northern Irishhaests is diffuse, as people use the
Internet as a private viewing box (Noveck, 1999). 3®yalist and Republicans might
seek to mobilise support from the United Kingdomweell as diaspora communities in
the United States (see chapter 3). Internet usatierps within both states suggest that
the online audience may be limited to those Inteusers who are familiar with Loyalism

and Republicanism in the offline world. This is hese people invariably use
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information and communication technologies (ICTs)aastimulus for ‘pursuing existing
interests’ rather than creating new interests ($elwsorard, and Furlong, 2005: 13).
Americans and Britons are most likely to check ttegnail when they use the Internet.
For example, 92 percent of Internet users in thigddrKingdom used the Internet for this
purpose in a recent survey (Di Gennaro and Du26A6: 303). The next most common
online activity was looking up information aboubgucts and services, while 61 percent
of respondents reported that they used the Intémédok for information on current
affairs (p.303). Only one in five Britons went amdi to obtain political information,
suggesting that the potential for enhancing pealitiengagement using the Internet
remains unfulfilled (p.307). Moreover, people thetaes perceive that the Internet is a
means for pursuing their private interests, rathan a tool for political engagement and
education. This was illustrated by the share oinenlAmericans who claim that the
Internet had greatly improved the way they pur$iegr thobbies and interests, rising from
20 percent in 2000 to 33 percent in 2005 (Madd@f62). Some commentators suggest
that this is evidence that the Internet may nop hggnerate social capital in liberal
democracies, as was suggested in the cyberoptmustel. Shah, Kwak and Holbert
(2001) assert that recreational uses of the Intenag “erode individual level production
of social capital, as these activities are gengirbcial or anonymous but foster a sense

of social interaction” (p.144).

Loyalists and Republicans may be able to reachbeubnd their grass roots support to
young people who use the Internet for research.ngopeople, who are under-
represented in ‘offline’ politics, appear more likedo engage in politics online (Di

Gennaro and Dutton, 2006: 306). In addition, appnaxely 58 percent of people aged
between 16 and 24 use the Internet to find infoionator their studies (Madden, 2006:
48). Young people who study the Northern Irish Ubtes’ may reference online sources,
such as the websites of Loyalists and Republicditiqgad fronts, in their assignments.

Owens (2006) suggests that young people in theedr$tates have a high level of trust

in Internet sources and produce political contenine that has influenced mainstream
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media reports (p.35). This suggests that young Ipeajno access the websites of
Loyalist and Republican may accept their onlinenirey unconditionally. However, only
a minority of young people will turn to the Intetrfer political information or the latest
news stories. The Pew Media Consumption surveygpP80ggests that only 25 percent
of Americans aged between 18 and 25 will go onlioefollow news stories (Pew
Research Center for the People and the Press, 200.7The survey respondents were

more likely to follow news stories television nearsin a newspaper.

Nevertheless, Internet news consumers may be at@téarget audience for Loyalist
and Republicans. Recent studies suggest that paoplencreasingly likely to use the
Internet for their political news sources. For ep&ndata gathered from two recent US
mid-term elections showed that the Internet newBemee had more than doubled, from
7 percent in 2002 to 15 percent in 2006 (Fallove§721). Yet, Internet news consumers
may choose to access the same news sources thexposl in the offline world. The Pew
Media Consumption Survey found that 20 percent edpte who get political news
online use the websites of international news medganisations, with a further 25
percent favouring state and local government webgiFallows, 2007:6). Nonetheless,
the survey did find that 25 percent of Internet s@ensumers would visit issue-oriented
websites for an alternative viewpoint on a breakiews story (p.6). Conceivably, these
people might access the websites of ‘primary dedihsuch as Loyalist and Republican
political fronts, to follow a news event involvirige group in question (Negrine, 1994:
127). This news event would presumably be publitiBest in the conventional mass
media, prompting people to seek this informationthe first place. In other words,
Loyalist and Republican websites may attract maorterhet news consumers if their
subjects receive the ‘oxygen of publicity’ from tbenventional mass media. In sum,
there does appear to be an online audience forlisbyand Republicans websites, one
that does not consist solely of supporters and syingtic diaspora communities. This
audience may be receptive to the framing of Loyalisd Republican political fronts if

they broadly agree with the values on their websitelnternet news consumers have no
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prior knowledge of the ‘Troubles,’ it is imperatit@ Loyalist and Republicans that their
websites are accessible on the Internet. In pédaticinternet users should be able to see
these websites on search engines when looking nimrmation on their respective

organisations.

SEARCH ENGINES: ROLE IN COMPUTER-MEDIATED COMMUNICRON

The online audience for Northern Irish terroristayndepend upon the visibility of their
websites on Internet search engines. In this seci@ role of Internet search engines in
computer-mediated communication will be discus$atgrnet search engines can be best
characterised as ‘digital librarians,” as opposethe ‘gatekeepers’ that are employed in
the conventional mass media. Internet search esgmiex websites, having little or no
direct influence on the tone and content of the siteb in question. Nevertheless, the
order of websites within a particular search englimectory is comparable to decisions
made by editorial staff in the news media. Editoase to deliberate over which stories
are worthy of greater coverage in conventional mguoducts, such as television news
bulletins or newspapers. On the one hand, they bawnsure that large numbers of
media consumers access their products, particulign advertising revenues are
critical to the sustenance of their respective migations. Advertisers are only likely to
invest in media organisations that provide largenlbers of readers or viewers that are
able to purchase their products (Negrine, 1994: @n) the other hand, editors have to
make the decision to drop news stories, as they liaite resources and space with

which to give equal coverage to all events thatioedgthin their jurisdiction.

In a similar vein to the mass media, Internet deamcgines are unable to give equal
attention to the millions of websites containedheir respective directories, nor index all
of the websites available on the Internet. Oneystudjgested that all of the major search
engines combined only covered 16 percent of tred tatmber of ‘indexable’ websites on

the Internet (Bar-llan, 1999:1). Consequently, Ioyue of their criteria used to index a
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website and their popularity with Internet useesrsh engines direct web traffic towards

certain websites rather than others on the Web.

Internet users, whether expert or non-expert, tmehfortable using Internet search
engines as navigational ‘tools’ on the Interneteyiarely know the exact Universal
Resource Locator (URL) of a website, typically emg ‘keywords’ into search engines
to locate information relevant to their area otnest. Studies suggest that as much as 90
percent of all traffic on the Internet comes dileétom search engines (Submit Corner,
2004). For example, Internet users across the gpbad a total of 13 million hours per
month interacting with the Google search enginaaliNtoulas, Cho, and Olson, 2004:
1). Furthermore, Internet users are unlikely tcklbeyond the first 25 results generated
by a particular search query. Similar to the contémewspapers, the most visible items
are likely to receive more ‘hits’ than those siathbn the third or fourth page of links
generated by a search term. This suggests thathseagines can influence the choices of
Internet users in terms of which websites they s&de order to pursue their private
interests. Overall, the popularity of search engisggests that the Internet enables new
forms of ‘mediated interaction,” as opposed to ‘Unemediated’ interaction that might
benefit those who receive minimal coverage in tbeventional mass media (Wouters
and Gerbec, 2003: 4). The creation of a websitengil necessarily lead to greater levels
of popular recognition for actors that lack a Visilpresence in the conventional mass
media. Conversely, visibility on Internet searchgiers appears to be equally as
important as visibility in the conventional massdiae The websites of publicity-starved
sub-state actors must consistently appear in tpe2f results generated by search

engines, if they are to achieve a high degreesibiity online.

HOW DO SEARCH ENGINES WORK?
‘Googlearchy’

In this section, the factors that determine whethesebsite is ‘visible’ on Internet search

115



engines are analysed. Internet search enginestdehave like ‘objective, well informed

librarians’ (Gerhart, 1994: 3). Instead, each imtiral search engine has a set of
protocols that determine whether a website is ohetlin its directory and its position vis-
a-vis other indexed websites. There is little sf@dnformation available on these

protocols, also known as ‘algorithms.” This is hesm the companies behind Internet
search engines are reluctant to disclose informagiglaining how they rank websites to
their competitors. Internet search engines competeonly to secure the patronage of
Internet users but also to accrue revenue from eoimp wishing to place advertisements

on their websites.

Google remain the only search engine company te Ipablished details of how they
rank websites in their directory. The original Gleoglgorithm ‘ranks’ a website in its
directory through an assessment of the links pogniowards it, and an assessment of the
‘standing’ of these linking pages themselves (Tladlw2001: 3). Google equates a link
from one website to another as an endorsement df lebsites, attributing an
undisclosed value to each website (Walker, 2002F8) a website to receive a high
ranking in the Google search engine, it clearly sp&y reciprocate links with other
websites, regardless of whether they share sirthiames. This phenomenon, whereby
the most heavily linked websites received the hsgihenking in the Google directory, is
also known as Googlearchy (Hindman, Tsioutliklisgd ohnson, 2003). It would appear
to militate against the cyber-optimist conceptioh the Internet as a political
communication device open to all sections of sgciéts small sub-state actors are
unlikely to have large numbers of supporters, theyunlikely to reciprocate links with
large number of actors online. Therefore, the websif these actors are likely to be less
‘visible’ on search engines than the sites of esiteaty linked organisations, such as

government agencies, research institutes, and metlets (Gerhart, 1994: 22).
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Updating Frequencies

Wouters, Helsten & Leydesdorff (2004) characteristernet search engines as the
‘clocks’ of cyberspace, representing the updatiregidency of both the Web and the
underlying Internet (p.15). The maintenance of deagngine directories reflects the
closure of websites, changes to the search endgoeitams, and the extent to which
‘old’ pages remain in their databases (p.17). heesearch engines use a combination of
automated website crawlers (or ‘spiders’) and hureditors to index websites and
update their directories. On the one hand, dirgcs@arch engines, such as DMOZ

(www.dmoz.org, employ as many as 50,000 human editors to deeidgher a website

should be included in their database and how itilshbe ranked in comparison to other
sites (Search Engine Yearbook, 2003). On the dthed, the majority of commercial
Internet search engines use browser like progrhkes'spiders,’ to follow the links from

one website to another, indexing everything thay tind.

Both human editors and automated web crawlers fookthe same information on
websites before deciding whether, or invariably rehehey are to be included within
their respective directories. Meta tags, containinigrmation like the name of the
webmaster and which ‘keywords’ best describe theterd of the website, are used to
determine whether a site should be indexed by &srrat search engine (Webopedia,
2004). In this respect, Meta tags arguably perfarsimilar function to the ‘headlines’
deployed by conventional news media organisatiori®obst public consumption of their
products. The Meta tag description is critical ete¥mining how high a website will be
‘ranked’ in the results generated by ‘keyword’ sbas on search engines. Meta tags
present the content of a website - in no more g&6characters — in an effort to attract
the attention of both human editors and automatetd wrawlers (Softsteel Solutions,
2003).

Internet users are more likely to access webshes are visible on Internet search

117



engines, defined in this chapter as websites #attife in the top 25 results generated in
response to a particular search query. Yet, thbilig of websites is also subject to the

constant updating of Internet search engine diresstolnternet search engines have to
update their databases constantly due to the higioter of websites on the Internet, an
estimated 80 percent of websites available todaito be inaccessible after one year
(Ntoulas, Cho, and Olson, 2004:2). Companies swclYahog and even the market

leader, Google, do not have the resources to iatleavailable websites on the Internet,
or to trawl through these websites in order to gaieea list of results in response to a
search query. The implication for marginalised stdie political actors would appear
stark. Failure to achieve a ‘high’ search engim&irag will inevitably lead to these actors

remaining anonymous on the Internet, in effecticaging the paucity of coverage they
receive in the conventional mass media. Consegyewigbmasters that seek greater
visibility online must market their websites ataget audience that not only includes

Internet users, but also search engines.
DO SEARCH ENGINES ‘SUPPRESS’ INFORMATION ON THE IERNET?

In this section, the proposition that search ergexively ‘suppress’ information on the
Internet is analysed. As discussed earlier, seamgimes are more likely to direct Internet
users towards the websites of extensively linkeghwisations than peripheral sub-state
actors. Some analysts suggest that there may beltamative explanation for
controversial websites not featuring in the topr2sults generated by Internet search
engines. Internet search engines may filter infoilonawith reference to many of the
norms that inform the behaviour of the conventianaks media. The four media models
[the authoritarian, libertarian, social respon#ijpil and soviet models respectively]
permit government censorship of the conventionatsmaedia because a story might
endanger national security, defame character, tendfpublic ‘decency®® Recent
studies suggest that these norms also influencediberial process within Internet search

engines, particularly in the omission of controvedre/ebsites from certain search engine
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directories. Zittrain and Edelman (2005) compatwesl availability of white supremacist
websites on the French and German Gogpgl¢als, google.fr, andoogle.de The study
concluded that 113 websites, such as ‘Stormfrontit&VHiPride World Wide’

(www.crusader.nét could not be located on both the French and @errersions of

Google despite being listed on google.com (Zittrain ardklEhan, 2005). Government
legislation forced Google to remove these websitem their French and German
portals. In December 2000, the German Supreme (berBundesgerichtshof, had ruled
that German laws against neo-Nazi propaganda wappdy to websites maintained by

both German citizens and foreign nationals (Bod2003: 266).

There is also some evidence to suggest that m@liictors may use legal sanctions to
remove controversial websites from Internet sea¥nlyine directories. In 2002, the
Church of Scientology forced Google to remove kgfees to websites that were critical
of its religion. The Scientologists lobbied for tmemoval of these websites with
reference to the US Digital Millennium Copyright tA¢1998), as they contained
‘copyrighted material’ (Zittrain and Edelman, 200Blpwever, groups that lobby for the
removal of websites are powerless to prohibit fsngmission on the Internet, as
webmasters are able register their domains in ofiaion-states. For example, the
Chinese Ministry of Information has forced searcigiees such as Googte remove
politically sensitive material from their directes. Thus, if an Internet user searches for

information about Falun Gong on Google’s Chinesggbdgwww.google.cip they will be

directed towards government websites rather thdmsies that express support for the
Falun Gond>® However, if an Internet user accesses another Bqugtal, such as
google.co.uk, they will be directed towards welssiteat are maintained by practitioners

of these meditation exercisE¥.
Yet, the norms of the libertarian media model miap aontribute to the predominance of

‘more of the same’ organisational websites on h#esearch engine directories. In the

conventional mass media, advertising revenue avatprinvestment are critical to the

119



longevity of media organisations, particularly ihetUnited States. Internet search
engines also maintain their financial self-suffiag through the sale of advertising space
on their respective web portals. Search enginks,dieocitieshave even sold ‘priority

retrieval’ to companies, placing their websitestfin the results generated by a relevant
guery. (Noveck, 2000: 24). This is often invisilite Internet users who use these web
portals, as both private companies and search esgane reluctant to disclose this
information to the public. As small sub-state astare unlikely to be able to afford

priority retrieval, they are likely to be less Wik on search engine directories than the

websites of large media companies.

The filtering of information by search engines lm@aplications for those Internet users
who wish to research controversial political issoasthe Internet. Some commentators
suggest that Internet search engines reward ‘nioiteecsame’ organisational websites at
the expense of less popular content. Gerhart (1894@rts that ‘controversy- revealing’
websites are only visible in search engine resthiteugh a combination of the right
search ‘query’ and offline experience of the retgvsubject (p.22). Internet users who
lack background knowledge of a controversial paditiissue are increasingly likely to
turn to Internet search engines for links to wedssiof interest. As discussed above,
Internet search engines are likely to direct thiesernet users towards the websites of
extensively - linked organisations, many of whoruéenthe capacity to purchase ‘priority
retrieval.” Therefore, the predominance of ‘moretltd same’ organisations on Internet
search engines reduces the ‘visibility’ of ‘conteosy — revealing’ websites online. If the
Internet user is not familiar with the actor behadontroversial website, they are likely
to turn to the most ‘visible’ websites on Intersetrch engines. These websites are likely
to be those of media organisations, which domittaefirst page of results generated by

their query.

The algorithms of the major commercial search esgjirmrguably perpetuate the

suppression of ‘controversy — revealing’ websiteghe Internet. If these websites do not
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receive a large number of ‘hits’ from Internet sevho lack relevant background
knowledge of their subject, they are likely to r@ma minority interest online.
Consequently, webmasters that publish controveogigions on their websites are likely
to be communicating with people who share theiwsgieas opposed to a potential global
audience with no preconception of their particutabject. In sum, Internet search
engines filter information with reference to sonfiehe norms of the mass media models.
Extensively - linked organisations are likely topptate the top 25 results generated by
most search queries, often at the expense of @eersy - revealing’ websites. These
organisations are more visible on search engineause a higher volume of web traffic
passes through their websites, and, in some dasesuse they have paid companies like

Geocities to ensure a high search engine ranking.

NORTHERN IRISH TERRORISTS AND INTERNET SEARCH ENGHS

In this section, the potential online audienceNaorthern Irish terrorists is analysed with
reference to the visibility of their websites oras®# engines. Internet news consumers
and young people might use the Internet to lookiniprmation about Northern lIrish
terrorists, particularly if they are following awse event or studying the Northern Irish
conflict. This study, conducted in 2004 and 200&neined whether these Internet users
would be directed towards the websites of NortHaeh terrorists if they used Internet
search engines to locate this information. ThenenAudience available to Republicans
was expected to be much larger than that avaikableyalists, as their websites would
be more visible to Internet users on search endireetories. Republican terrorists and
their supporters would receive a higher search nenganking than their Loyalist
equivalents, as they provide more links on theibsite and receive more web traffic due
to their higher international profile (see chap8r In addition, the study tested the
hypothesis that ‘more of the same’ organisationabsites would dominate the search
results generated by a variety of Loyalist and Répan keyword searches. It was

anticipated that websites that expressed suppoflidothern Irish terrorist organisations
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would be vastly under-represented in the top 2hlt®generated by related search
gueries. Media organisations, with their greatdume of Internet traffic and the ability
to purchase priority retrieval from search engineste expected to feature prominently

in the results generated by Loyalist and Republgearch queries.

SAMPLE

The sample selected for the study consisted of feading Internet search engines,

namely DMOZ (www.dmoz.org), Google (www.google.d9,uMSN (www.msn.co.uk),

and Yahoo (www.yahoo.co.ukThe British versions of Google, MSN, and Yahoerev

utilised for the study as they included resultarfrtheir global directories. During the
period of data collection, they were also the miegularly used Internet search engines
across the globE® The three commercial search engines were incltmléest the rule of
‘Googlearchy.” As discussed earlier, search engsue as Google rank websites within
its directory in accordance with the volume of weeaffic that passes through each
website. Therefore, the study was designed totheshypothesis that extensively linked
organisations would populate the top 25 resultsegged by these search engines, as
opposed to ‘controversy-revealing’ websites, likeose that expressed support for

Northern Irish terrorists. The DMOZearch engine (www.DMOZ.oygvas also included

in the study to reflect the new generation of deaegines based entirely upon human
editorial, rather than automated Web crawlers. €quently, the DMOZ search engine
was expected to return more links to websites ¢batd be characterised as either ‘pro-
Loyalist’ or ‘pro-Republican’ than the other seamigines included in the study. Human
editors would presumably be less likely to proviis to websites that had nothing to

do with the terrorist organisations under analysis.

RESEARCH DESIGN

A series of keyword searches were conducted usiegdur Internet search engines in
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October 2004. The names of the 14 Northern Iristotist organisations, proscribed
under anti-terrorist legislation such as the Pr&wanof Terrorism Act (1984), were
entered into the basic search facility of the foniernet search engines (See Table 4.1).
Two ideological descriptions, ‘Ulster Loyalist’ afidsh Republican,” were also entered
into the basic search facility of the four seardgiees. These phrases were selected as
they were commonly used to describe the ideologioaltion of Northern Irish terrorist
organisations, as illustrated by the names of #heprbscribed terrorist groups under
review. It was anticipated that webmasters who guted ’'pro-Loyalist’ or ‘pro-
Republican’ propaganda on the Internet would ussdtwords, or the name of one of the
proscribed terrorist organisations, in the Meta d&gcriptions of their websites. The
number of links generated by each individual seajubry was recorded for further
analysis. These statistics provided a rudimentaeyhod of comparing the number of
websites whose Meta tags resembled Loyalist andilitiepn keywords.

[Table 4.1 here]

Searches were conducted using the two ideologiestrgptions and two terrorist group

names, the Irish Republican Army and the Ulsteruditder Force. These groups were
selected on the basis that they were two of thet me8 known terrorist groups in the

region. As such, it was anticipated that there @wda¢ numerous websites dedicated to
these groups on the Web. The search results weneatialysed to determine whether the
most ‘visible’ websites belonged to organisatidmat tsupported Northern Irish terrorists.
The top 25 results of these keyword searches weakysed as they were considered the
results that most closely resembled the searchstemtered in the respective Internet
search engines. The websites that featured in @sesults were then classified as one
of eight categories (See Table 4.2). During theiopgeof analysis, none of the 14

proscribed Northern Irish terrorist groups mainggiran official web presence under that
particular name. Therefore, the category of offievabsite was designed to include the
websites of Loyalist and Republican political frenh the study (see chapter 3). For

example, the Sinn Fein and Progressive UnionistyPaebsites were considered
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‘official’ Republican and Loyalist websites withfegence to the First Report of the
Independent Monitoring Commission (see chapter T3)e category of ‘solidarity’
websites referred to those websites that existedystm provide support for Loyalist or
Republican terrorist groups. This support couldetakany forms, including soliciting
resources for paramilitary prisoners or issuingoppganda in favour of one of the terrorist

groups under analysis.

[Table 4.2 here]

The other six categories incorporated websitesditahot express support for Loyalist or
Republican terrorist organisations. Personal webgagnd blogs were defined as
websites maintained by individual Internet usersexpress opinions on a variety of
issues, such as terrorism. Although many ‘bloggexgressed opinions on Northern Irish
terrorists, personal webpages were not considerée tsolidarity’ websites dedicated to
the terrorist groups under analysis. It was amdit@g that these websites were set up to
record the opinions of their respective authomhenrathan just issue propaganda in favour
of Northern Irish terrorist organisations. It waspected that ‘pro-Loyalist’ and ‘pro-
Republican’ webmasters might use their websitesriticise the activities of their
opponents. Many of these websites might use waeiddimg to their opponents in their
Meta tag descriptions, thus making their websiistke in results generated by searches
conducted using the names of their rivals. Thus,'@pposition Website’ category was
created to incorporate ‘Republican’ websites indhalysis of Loyalist keyword searches

and vice versa.

The next three categories were designed to teseénleart hypothesis, namely that ‘more

of the same’ organisational websites dominate beamgine results at the expense of less
popular websites. The websites of research inefifigxternal mass media organisations,
and government agencies were all expected to ®degh search engine ratings due to

the rule of ‘Googlearchy.’” It was anticipated thrasearch institutes and government
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agencies, that analysed the Northern Irish confiebuld use keyword Meta tag
descriptions on their sites that were similar te keyword searches used in the study.
External news media organisations, who reportedthen activities of Northern Irish
terrorists in newspaper, radio, and television faisn were expected to replicate this
coverage on their websites. The category of ‘Othas used to describe websites that
did not comment specifically on contemporary Nomhikeish terrorist organisations. This
category included websites that promoted culturapeats of Loyalism and
Republicanism but offered no overtly political aysa of contemporary Northern Irish
terrorist organisations. It also included websttest did not explicitly refer to Northern
Ireland, but had Meta tags that were similar to kbgword searches used in the study.
For example, websites dedicated to the Irish lagguar Orange flute bands were
considered cultural rather than political projecioof the two traditions in Northern

Ireland.

The data was entered into SPSS for Windows anduérezy tables were created to
provide a breakdown of the top 25 results by websittegory. Inferential statistics were
not used to analyse the data due to doubts ovesuitability of using Internet search
engines for creating data sets. It was anticiptatithe stability of results could not be
guaranteed, as the behaviour of search enginesdacinsparency. As discussed in this
chapter, the algorithms behind search engines asichoogle are invariably shrouded in
secrecy (Thelwall, 2001:12). The top 25 resultsl¢mary from one day to another due
to the updating frequency of each individual seabine, prompted by the high birth
and death rates of websites on the Internet. Argbpbase of data collection in October
2005 was intended to allow a comparison of the rij@see statistics over a period of a
year, but these comparisons were illustrative @mlgt no generalisations could be made
based upon them.
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RESULTS

Descriptive Statistics

The study found that there were more results géeeeray searches conducted using
‘Irish Republican’ than ‘Ulster Loyalist’ (See Tabdl.3). As expected, the DMOZ search
engine produced the fewest number of search resltt®ugh they appeared more stable
as there was minimal deviation between the two ghas$ data collection, particularly in

the ‘Irish Republican’ keyword search. The othesatiptive statistics appeared to

illustrate the problem of stability in using searehgines to construct data sets. There
were some notable differences in the number otche@sults returned by the other three
search engines. For example, the mean score farutmber of results generated by the
‘Ulster Loyalist’ search rose from 32611.8 to 21693 between the two phases of data

collection.

[Table 4.3 here]

Searches conducted using terrorist group names calsb doubt over the stability of
results generated by search engines. The DMOZlseagine again produced the fewest
number of links in response to searches conducsat) the names of Northern Irish
terrorist groups. Searches conducted using nanwsasithe Continuity Army Council
generated no links on the DMOZ search engine (Sée1.4). Similar to the ideological
descriptions, the mean scores across all four Beargines for Republican group names
varied greatly between the two phases of data at@le For example, searches
conducted using ‘Saor Eire’ produced mean score®éf75 and 4681.25 in phases one

and two respectively.

[Table 4.4 here]
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Searches conducted using Loyalist terrorist groames generated a larger number of
links than their Republican counterparts did (Saebl& 4.5). The search conducted using
‘Orange Volunteers’ received the highest mean socofgoth phases of data collection.
However, searches conducted using Loyalist tetrgtiseup names also showed wide
variations between the two periods as data cotlectror example, searches conducted
using ‘Ulster Freedom Fighters’ produced mean scofe8655.25 and 52864.75 in the

two phases of data collection.

[Table 4.5 here]

Analysis of search engine results using websitegmates.

Irish Republican

The analysis of the type of websites generatedchbyideological descriptions suggested
that Republican political fronts were more visilole search engines than their Loyalist
counterparts were. For example, while the Irish tddéipan Socialist Party featured
prominently in the Republican search engines restiie Ulster Political Research Group
was conspicuous by its absence from the Loyalmilt® Overall, the majority of links
generated by the ‘Irish Republican’ search poirttegards ‘pro-Republican’ websites
(See Table 4.6). There was a high degree of coameggbetween the four search engines
in terms of the results generated by this query. &@ample, all four search engines

provided links pointing towards the Ireland’s Owrehsite (www.irelandsown.net

Furthermore, the majority of websites generated thigg search query could be
characterised as either ‘pro-Republican’ or ‘moféhe same’ organisational websites,
all of which provided analysis of Republican tersbgroups. A low percentage of links
generated by the four search engines pointed temasbsites that offered no political
analysis of the Northern Irish conflict. In additidhere were no Loyalist websites visible

in the results generated by the ‘Irish Republicarery.
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[Table 4.6 here]
Ulster Loyalist
The majority of links generated by the ‘Ulster Lbgt search pointed towards websites

that were supportive of Loyalist terrorist orgatisas (See Table 4.7). Loyalist solidarity

websites, such as Swansea Loyal (www.swansealoyal)cfeatured prominently in the

results generated by all four search engines. Tindysalso found that there were no
Republican websites visible in the results gendrbtethe ‘Ulster Loyalist’ search query.
In addition, a significant number of links pointéalvards the websites of actors that
appeared to have no direct affiliation with Loyalisrrorists. For example, the personal
webpage of Philip Johnston (www.philipjohnston.cdegtured prominently in the study,
presumably because of one article he had publishelis website that referred to the
Northern Irish conflict. Overall, the study suggesthat Internet users would be more
likely to reach’ pro-Republican’ websites than ‘ptoyalist’ websites if they used

ideological descriptions as search terms.

[Table 4.7 here]

Terrorist Group Name

Irish Republican Army

Searches conducted using the ‘Irish Republican Areearch query generated fewer
links to ‘pro-Republican’ websites than those caridd using the ideological
description, ‘Irish Republican’ (See Table 4.8).wéwer, the percentage of ‘official’

terrorist organisation websites generated by ttegchequery was distorted by a very

small DMOZ sample. As expected, the DMOZ searchrengeturned fewer links than
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the other Internet search engines, the ‘lrish Repal Army’ search generating a
maximum of 16 links in both phases of data coltattiNevertheless, few links generated

by the other search engines pointed towards thesitesbof Republican political fronts,

such as Sinn Fein (www.sinnfeir).id=or example, the Google search engine sample did
not provide any links to official Republican orgsations during both phases of data

collection.

[Table 4.8 here]

Republican  solidarity  websites, like the Irish Reljman Movement
(www.members.lycos.co.uk/taaraanois), were slightbre visible in these search results
than Republican political fronts. Contrary to timgial hypothesis, the majority of links
generated by DMOZ did not point towards websitest tivere ‘pro-Republican.” The
DMOZ search engine was more likely to provide links pogntowards the websites of

external media organisations, such as the Britishoafcasting Corporation

(www.bbc.co.uk, than those of ‘pro-Republican’ actors. Overgile majority of links
within each search engine sample pointed towarelsvebsites of research institutes, or
those that offered no political analysis of Northé&tsh terrorist groups. For example, the

MSN search engine generated links to websites sash Anagram Genius

(www.anagramgenius.cgnin response to this search. Furthermore, Loyalisteived
greater representation on the results generatadivgearch, in comparison to the results
generated by the ‘Irish Republican’ search. Both MEN and Yahoosearch engines
pointed Internet users seeking information on thshl| Republican Army towards

Loyalist solidarity websites.

Ulster Volunteer Force

Searches conducted using the ‘Ulster Volunteer &¥ogtiery generated fewer links

towards the websites of Loyalist political fronteah the ‘Ulster Loyalist’ search (See
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Table 4.9). Only the DMOZ search engine generatdohlkathat pointed towards an
official Loyalist organisation, namely the websité the Progressive Unionist Party
(www.pup-ni.org.ul. It should be noted that the relatively high getage of links (25

percent) pointing towards official websites on DM#&s mainly due to the small
number of websites (four) generated by this sedfidwever, this search did generate a
larger number of links pointing towards Loyalistidarity websites in comparison to the
number of Republican solidarity websites generdigdthe ‘Irish Republican Army’
search. Once more, a large percentage of linksrgetkby this search pointed towards
websites that offered no political analysis of @mporary Northern Irish terrorism, such
as the UVF Regimental Band (wwwuvfregimentalbandlcp There was some evidence
to support the hypothesis that the DMOZ engine Waédnerate a larger proportion of
links to sites that dealt explicitly with Northehnsh terrorism. As expected, the DMOZ
search engine generated fewer links than the otlearch engines under analysis,
generating a maximum of four links in responsehie guery over both periods of data
collection. However, the study found that all o# inks generated by the DMGs&arch
engine pointed towards either the websites of Lisyapolitical fronts, or those

maintained by their supporters.

[See Table 4.9]

DISCUSSION

Do search engines limit the audience for Northesh Iterrorists online?

Overall, the results of the study provided somealewce to support the hypothesis that
‘more of the same’ organisational websites are nvisible on Internet search engines
than ‘controversy-revealing’ websites. Internet reBaengines direct Internet users

towards the websites of media organisations angewsities, as opposed to the websites

of Loyalist and Republican political fronts. TheSeore of the same’ organisations
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appear more visible on Internet search enginesirhye of the amount of web traffic that
passes through their website, and, in some instardge to their prior purchase of
priority retrieval. Furthermore, ‘more of the sanw’ganisational websites are more
likely to adhere to a set of informal rules thatugantee a high search engine rating for a
website. Companies like Softsteel Solutions recontrithat webmasters remove page
redirects and place key information about the weliswards the top of the page in order
to secure a high search engine ranking (Softstekiti8ns, 2003). The webmasters of
‘organisational’ websites are likely to possessrdgsources to hire companies to design

their websites in order to maximise their seardfjirenrating.

Although some Northern Irish terrorist organisasionay possess the necessary resources
to purchase priority retrieval and hire web coremit, the prospect of government
sanctions against search engines that facilitaeattivities of terrorists is likely to lead
them to offer priority retrieval to actors who hame tangible link to these terrorist
organisations. National governments can also prsssisearch engines to remove
terrorist websites from their directories altogethsting a perceived threat to national
security as their justification for such censorshipMarch 2005, Google was forced to
remove an advertisement placed by the Palestisiaarist group Hamas from its search
engine following a barrage of criticism from theemational media and diplomatic
pressure from the US and Israeli governments (igéglce and Terrorism Information
Center, 2005). These factors would appear to nalimgainst official Loyalist and
Republican terrorist organisations appearing in tigg 25 results of Internet search
engine results, particularly in response to searcbenducted using the names of
proscribed terrorist groups. The audience for ttgreeips may therefore be limited to
those who already were familiar with the UniverBasource Locator (URL) of their

official website.

Yet, the websites of ‘third party’ actors can gewersoft power on behalf of a terrorist

organisation. Soft power relies upon “the appeadrad’s ideas or culture,” as opposed to
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the activities of one particular actor (Keohane aly&, 1998: 86). Diverse groups such
as political parties, the conventional mass meai private individuals may use their
web presence to project the ideology of the testcaictor™>° If one of these websites

remains online, terrorists may gain support throtlgh exercise of soft power on their
behalf. However, the extent of terrorist soft powtli depends upon the attractiveness of
their political ideologies, and the accessibilityveebsites that transmit propaganda in

their favour.
Have Internet users lost interest in Northern Iteshorists?

Loyalist and Republican websites may lack visipildn search engines because they
receive fewer visitors than the websites of medgaoisations. The volume of traffic that
goes through a website is one of the factors thtdrthine its ranking on search engines.
Terrorist atrocities often lead to increased welffit, as people search for information
about the perpetrators online. For example, amestid 36 million Internet users in the
United States went online looking for news in thistftwo days after the attacks on New
York and Washington in September™2001 (Pew Internet and American Life Project,
2001:3). This temporarily increased the online ande for radical Islamists online, as
people used search engines to look for information what had motivated the

perpetrators.

Contextual factors might also explain why people &ss inclined to search for
information on Northern Irish terrorists online. €Tl political process in Northern Ireland
had stagnated during the period of data collect&snthe British and Irish governments
sought to restore devolution to the province. Nehedess, paramilitaries on both sides
continued to declare publicly their support for fhesace process and did not renew their
‘armed struggle’ to achieve their objectives. lulkcbbe argued that these groups were not
as newsworthy as other ‘active’ international testoorganisations, such as Al Qaeda,

during the study. It is also reasonable to speeufat the number of people using search
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engines to follow news stories involving Loyalistsd Republicans declined during this
period. As such, the volume of traffic through Liistaand Republicans websites would
decrease, leading to a lower profile on searchnasgin comparison to more popular
media websites. This suggests that global searitbrps, as well as the number of links
available on their websites may limit the audiefoe these groups. Future research
should consider how global search patterns inflasnthe visibility of websites on
Internet search engines. This research might etiheovative research tools that were
not available during the study, such as Godglnds (www.google.com/intl/en/trends).
Google Trends enables Internet users to view theega growing search queries across
the globe. This would enable researchers to deternvhether terrorist atrocities lead to

a rapid increase in the number of search queriestdbeir perpetrators.

Terrorist Framing and search engine visibility

Loyalists and Republicans may not wish to appeaibld on search engines when
Internet users look for information on their redpex terrorist organisations. Many of
these groups have pursued their political objestiteough their political representatives
since the Belfast Agreement (1998). Parties suclsiaa Fein use their websites to
differentiate themselves from their terrorist spmss suggesting they are cultural
democrats. The content of political front websigesirtually indistinguishable from the

content posted on the websites of constitutionétipal parties (see chapter 3). As such,
these terrorist organisations are unlikely to naimia website under the guise of their
military organisation, as this would cast doubt mpbeir long-term commitment to the
peace process. The low visibility of these groups search engines might prove
beneficial to these political fronts as they atténgp demonstrate their support for the
peace process. These groups might not wish tachdraonline audience that is looking

for information on their military activities.

Yet, low search engine visibility does not guarantigat Internet users will differentiate
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political fronts from terrorist organisations. Peopvho look for information on the
‘Troubles’ include not just those who rely upon rebaengines to direct them towards
relevant websites, but also those who have ‘offlkiowledge of the Northern Irish
conflict. Internet users with prior knowledge of fif@ern Irish terrorists groups will be
able to locate their official websites by alteritigeir search terms. In particular,
knowledge of the link between political front aretrorist organisation will lead many
Internet users to use different search terms thasetemployed in the study. Conversely,
people who rely upon search engines will be dictbevards the most visible websites,
such as those of media organisations and univessifihese Internet users are still likely
to be made aware of the links between politicahtsoand terrorist organisations. The
websites of media organisations are likely to plevinformation on the links between
political fronts and their terrorist sponsors, aallvas providing links to their websites.
This suggests that the online framing of Loyaliatel Republicans may have limited
effect upon people who use search engines as cbséaols. Irrespective of their
background knowledge, people who use search enginessearch the Northern Irish
conflict will be able to view the links between pickl fronts and their respective

terrorist organisations.

Dissident terrorists may not wish people to vikiit websites if they have no link to
their organisation. A higher profile on Internetasgh engines will inevitably lead to
increased scrutiny of the group’s covert activitiag intelligence agencies and the
potential closure of the site by national governteeiVeinmann (2004) suggests that
terrorists might use the Web for a number of coyerntposes like data mining and
providing tutorials on sabotaging computer netwdixd). Consequently, dissidents on
both sides might seek to avoid a higher degreexpbsure on Internet search engines.
Many of these groups have continued to perpetret® af political violence since the
signing of the Good Friday Agreement in April 19¥8ssident Republican groups, such
as the 32 County Sovereignty Movement, use thelrsites to justify political violence

and to make thinly veiled threats against suppeéthe Belfast Agreement (see chapter
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3). In addition, nearly all of the Loyalist terrstriorganisations that initially supported the
Good Friday Agreement have been ‘specified’ asivattterrorist organisations since
1998. There is already some evidence to suggeisthtbse groups use ICTs to plan and
perpetrate atrocities in the ‘offline’ world. Foxample, the Ulster Freedom Fighters have
used websites to select potential targets. In M2, a message posted on an ‘Ulster
Loyalist’ website urged UFF members to attack a edhimar where it claimed members
of the Irish Republican Army regularly visité®f. For groups who use the web covertly to
support their military operations, a high degreevisibility on search engines might

prove a hindrance.
CONCLUSION

The online audience for Loyalists and Republicamssists primarily of Internet users
who use the web for political research and supporé these groups. While there is
some evidence to suggest that the digital divideaisowing, this audience is still likely
to be male, middle class, well educated, and stuat Europe or North America. People
without links to Northern Irish terrorists may usearch engines to locate information
about the Northern Irish conflict online. The ams#ypresented in this chapter suggests
that search engines can also be characterisedi@kégpers,’ albeit without the ability to
shape the content of websites before it reachesnlet users. Internet search engines
direct this audience towards ‘more of the sameanigational websites rather than ‘pro-
Loyalist’ or ‘pro-Republican’ websites. The rule @boglearchy and the sale of priority
retrieval militate against a high search engineiranfor websites that express support
for these terrorists. In addition, the study fouhdt search engines did not provide links
to the websites of political fronts when searchesenconducted using the names of their
respective terrorist organisations. This might altyubenefit groups who wish audiences
to differentiate their political front from the atities of their military wings. Internet
users, with limited offline knowledge about the Nharn Irish conflict, may accept the

framing of pro-Agreement groups such as Sinn Fetheir websites are not visible on
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these search results. However, media organisatioften the most visible websites on
search engine results- will still direct peoplehwlimited knowledge about the Northern
Irish conflict towards the websites of Loyalist aReépublican political fronts. Thus,
search engines enable a ‘mediated interaction’ detwterrorist-linked groups and a
potential global audience online. This might nottbethe detriment of some Northern
Irish terrorist organisations. Low visibility on axeh engines may prove beneficial to
dissident Republicans who are still engaged in &tratruggle,” such as the 32 County
Sovereignty Movement. These groups may not wisdttract a large audience online for
fear of compromising future military operations atite security of their members.
Overall, the analysis suggests that the onlineemag for Northern Irish terrorists may
fluctuate in response to events in the offline worAs these political fronts have
committed to the peace process, they have argusdgme less newsworthy. Internet
users are more likely to use the Web to follow kieg news stories than look up
information on Northern Irish terrorists, many dh@m have declared a cessation to their

military activities.
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Table 4.1 Northern Irish Terrorist Groups curremtgscribed in the United Kingdom.

Group Estimated Strength Pro/Anti Good Website of Politically Linked | Unofficial
Friday Group (Solidarity)
Agreement Website
Continuity Army Council Under 50 active Anti Yes Yes
members. (as Republican Sinn Fein)
Cumann na mBan No Data Available No Data No No
Available
Fianna na hEireann Unknown Anti Yes No
Irish National Liberation Army Under 50 active Anti Yes Yes
members. (As Irish Republican Socialist
Movement)
Irish PeopleSLiberation No Data Available No Data No No
Organisation Available
Irish Republican Army (aka Several hundred Pro Yes Yes
PIRA) active members. (As Sinn Fein)
Loyalist Volunteer Force 50-150 active Anti No Yes
members, 300
supporters.
Orange Volunteers 20 active memBers Anti No Yes
Red Hand Commandos No Data Available Pro No Yes
Red Hand Defenders Up to 20 active Anti No No
members
Saor Eire No Data Available No Data No No
Available
Ulster Defence Few dozen active | Pro Yes Yes
Association/Ulster Freedom members (As Ulster Political Research
Fighterd Group)
Ulster Volunteer Force Few dozen active| Pro Yes Yes

members

(As Progressive Unionist Party

! Linked to Republican Sinn Fein, Continuity IRA daaccording to some sources, the Real IRA.
2 The Irish Peoples Liberation Organisation (IPL@&haunced its dissolution in October 1992 followary

internal feud.

3 Security sources believe that Red Hand Defendet<mange Volunteers are served by same pool of

volunteers.

* These two organisations are defined as autonoteowsist organisations on the UK list of proscdbe
terrorist groups (2005). However, these groupsansidered by many sources to be one and the same

organisation.
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Table 4.2 Categories of Website generated by sesgimes.

Official Solidarity | Personal Research External | Opposition Government Other
Terrorist Website Webpage/Blog | Institute/ News Website
Organisation/ University Media
Political
Front
Table.4.3. Results generated by words ‘Irish Repabl and ‘Ulster Loyalist.’

Group Name DMOZz Google MSN Yahoo Mean

04 05 04 05 04 05 04 05 04 05
Irish 50 | 46 404000 3930000 160883 384124 8670DP0  50400057983.3 2338542.5
Republican
Ulster Loyalist| 20 | 12 34200 290000 13127 597111 8310 518000 32611.9 216930.8
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Table.4.4. Number of results for searches condugteady Republican group names.

Group Name DMOZ Google MSN Yahoo Mean

04 05 04 05 04 05 04 05 04 05
Continuity 0 0 105,000 1780000 25,413 188702 144,000 751000 603%85 679925.5
Army Council
Cumann 0 0 1,860 137 405 3648 383 2180 662.00 1491.25
na mBan
Fianna 0 0 640 9600 570 5434 1690 18900 725.00 6243.5
na hEireann
Irish National | 1 1 59200 1430000 25696 136722 146000 8070P0 52524. 593430.75
Liberation
Army
Irish Peoples | O 0 12900 724000 8898 111000 51,10Pp 35371 18224|5P17592.75
Liberation
Organisation
Irish 0 16 148000 | 2300000 66197 214159 366000 2430000 04430 | 1236043.75
Republican
Army
Saor Eire 0 0 592 13000 280 4215 507 1510 344.79 81.26
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Table.4.5. Number of results for searches conduatedy Loyalist group names.

Group Name DMOZz Google MSN Yahoo Mean

04 05 04 05 04 05 04 05 04 05
Loyalist 0 0 13800 148000 5801 29297 33400 195000 1325025307300
Volunteer Force
Orange 0 4 328000 5010000 154339 816841 857000 4790000 833330 | 2654211.3
Volunteers
Red Hand 0 1 53100 1790009 22157 130969 158000 732000 58314. 663242.5
Commandos
Red Hand 0 1 130000| 1600000 71007 365944 3987000 2100000 414807 | 1016486.25
Defenders
Ulster Defence | O 3 48700 423000 9371 53011 58700 307000 29192(759575B.5
Association
Ulster Freedom | O 0 7920 92300 3401 17159 2330 1020Q0 8655.25 %5786
Fighters
Ulster Volunteer| 4 1 18200 222000 7711 43526 5080D 241000 19178|7526631.75
Force

140



Table.4.6. ‘Irish Republican’ search results by srebcategory.

Category DMOZ Google MSN Yahoo
Percent (%) Percent (%) Percent (%) Percent (%)

04 05 | 04 05 04 05 | 04 05

Official 32 24 36 20 16 12 52 32

Republican

Organisation

Republican Solidarity | 24 32 28 24 24 24 12 44

Website

Personal Webpage/Blog 20 16 4 12 20 0 4 0

Research 4 8 20 32 8 20 16 16

Institute/University

External 12 16 4 8 8 16 0 40

News Media

Loyalist 0 0 0 0 0 0 0 0

Government 0 0 0 0 4 8 0 0

Other 8 4 8 4 20 20 16 4

TOTAL 100 100 100 100 100 100 100 100
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Table.4.7 ‘Ulster Loyalist’ results by website agtey.

Category DMOz Google MSN Yahoo
Percent (%) | Percent (%) Percent (%) Percent (%)
04 05 |04 05 04 05 04 05
Official 5 0 0 0 4 0 0 0
Loyalist

Organisation

Loyalist 50 58.3 36 12 48 36 48 36

Solidarity Website

Personal Webpage/Blog 0 0 0 8 0 0 0 0

Research 0 0 8 40 8 12 12 16

Institute/University

External 0 0 4 8 12 8 16 8
News Media

Republican 0 0 0 0 0 0 0 0
Government 0 0 0 0 0 0 0 0
Other 45 41.7 52 32 28 44 24 40
TOTAL 100 100 100 100 100 100 100 100
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Table.4.8 ‘Irish Republican Army’ results by welesttategory.

Category

DMOZ

Percent (%)

Google

Percent (%)

MSN

Percent (%)

Yahoo

Percent (%)

04 05 04 05 | 04 05 04 05
Official Republican 0 18.75 0 0 8 4 8 8
Organisation
Republican Solidarity | O 12.5 12 8 24 12 12 12
Website
Personal Webpage/Blog 0 0 4 0 12 0 4 0
Research 0 56.25 40 68 12 48 28 60
Institute/University
External 0 12.5 0 8 16 8 8 4
News Media
Loyalist 0 0 0 0 12 0 0 4
Government 0 0 0 0 0 12 4 0
Other 0 0 44 16 16 16 36 12
TOTAL N/A 100 100 100 100 100 100 100
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Table.4.9 ‘Ulster Volunteer Force’ results by websgiategory.

Category

DMOzZ

Percent (%)

Google

Percent (%)

MSN

Percent (%)

Yahoo

Percent (%)

04 05 | 04 05 | 04 05 | 04 05
Official Loyalist 25 0 0 0 0 0 0 0
Organisation
Loyalist Solidarity 75 100 16 8 24 24 32 20
Website
Personal Webpage/Blog 0 0 0 4 8 4 12 4
Research 0 0 28 56 8 24 16 36
Institute/University
External 0 0 8 12 12 4 8 4
News Media
Republican 0 0 0 0 0 0 0 4
Government 0 0 0 0 4 4 0 0
Other 0 0 48 20 44 40 32 32
TOTAL 100 100 100 100 100 100 100 100
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Chapter 5: Amateur Terrorists? Loyalist and Remalplisolidarity actors online.

INTRODUCTION

Hoffman (1998) suggests that the Internet has nexderism “accessible to anyone with
a grievance, an agenda, a purpose or any idiodyncambination of the above” (p.185).
In this chapter, the above proposition is testeduph an analysis of Loyalist and
Republican solidarity websites. Solidarity websitee defined here as websites that
project messages of support for Loyalist or Repalpliterrorist groups, but reveal no
formal link between the webmaster and these orgtaiss. The function and framing of
solidarity websites will be examined in this chapWebsite function will be analysed to
determine whether these groups have realised thentel of the Internet as tool for
organisational linkage and mobilisation. The studill assess whether dissident
Republicans were more likely to justify politicalolence on their websites than their
respective political fronts. It will also examine what extent the peace frame, which
differentiates parties such as Sinn Fein from theirorist organisations, influences the
content of Loyalist and Republican solidarity weéesi The study suggests that there is
little differentiation between the online framin§amateur terrorists and political fronts.
Furthermore, there is limited evidence on thesesited to suggest their webmasters
have links to terrorist organisations. The lab@hakeur terrorist’ may be inappropriate,
given that many of these webmasters use their vesb® focus upon the history of the

Northern Irish conflict, rather than justify contparary political violence.

AMATEUR TERRORISTS AND THE INTERNET

Tucker (2001) suggests that there has been a fgnation of amateur terrorists” since
the early nineties, many of whom have used therreteto network with like-minded

actors (p.2). The label ‘amateur terrorist’ canapelied to terrorists “who have little or

no formal connection to an existing terrorist groypioffman, 1998: 185). The
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‘Unabomber,” Theodore Kaczynski, and Timothy Mc\eithe lone terrorist responsible
for the 1995 Oklahoma City bombing, are probablg thost well-known amateur
terrorists. Kaczynski, a University of Californiaathematician, declared war on society
as a whole. This was evident in the ‘Unabomber feato,” which described the
Industrial Revolution as a ‘disaster’ for the humane'** During his seventeen - year
campaign, Kaczynski sent homemade bombs to pespte@ted with universities or the
airline industry, killing three people and woundimgenty - three others (Hoffman, 1998:
155). In contrast to Kaczynski, Timothy McVeigh wasponsible for only one lethal act
of terrorism. The US army veteran perpetrated tteeck on Alfred P Murrah building in
Oklahoma City in April 1995, which resulted in 1&8alities. He had been a member of
the American Christian Patriots, who believed thaecretive elite was planning world
domination through institutions such as the Unitddtions. The Alfred P Murrah
building was targeted because McVeigh believedas wo be a processing centre for
detention camps in the regidff. These case studies suggest that there is no lkypica
amateur terrorist. Any individual may perpetratditpal violence if they have the will

and capacity to do so.

Information and communication technologies (ICTayé greatly increased the pool of
resources available to terrorists who have limresburces in the offline world (Tucker,
2001:2). It has also enabled lone terrorists tovogk with established terrorist groups.
Terrorist groups such as Hamas, have develpedworestructure of loosely connected
autonomous actors, which includes private indivisuaving outside the Middle East.
While these individuals are not full members of tiliganisation, they nevertheless act to
further the objectives of a terrorist group. Lorerarists like Ramzi Yousef, the
‘mastermind’ behind the 1993 World Trade Centre bimg, have often retrospectively
been linked to decentralised terrorist networkhsag Al Qaeda (p.1) Moreover, amateur
terrorists may benefit from the low-cost commurmatavailable on the World Wide
Web. Whereas terrorists previously required extensiaining and knowledge in the

offline world, this information can now be locatesline for a relatively low cost.
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Terrorists may obtain bombmaking instructions frime World Wide Web, and mine
data on potential targets using ICTs. In additi@nrorists can choose their own frames
on the Internet, circumventing the ideological @aefron of the conventional mass media.
They no longer need to threaten violence in ordsr Hewspapers to print their
manifestos, as was the case during the Unabombepaign®*® Yet, amateur terrorists
may not post incriminating material online whichads attention to their illegal
activities. In a similar fashion to terrorist graufhemselves, they are more likely to use
the Web covertly for these purposes, while theibsites conform to the norms of

acceptable behaviour online.

LOYALIST AND REPUBLICAN SOLIDARITY WEBSITES

Sample

The material posted on Loyalist and Republican websvas analysed to determine
whether their webmasters were in fact amateurristso The total population of Loyalist
and Republican websites is probably undefinablgrgthe high ‘birth’ and ‘death’ rate
of websites on the Internet. Therefore, a sample af 40 websites - 20 Loyalist and 20
Republican websites — was selected for the stuely T&ble 5.1). These websites were
located by entering the names of the 14 proscriv@dhern Irish terrorist organisations
into the basic search facility of the Google anchd@ Internet search engin&4.The
links generated by the top 25 search engine reswdte then analysed to locate the
websites of Loyalist and Republican solidarity asf§> The term ‘solidarity actor’
referred to a political actor that expressed supfosrLoyalist or Republican terrorists.
This did not include cultural projections of theotwraditions in the province, such as

Orange Order and Irish language websites.

[Table 5.1 here]
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Website Registration Data

The majority of Loyalist websites under analysisraveegistered with Internet hosts
based in the United States (see table 5.2). Fonpbea Freewebs, an American company,
hosted the websites of the Ulster Defence Assotiaand the Birches Guerrilla
Movement. Two websites, the UVF-The People’s Armg ¢he British Ulster Alliance —
were registered to a German Internet host, Schiwma .similar vein to the constitutional
political parties, few of the Loyalist solidarity elsites provided registered postal
addresses or telephone numbers for their respegébenasters on Whois.net. Only three

Loyalist websites, including the British Ulster ialhce (www.britishulsteralliance.co.yk

provided the name of their respective webmasteshtiuld be noted that registration
details for two Loyalist websites, the West of $mod Ratpack and Yorkshire Loyal,
could not be located on either Nominet or Whois.

[Table 5.2 here]
The majority of Republican solidarity websites weggistered to Internet Hosts based in

North America (see table 5.3). This reflected tngé number of websites in the sample

that were linked to Irish-American political orgaations. For example, the Na Gael

website (www.nagael.comwas registered via an American subsidiary of Yaho
Whois.net gave Internet users the name of the wstemand a postal address in the
United States should they wish to contact the dsgdion*® In contrast to the Loyalist
websites, Republican solidarity sites provided mesiiee information about their
webmasters on Whois.net. Five of the Republicansited provided comprehensive
contact details such as a registered postal addnedspersonal email address. For
example, the Irish American Unity Conference webgqivww.iauc.or) provided a
correspondence address in Washington DC for itsmasker*’ In sum, solidarity
websites were more likely to be hosted outside Wmted Kingdom than websites

maintained by constitutional political parties iretregion. However, these websites were
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not expected to offer support for terrorist orgatians in a similar fashion to the ill-fated
ULISNET website"*® As all of the websites were registered in the émiStates and

Europe, they were expected to comply with the nasfrecceptable behaviour online.
[Table 5.3 here]
Research Design: Framing

The study was designed to test the hypothesisstirae webmasters would purport to be
members of proscribed terrorist organisations, ilegyvidence to the contrary on their
websites. In order to test the amateur terrorigoktyesis, the study analysed how these
solidarity actors identified themselves on theirbgiees. The information provided by
each webmaster was scrutinised to determine whethey had any links with a
proscribed terrorist organisation. The study alsan@ned to what extent the peace frame
influenced the online framing of Loyalist and Rejicdn supporters. Online framing was
analysed by examining how each actor used langaagemages on their websites. It
was anticipated that the framing of each solidanigbsite would reflect its webmaster’'s
support for one of the 14 proscribed Northern Itistiorist groups. For example, actors
that aligned themselves with the Provisional IRApwd project the peace frame
espoused by its political front, Sinn Fein. Coners opponents of the Belfast
Agreement on both sides would use their websitesritwise its supporters. Dissident
Republicans would use their websites to attack $iem for abandoning the armed
struggle and participating in the power-sharingtiingons. These frames would be
virtually indistinguishable from those employed digsident Republican parties, such as
Republican Sinn Fein. Loyalist amateurs would whsniical frames to the Democratic
Unionist Party (DUP), highlighting the links betwe8inn Fein and the Provisional IRA
on their websites (see chapter 3). However, it a@iscipated that solidarity websites
would refer to the military campaigns of their noatied terrorist organisations. Amateur

terrorists would use their websites to celebrat lthes of Loyalist and Republican

149



‘martyrs,” and provide their own history of the Nwern Irish conflict. In contrast to
political fronts, these actors would not have ttalbksh their credentials as democratic
political parties, nor court the electorate online.

[Table 5. 4 here]

Research Design: Function

Data was collected during April 2005 to enable mpgarison of material posted online by
these group$’® These websites were located using tBeogle search engine and
archived for future research’ In order to assess their function, each websit seared
with reference to the coding scheme used earlignignthesis (see chapter 3). It enabled
the websites to be ranked in terms of their intéryg, presentation, organisational
linkage, and online recruitment. It also enablaetiract comparison between the websites
of political fronts, amateur terrorists, and otiNarthern Irish societal groups. The study
assessed whether Loyalists and Republicans stjidsetors have realised the potential
of the Internet as a tool for organisational linkaand mobilisation. As discussed earlier
in this thesis, no political party in Northern el is experiencing a critical multiplier
effect via their websites, particularly in termsafanisational linkage (see chapter 3).
Cyberoptimists suggest that the Internet can peuaidegree of organisational coherence
to political actors that ordinarily are incapble ‘ptinching above their weight’ in the
international community. The study assessed to whent amateur terrorists used the
Internet to mobilise support for their cause arotimel globe, particularly in terms of
recuitment and resource solicitation. It also wdtee hypothesis that amateur terrorists
on both sides would provide more links on their gisds than their respective political
fronts. Loyalist and Republican amateurs wouldheote to demonstrate their democratic
credentials by removing all references to terrorisom their websites, such as links
pointing towards the websites of ethno-nationatestrorists, such as Euskadi Ta
Askatasuna. The study also determined how Loyaltigt Republican actors present their

frames online. It was anticipated that only larggamisations, such as the Irish-American
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Unity Conference, would possess the resources ftrdainnovations such as video

streaming on their websites.
RESULTS
Online Framing: Pro-Agreement Frames

Few solidarity actors projected the peace frameheir websites. Cairde Sinn Fein, a
support group for Sinn Fein, was the only Republieator to express support for the
peace process on its website. This group usedita¢online frames to its patron, calling
for a United Ireland “based on internationally guteel democratic principles® A
similar pattern emerged from the analysis of LataBolidarity websites. Only two
Loyalist actors expressed support for the peacegssoon their websites. The Red Hand
Land website called on Loyalists to engage in thétipal process. Accordingly, the
webmaster urged Loyalists to abandon their militeaynpaigns and “use the Internet
fully to spread our argument> Similar sentiments featured on the Liverpool UDA
website, although it adopted a more pragmatic agréowards the peace process. This
group declared its continued support for the pgaoeess, although its webmaster stated
that the group “would defend Ulster if and when tieed arises'®® Overall, it appeared
that only groups with close ties to political frenised their websites to express their

support for the peace process.

Anti-Agreement Frames

The majority of Republicans used their websiteseject the ‘peace frame,” focusing
instead on how Sinn Fein had ‘sold out’ the Remani movement. Dissident

Republicans criticised Sinn Fein for abandoning ecdRepublican values and

“administering British rule in Ireland:®* In the opinion of these actors, the Provisional
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IRA ceasefire had left the Catholic community atajer risk of attack from Loyalist
paramilitaries, and had failed to remove the ‘Bhtimperialists’ from Ireland. These
groups often referred to themselves as ‘Fenians’thmir websites, reinforcing the
perception that Catholics still faced discriminatirom the unionist community in
Northern Ireland?>® For example, the New Republican Forum assertdtsamebsite that
they would have to “chart a course for the futufeéhe republican struggle due to the
Provisionals’ collaboration with the London and Dnbgovernments*® These anti-
Agreement sentiments were repeated on the HartliAewebsite. On this website, the
webmaster declared that the PIRA ceasefire hadifiedl the defense of catholics and

nationalists, and left them vulnerable to bruttaaits from Loyalist paramilitaries™®’

Loyalist solidarity actors sought to unite the ‘f&giant/Loyalist people’ against the
‘farce’ of a Good Friday Agreemeht In a similar vein to anti-Agreement Unionists,
these actors rejected the notion that politicahtsoshould be differentiated from their
respective terrorist organisations. Groups sucthasBritish Ulster Alliance used their
websites to highlight the links between Sinn Feid the Provisional IRA, often referring
to them as one and the same organisation, ‘Sinn/IR&.’**° These actors also used
their websites to criticise unionists who supportieel Belfast Agreement. For example,
the webmaster responsible for the Loyalist Netweebsite declared, “the sooner we are
rid of Trimble and his followers the better for g™ Pro-Agreement Unionists were
criticised for allowing Sinn Fein to enter govermmebefore the completion of
Provisional IRA decommissioning. The Ulster Praaest Movement for Justice
encapsulated this sentiment in its slogan, ‘No G Government®®* The Belfast
Agreement was also rejected on the basis thad ilittlie to reassure ‘besieged’ Protestant
communities in Northern Ireland. This was particylavident in the use of the term
‘ethnic cleansing’ on Loyalist websites, such as West of Scotland Ratpack. In one
article on this website, it was alleged that ‘Skein/IRA’ were engaged in a campaign of
intimidation, designed to force Protestants ouhefGlenbryn district in North Belfast?

In sum, Loyalist and Republicans use their websiiessuggest that the Belfast
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Agreement has left their communities at greatéerfrem one another.
Justification of political violence

Loyalists and Republicans did not tend to justibywtemporary political violence on their
websites. Only three Republican solidarity actorsviged a rationale for ‘armed
struggle’ on their websites. For example, the wetierawho maintained the Ireland’s
Own website did little to hide his or her suppast the continued military activity of
dissident Republican organisation, the Real IRA. dm article entitled ‘Guerrilla
Warfare,’” the webmaster justified the Real IRA tally campaign, asserting that Britain
“has never left any of its so-called colonies withan armed strugglé® The support
for terrorists was often implicit in statements fgaison Republican websites, such as Eire
Saor. The webmaster responsible for this websgdgad to “support to any organisation
fighting for a 32-County Irish Republic free of Bsh imperialism.*** Similar language
was used on the website of the Hardline IRA, trgapisation stating its desire to “drive
out the British army in a war of attritiod®® In general, none of the Republican websites
carried statements on behalf of proscribed tefrarnganisations, such as the Real IRA.
This was perhaps to be expected, given that Regarblierrorists issued press releases

through the websites of their political fronts (sbapter 3).

Only three Loyalist actors provided a justificatifmm political violence on their websites.
Loyalists groups also used language on their websihat implied they supported
contemporary political violence. For example, thecBes Guerrilla Movement (BGM)
used its website to respond to the growing numbkatholics who wished to reside in
their area. In one statement, the BGM assertedthlestwould do their utmost to ensure
that “Robinsonstown has not a single Catholic & divelling and shall never have
either.”®® Two Loyalist solidarity actors appeared to actraermediaries between the
paramilitaries and the mass media. The Voluntedasite carried a number of statements

from the North Antrim Brigade of the Ulster VolueteForce. In one of these statements,
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the Brigade warned that “members [of the UVF] cdudgmaling drugs would be court-
martialed and severely dealt witf’* This resonated with the material posted on the
Loyalist Voice website, which reproduced statemémis the Orange Volunteers. In one
such article, entitled, ‘We will kill freed IRA, ga group,” the Orange Volunteers
threatened to kill Republican prisoners who hadnbgented early release under the
terms of the Belfast Agreemefff In sum, the material posted on Loyalist and
Republican websites did not appear to contraveaddims of anti-terrorist legislation,
such as the UK Terrorism Act. Accordingly, few dfese webmasters justified
contemporary terrorist atrocities on their websites encouraged Internet users to

perpetrate political violence themselves.

Self-identification

The study found that a clear majority of LoyalistlaRepublican actors chose to remain
anonymous online. Only Irish-American groups, sashthe Friends of Irish Freedom,
provided extensive information regarding their le@thip on their website. This
organisation, based in New York City, provided themes of all of its high ranking
officials, such as National Co-Chairmen John Hurey Charles McLoughliff® The
Irish Freedom Committee website also named allso§énior figures, including National
Chairman Joe Dillon’® Elsewhere, webmasters appeared reluctant to rékeil true
identities on their websites. Most of the websitegler analysis contained a disclaimer,
possibly to prevent the webmaster from prosecutioder the terms of anti-terrorist
legislation, such as the US Patriot Act (2001). leaample, the West of Scotland
Ratpack website contained numerous references éo Lthyalist Volunteer Force,
including pictures of hooded gunmen that were alliygg members of the proscribed
terrorist organisation. Yet, the website did naiide any information on the identity of
its webmaster, and carried a disclaimer stating ithdid “not speak for the Loyalist

Volunteer Force.*"
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A number of websites in the study purported to be official web presence of a
proscribed Northern Irish terrorist organisatiom, lead Universal Resource Locators
(URLSs) that contained the names of these groups. 0f®n further investigation, many
of these websites contained disclaimers stating tttey were not linked to proscribed
terrorist organisations. On the Republican side BElie Saor website appeared to have no
links to the terrorist organisation from which aok its name. This was apparent in the
first line on the homepage, which described Eirer3s a “web-based project dedicated
to the traditional Irish Republican goal of a 32u@ty Irish Republic free of British
imperialism.”"? There was also little evidence to suggest the lferdRA were a
terrorist organisation. This webmaster appearesufiport any Republican organisation
that opposed the Belfast Agreement, providing littka variety of dissident Republican

political fronts including Republican Sinn Fein ahe Irish Republican Socialist Party.

Four Loyalist actors in the study shared the nah@epyoscribed terrorist organisation. In
a similar vein to the Republican websites, thers litle evidence on these websites to
verify their credentials as terrorist organisatioiiese websites invariably carried
disclaimers stating that their webmaster was neheanber of a proscribed terrorist
organisation. For example, the Ulster Defence Assion disclaimer stated that its
webmaster “did not support any terrorist organisatt’® The Ulster Volunteer Force
website also contained a disclaimer that deniedliaky between the webmaster and the
subject of the websitd’in the case of the Fife Loyalists website, the wabier
appeared to have accidentally exposed himself &snaateur terrorist.” This website was
alleged to be the official web presence of the @lstolunteer Force’s West Fife
battalion. Yet, upon further inspection, the websitrned out to be the personal webpage
of a Fife teenager, known simply as ‘Euan.’” Thisswavealed through analysis of the
photograph section of the website, in which ‘Eussgis seen posing with a group of

teenagers at a Glasgow Rangers FC football nficfihe Liverpool UDA proved
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exceptional amongst the websites that shared tieeofi a terrorist organisation. There
was no evidence on this website to refute the asgéion’s claims that they were linked
to the Ulster Defence Associatidff. Overall, it appeared that Loyalist and Republican
actors made a conscious effort to remain anonynooutheir websites. Although few
solidarity sites justified contemporary politicalolence, the majority of webmasters

nevertheless chose to conceal their identitiesenli
Images

The images used on solidarity websites illustratéether their respective webmasters
supported or opposed the Good Friday AgreementABreement Republicans, such as
Cairde Sinn Fein used similar images to those eyeploon the Sinn Fein website.
Pictures of gunmen and the national flag of Irelarede conspicuous by their absence
from this website, which featured pictures of Caisinn Fein officials at fund-raising
dinners on its homepad&. Nevertheless, the majority of Republican actorgdus
‘militaristic’ images on their websites to demoastr their opposition to the peace
process. For example, the Irish Freedom Commitseel & recurring motif of a baseball
bat on its website, a weapon associated with pditangi‘punishment beatings® The
Hardline IRA website also projected a violent imaf&epublicanism, the centrepiece of
its homepage featuring a Union Jack flag being t@mpart by two clenched fist§®
Elsewhere, Republican actors used iconic Republprapaganda to demonstrate their
opposition to the Belfast Agreement. For examgie, Iteland For the Irish website was
dominated by a mural of Margaret Thatcher sneedogss the island of Ireland,
entitled, ‘Get the Brits Out® Republicans also used their websites to laud rfalle
‘comrades,’ such as the ten Republican prisonexs ditsd on hunger strike in the Maze
prison in 1981. The Hungerstrike Commemorative ViPebject provided pictures of
each of the “ten men who died on the doorstephefBritish government” during the
hunger strike®®! Although this might suggest that these actors supg a particular

terrorist group, none of the Republican websitestaioed paramilitary emblems, or
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pictures of hooded gunmen.

Loyalists used more militaristic images on their bgiges than their Republican
counterparts did. Paramilitary insignias were praant on all of the Loyalist websites
under analysis, such as the Red Hand Land. Thisiteebtisplayed an Ulster Volunteer
Force badge on its homepage, leaving Internet wegignslittle doubt that the webmaster
supported ths proscribed paramilitary organisatidre Loyalist Volunteer Force and the
Orange Volunteers were also lauded on many of tyalist websites under analysis. For
example, the West of Scotland Ratpack homepagedweasnated by a flag, with the
Loyalist Volunteer Force emblem as its centrepi&t&ulogies for “fallen comrades”
were also common on the Loyalist websites undelysisa For example, the Liverpool
UDA provided a Ulster Defence Association Roll obrtbur on its website, featuring
pictures of members such as John McMichael who hedn killed during the
Troubles'® In a similar vein, the Scottish Loyalists websitevided articles on a host of
slain Loyalist leaders, such as UDA Brigadier J&regg and Loyalist Volunteer Force
leader Billy Wright*®* Loyalist opposition to the peace process was atsoveyed
through the images of hooded gunmen that permetitedt websites. This was
particularly evident on the Loyalist Voice websitehich carried statements from the
Orange Volunteers. These press releases were lmkxv a picture of six hooded
gunmen, all of whom were allegedly members of thygallist terror groug® In a similar
vein to Republicans, Loyalists turned to muralsd&anonstrate their opposition to the
Belfast Agreement. The Greenock Loyalist websits waeffect an archive of Loyalist
murals in East Belfast. This homepage was dominhyed of picture of two gunmen,
beneath the slogan “Prepared for Peace, Ready far"™\ In sum, Loyalist and
Republican amateurs employed more violent imagesthmir websites than their
respective political fronts. However, Loyalists wanore likely to be use paramilitary
emblems on their websites, perhaps to suggesthgtwere actual members of these

organisations.
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Website Function

Organisational Linkage

The study found that Republicans demonstrated teatest range of organisational
linkages on their websites. Five Republican websitecluding the Irish Anti-Partition
League, received the maximum score in this cate{®eg Table 5.4). This website not
only provided links to other Republican websitescls as the Sovereign Nation
(www.members.aol.com/ir32s), but also to the welssdf media organisations, such as
Reuters (ww.reuters.comi)’ Republican solidarity actors were also notewoftmytheir
reciprocation of links with actors engaged in ‘adhvstruggle’ elseswhere. For example,
Coiste na n-larchimi was an umbrella organisation groups and individuals who
worked with former Republican prisoners. Reflectihg long-established links between
the Republican movement and Euskadi ta Askatasbma)( the Coiste na n-larchimi
website provided links to the websites of Basqueasaist prisoner groups, such as

Senideak (www.senideak.gr§® Yet, not all of the Republican solidarity websites

provided such an array of links on their websifeso Republican solidarity actors —
Fourthwrite and the Irish Northern Aid Committealid not provide any links on their
respective websites.

[Table 5.4 here]

Loyalist actors also reciprocated links with likeagied groups online, including many of
the actors analysed in the study (see Table 5d&).eikample, the Scottish Loyalists
website provided links to the websites of the WdsBcotland Ratpack, Ulster Defence
Association, and Greenock Loyalisf8.Yet, none of the Loyalist solidarity websites
provided links to the websites of groups engagedrined struggle outside the United
Kingdom. In addition, Loyalist websites did not deto provide links to the websites of

universities or external agencies. Nevertheleseywal oyalist websites did achieve high
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scores in this section of the coding scheme. Thelist Network received the highest
score of all the Loyalist websites included in #tedy. This website provided links
pointing towards a diverse set of websites, ineigdiThe Ulster Loyalist,” the Northern
Ireland Executive, and the Belfast TelegrdphFurthermore, the study found that there
was little to differentiate between Loyalist andpRblicans in terms of the number of
links on their websites. This was illustrated by thnalysis of the Scottish Loyalists
website, which revealed it provided the greateshlmer of links (142) in the study. In
sum, amateur terrorists on both sides do not apgpehave realised the potential of the
Internet as a tool for organisational linkage. Aaswhe case in the analysis of political
front websites, Republicans were the most likelyptovide links to the websites of
external agencies and diaspora communities. Howekhiere was limited evidence to
suggest that these actors were experiencing aatritnultiplier effect in terms of

organisational linkage.
[Table 5.5 here]
Interactivity

Both Loyalist and Republican solidarity actors off¢ a relatively low degree of
interactivity on their websites. Overall, Republisaprovided a higher degree of
interactivity on their websites than their Loyalstunterparts. The Irish American Unity
Conference received the highest score in this @eadf the coding scheme (See Table
5.6). This website enabled Internet users to nstt gend correspondence to a registered
postal address, but also to email individual membef its organisatioh’® It also
provided an innovative way for people to expressrttsolidarity’ with the organisation.
Internet users were invited to add their persoesits to a standard email in support of
the Irish American Unity Conference. Once submittibis email would be sent to the
editors of over 400 daily newspapers in the Unifdtes-"> The Fourthwrite website

also encouraged interaction between Internet usedsits members. The Republican

159



magazine invited people to contribute to the lategition of their online journal,
providing postal addresses and telephone numberisfeditorial staff->> However, it
should be noted that two of the Republican websiteder analysis — Mise Eire and

Australian Aid for Ireland — received no scorehistcategory.
[Table 5.6 here |

Republicans were more likely to solicit resourcesf Internet users who visited their
websites than Loyalists. In this respect, the nesefindings were similar to the pattern
that emerged from the study of Loyalist and Remallipolitical fronts (See chapter 3).
The results suggested that some of the Republicdidagty actors were closely
connected with their respective political frontheSe websites often had self-evident
titles, drawing attention to the link between tbédarity actor and its nominated terrorist
organisation. Consequently, it was perhaps no sarphat groups such as Cairde Sinn
Fein would use their websites to directly soliesources for the Republican movement.
After all, Cairde Sinn Fein declared on its homegptmat it was “a support group for Sinn
Fein, the Irish political party striving for the lgivement of a united Ireland® This
group appealed for assistance from both the Urieddom and North America on its
website. The other Republican solidarity websiteicked resources on behalf of
Republican prisoners and their families. For exanphe Irish Republican Political
Prisoners website provided links to a number of siteb dedicated to Irish Republican
“Prisoners of War.” This website raised funds foege prisoners through the the sale of
Republican merchandise like books and audio casseéttThe Irish Northern Aid
Committee also sold merchandise to raise fundsRiggpublican prisoners. A range of
videos and books were available for purchase awhbsite, along with a t-shirt with

the slogan ‘Sniper at Work:®®

Few of the Loyalist actors in the study providederactive features like email

newsletters, postal addresses or telephone nunopetbeir websites (See Table 5.7).
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Interaction with most Loyalist actors was limited &n email to an anonymous
webmaster, as was the case on the Birches Guévtillement websité?” The West of
Scotland Ratpack and Ulster Defence Association siteb provided even less
opportunity for Internet users to interact with itheespective webmasters. On both
websites, an email webmaster function was listetuader construction*®® However,
these results arguably demonstrated the extent hichwthese actors were amateur
terrorists. As discussed earlier, many Loyalistoect purported to be terrorist
organisations despite compelling evidence on th&bsites that suggested they were
private individuals. Thus, websites such as Fifgdlists would be unlikely to provide
email addresses for its members, as its membevggpprobably limited to one private

individual, namely a Fife teenager known as Ed&h.
[Table 5.7 here]

Loyalist solidarity actors used their websites thoe dissemination of propaganda rather
than generating new revenue streams. Only two @fLtbyalist solidarity actors under
analysis sought to solicit resources from theirmpsufers online. For example, the British
Ulster Alliance sought to generate revenue throtiighsale of Loyalist memorabilia. A
range of t-shirts, mugs, ties, and mousemats -erablazoned with the Union Jack —
could be purchased from the British Ulster Allianaéhough these items could not be
obtained direct from the websft& In a similar vein to the Republican websites, Lisya
Voice solicited resources on behalf of prisoners éueir families. This website appealed
for Internet users to make a donation to the Desgidloyalist Prisoners’ Aid, providing a
postal address for this organisatf8h.In sum, the analysis suggested that Republican
websites offer more interactive features than tHeyalist counterparts. However,
similar to political fronts, Loyalist and Republitasolidarity actors do not use their

websites to increase the transparency of theieas@ organisations.

Online Recruitment Resources
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Few of the websites under analysis allowed progspecimembers to apply for
membership online. The Ulster Protestant MovementJiistice website received the
highest score in this category, although it did p@tvide an online application form for
prospective members (See Table 5.8). This websteiged a correspondence address
for those who wished to apply for membersHplt was also the only Loyalist solidarity
website to provide a ‘members only’ section, inlwinembers could submit a password
to gain access to restricted material. A large rem{b4) of Loyalist solidarity websites
received no score in this section of the codingesuh As discussed above, it appeared
that the majority of Loyalist solidarity actors weeprivate individuals who purported to
be terrorist organisations. For example, Loyalig#w/ did not provide any information
regarding its membership on its website. Instelagl,disclaimer on this website asserted
that it was for “informational, research purposesy32°® In addition, Loyalist solidarity
actors did not provide downloadable propaganda fiksters on their websites. The
Liverpool UDA was one of the few Loyalist solidgrihctors to enable Internet users to
download posters from its website. This websitebsth Internet users to download a
number of desktop backgrounds, one of which fedtwregroup of masked Loyalist

gunmen engaged in a paramilitary “show of strerigfth.

[Table 5.8 here]

There was little to differentiate between Loyalistsd Republicans in terms of online
recruitment. Consequently, a large number (12) ejpu®lican solidarity websites
received no score in this section of the codingesth (See Table 5.9). Yet, some
Republican solidarity actors, such as the Irish iatrtition League, did use their

websites to advertise the benefits available toséhevho joined their respective
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organisations. This Derry - based organisationt@avinternet users to apply for one of
three categories of association with the orgamieatinamely registered societies,
associate members, and external correspondErithe Irish Northern Aid Committee

also sought to attract new members using its webisiternet users were able to join the
organisation for as little as $25, with an onlimpglécation form provided on its website.

206 Republican websites were also unlikely to provsEsters for Internet users to
download and display in their homes. The Irish Bome Committee was one of the few
websites under analysis to provide downloadablepamanda. This website enabled
Internet users to download a number of articlesresging sympathy for dissident
Republican terrorists, as well as a list of cormgfence addresses for “Republican
P.O.Ws” that remained in British and Irish priséfsOverall, the results appear to
suggest that Loyalist and Republicans prefer tiauid methods of recruitment and
distributing propaganda. However, an alternatiierpretation of the results might be
that these online terrorists may have no orgamisatdo sustain, as they are private

individuals masquerading as terrorist organisations
[Table 5.9 here]
Presentation

Both Loyalist and Republican solidarity actors ugdain text and still photographs on
their websites. This was in contrast to the mogghsticated presentation methods used
by Northern Ireland’s mainstream political part@stheir websites (see chapter 3). Only
a few of Republican solidarity actors under analysiovided audio and video steaming
on their websites. The Irish Freedom Committee vtelvsceived the highest score of all
the websites under analysis (see Table 5.10). Weissite provided streaming video
images, including footage of the trial of Real IR@ader Michael McKevitt and a
controversial Fox report on the death of the hursgigker Bobby Sand®® The National

Irish Freedom Committee website also received & lsgore in this category. This
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website provided audio downloads of Radio Free dhinebroadcasts, one of which
analysed the events surrounding Bloody Surfd&ylhe other Republican solidarity
actors did not provide audio or video facilities treir websites. For example, the
Australia Aid for Ireland website consisted maialfy plain text punctuated with a few
photographs, such as a picture of a Republican mehmutside Sydne§™® A similar

basic web design was evident on the Ireland forlisa website, which featured a few

‘grainy’ pictures of Republican gunmét.
[Table 5.10 here]

A similar set of results was generated by the amalgf Loyalist solidarity websites (See
Table 5.11). Loyalist solidarity actors did not yidee audio or video facilities on their
websites. The United Loyalist Movement website watable as it was the only website
to receive no score in this category. This waslyparplained by the fact that this website
was in effect a Loyalist chat forum, in which Imet users could network with fellow
Loyalists and discuss pertinent iss@&sThere was arguably no need for the United
Loyalist Movement to employ sophisticated presenmtaimethods on its website, as the
majority of people who visited it did so in ordérat they could post to its discussion
forum. The Ulster Protestant Movement for Justiceved exceptional amongst the
Loyalist solidarity websites under analysis, usiglio streaming and pictures to convey
their propaganda. This website enabled Internetsuse sample music from Loyalist
bands and download images of Republican atrocsigsh as the aftermath of the Omagh
bomb in August 1998 However, in a similar vein to the Republican astdhe other
Loyalist actors tended to provide only still phataghs on their websites. For example,
only a few photographs of Loyalist ‘P.O.Ws’ pundtdh the plain text on the Ulster
Defence Association websit&' In sum, the study suggested that Loyalist and Blégan
solidarity actors favour static text-based websttesr sophisticated methods like audio

and video streaming.
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[Table 5.11 here]

DISCUSSION

Amateur terrorists?

The study provided insufficient evidence to sugghsit these actors were ‘amateur
terrorists,” although they did appear to use thé\iviea similar fashion to terrorist-linked
groups. In terms of website function, there watelito differentiate between these
solidarity actors and political fronts such as Skein. The Internet provided a space in
which Loyalist and Republican solidarity actors Icbdefine their political ideologies, a
space that was unavailable to them in the convealtimass media. In addition, these
actors used their websites to provide their owrtohysof the Northern Irish conflict,
invariably blaming the ‘other community’ for the Nleern Irish conflict. However,
solidarity actors differed from political fronts terms of their online framing. Clearly,
the peace frame had a negligible influence uporotiti@e framing of many Loyalist and
Republican actors. These solidarity actors criédighe Belfast Agreement on their
websites, claiming that the peace process hadheifh at greater risk of attack from the
‘other’ community. In contrast to political frontdyese actors did not have to convince
Internet users of their democratic credentials, aodld openly refer to terrorist
organisations on their websites. Consequently, @sa@f hooded gunmen and
paramilitary insignias were frequently used on wWebsites of Loyalist and Republican
supporters. In some cases, solidarity actors pealval justification for political violence
on their websites, and paid tribute to dissidemtotest organisations that were still

engaged in armed struggle.

Yet, the webmasters themselves often revealed wleeg not amateur terrorists on their

websites. Disclaimers on many of these websitesrnméd Internet users that the

165



webmaster was not affiliated with a proscribedaest organisation. In other cases, the
webmaster inadvertently revealed that they hadnks ko terrorism, as illustrated by the
analysis of the Fife Loyalists website. One intetption of the study might be that
Loyalist and Republican amateur terrorists produgelsites similar to those maintained
by their respective terrorist organisations. Soligaactors used their websites to show
their support for terrorist organisations and thmatitical representatives. In a similar
vein to political fronts, none of the actors analysn the study solicited resources for
proscribed terrorist organisations, nor incitedeosshto perpetrate terrorist atrocities.
However, it is barely conceivable that terrorisgaisations would directly shape the
material posted on the websites of their supparteasgticularly if they are not directly
affiliated to their organisation. Ensuring thatathateur terrorists adhered to the editorial
adopted by a political front would seem a tall oydgiven that many of the websites
under analysis appeared to be maintained by primdteiduals based outside the United

Kingdom.

An alternative interpretation of the study mightthat amateur terrorists are unlikely to
highlight their illegal activity on their websiteEhe research hypothesis presented in this
chapter assumed that Loyalist and Republican agtorgd post incriminating material
on their websites. There were two factors thattatéid against these actors posting
material online that revealed the extent of theirdrist linkages. Firstly, a number of
websites under analysis did not focus upon theeatractivities of Loyalist and
Republcian terrorist groups. In particular, welsidedicated to ‘Prisoners Of Wars,” with
self-evident titles such as the Irish Republicatitiéal Prisoners, focused upon raising
funds for their families. As such, these actorsewenlikely to use their websites to
suggest they themselves were members of a prodcdpeorist organisation. Secondly,
the hypothesis failed to take account of the legmhctions that might apply to a
webmaster if they supported contemporary terromsntheir websites. As was the case
with political fronts, these actors might face magtion if they posted material online

that contravened anti-terrorist legislation suchitesUK Terrorism Act. Yet, the results
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of the study are based upon the evidence thatwabmaster is willing to disclose on his
or her website. While the study suggested many vaskers were fraudulently claiming
to be members of terrorist organisations, it ditimte out the possibility that these actors
may be amateur terrorists. It is conceivable thahynof these amateurs are using ‘less
public’ forms of computer-mediated communicationycts as email, to plan and

perpetrate atrocities in the offline world.

Cultural organisations and the peace frame

This research also raises questions as to how #aeepframe has influenced the
worldview of Catholic and Protestant cultural orgations in Northern Ireland. Websites
dedicated to the Orange Order and the Irish language not defined as solidarity actors
as they were considered cultural projections ofthen Ireland’s two main communities.
Yet, cultural institutions may play a significardle in building support for the Belfast
Agreement, particularly amongst the Protestant canity. Whyte (1990) suggests that
the Protestant community can be sub-divided intoré@@ious denominations (p.28).
These religious organisations may have a view @nBhklfast Agreement that differs
from that of the constitutional unionist partiegr Example, recent studies suggest that
the Orange Order has between 80,000 and 100,00(bensfi* The Order has not had
any tangible links to a political party since iveeed its links to the Ulster Unionist Party
(UUP) in March 2005, although there does appedretgsignificant overlap between its
membership and that of the Democratic Unionist yP4RUP)?*® Conceivably, the
Orange Order may be influencing the opinion of pst the DUP but also its own
membership vis-a-vis the peace process. Therdiatige research should consider how

the online framing of cultural websites differsrirdhe websites analysed in this chapter.
The Zapatista Effect?

These websites may be a manifestation of a soe@var strategy designed to build
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support for Loyalist or Republican terrorists. Sbaietwar refers to a form of “conflict
and crime at societal level, short of traditionalitary warfare, in which the protagonists
use network forms of organisation and related does; strategies and technologies
attuned to the information age” (Arquilla and Rddfe2001: 6). The Ejercito Zapatista
de Liberacion National (EZLN) were the subject bé tfirst successful social netwar.
Curiously, the Zapatista netwar occurred withdittk no premeditation on the part of the
EZLN insurgents. Initially, there was little to tifentiate between the EZLN military
campaign in Chiapas and other traditional Maoistuiigencies of the period (Ronfeldt
and Arquilla, 2001: 177). On 1 January 1994, a proti guerrillas seized control of
several towns in the Chiapas region to highlight tiMexican government's
discrimination against the indigenous people of @apas province. The clashes
between the insurgents and the Mexican army ldstetll days before both sides agreed
to cease military operations in the region. Dutihg fighting and the subsequent peace
negotiations, support for the Zapatistas begandbilme on Internet newsgroups such as
Chiapas-1 and other sympathetic websites hostedinbgrican universities such as the
University of Texas (Cleaver, 1997: 7).

The dispersed ‘nodes’ that mobilised in favour ebb&mmandante Marcos and the
Zapatistas included activist non-governmental oisgdgions and individuals from five
continents, aligned together via a network striectather than under a traditional top-
down hierarchy (Cleaver, 1997: 2). Arquilla and Rt use the term ‘swarm networks’
to describe these non-governmental organisati@iigcting the speed with which they
descended upon the Chiapas region during the mieties (Arquilla and Ronfeldt,
2001:177). These ‘swarm networks’ raised the itBomal profile of the EZLN
insurgents within days of the first military skirshies in January 1994, leading ultimately
to a jointly agreed ceasefire and a three-yeaogesf protracted peace negotiations. This
online mobilisation led to increased internatiosatutiny of the Mexican government
and a number of strategic gains for the Zapatetastheir supporters. The netwar led to

two successive Mexican Presidents, Carlos SaliegSattari, and Ernest Zedillo, halting
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military operations in Chiapas and engaging intmali negotiations with the insurgents
(Ronfeldt and Arquilla, 2001: 188).

The context in which sub - state actors operaterdebes whether netwar is a suitable
vehicle for achieving their political or militaryogectives. The EZLN insurgents had no
access to the Internet during their insurrectiodanuary 1994 The activities of non-
governmental organisations drew the attention efglobal media towards the Chiapas
region of Mexico, highlighting the grievances oetEZLN insurgents in the process.
Clearly, Northern Irish terrorists and their pal fronts operate in a much different
political context than the EZLN insurgents. WhilebSommandante Marcos had to rely
upon ‘swarm networks’ to convey EZLN propaganda imternational audiences,
Northern Irish terrorists face fewer restrictions their use of the conventional mass
media. lrish terrorism has created internationahdfines since the outbreak of the
Troubles in the late 1960s, primarily as a restlthe activities of influential Irish
Diasporas scatttered across the globe. Irish-Amergupport groups have lobbied in
favour of the Republican movement for over threeades, acheiving some degree of
influence over US policy vis-a-vis Northern Irelanéurthermore, Loyalist and
Republican political fronts have become regulatufigs in the conventional mass media
since the late nineties, due to their support fe peace process (see chapter 2). In
contrast to the EZLN insurgents, some politicahfsonow have the ability to influence
government policy in the region. In particular Sifiein has grown increasingly
influential as a result of the peace process, vaugitwo ministeral portfolios in the
power-sharing institutions that were set up in 19B8erefore, in some cases, Northern
Irish terrorists may not need social netwar, ay thieeady possess the means to turn

government policy in their favour.
Dissident terrorists would be the political actorsst likely to benefit from social netwar,

given their lack of electoral support and politickdut. These groups have limited access

to the conventional mass media, and limited infagerover key decision-makers in
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Northern Ireland. Yet, dissident terrorists andrtlseipporters are unlikely to attract the
support of ‘swarm networks,” a prerequisite for acial netwar. While these groups
continue to use political violence, they are likety remain a minority interest with
limited ability to mobilise supporters across thkobg. Political violence is now
considered less permissible in the region, evenngstothe Irish-American groups that
provided logistical support to the Republican moeai during the ‘Troubles.’
Opposition towards dissident Republicans stirregrathe Omagh bombing (August
1998), which was condemned by groups such as igleAmerican Unity Conference on
their website$!® Dissident Loyalist groups, such as the Loyalisiuviteer Force, are
even less likely to persuade global non-governnemganisations to act on their behalf.
To date, Loyalist terrorists have only been abledéwelop “weak and thin” support
networks outside the United Kingdom, despite sdvailion Americans having Ulster
Protestant ancestry (O’'Dochartaigh, 2003: 17). iDe&sgs on both sides may be unable to
benefit from a social netwar strategy, as the mg#onal community is unequivocal in its
support for the peace process. Moreover, thesesactay be unable to attract an online
audience for their websites, given their low vikipion Internet search engines and lack

of regular access to the mass media (see chapter 4)

Yet, netwar is perhaps better understood as aigéeorof events surrounding the the
Zapatista insurgency in 1994, which marked thet firscasion that the Internet had
facilitated mobilisation on a global scale. Thedodinated anarchy’ that characterised
the pro-Zapatista mobilisation reflected the dieerson-governmental organisations
(NGOs) that took an interest in the Chiapas regibMexico. For many activists, the

Chiapas insurrection was a way of gaining greatedienexposure for their own broad
political objectives. Many of the swarm networkedighe Chiapas insurrection to voice
their opposition to the NAFTA treaty. In additiogroups that supported the rights of
indigenous peoples in Latin America used the Zatmdi to highlight their own

campaigns. Chiapas encapsulated many of the prshdentified by non-governmental

organisations that were already active in the megnghlighting the potential detrimental
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effect of the NAFTA treaty upon indigenous peopid_atin America. As the Zapatistas
had struck a particular chord with these groupsy thhere more likely to use all forms of
media - including the Internet — to project messageé support for Marcos and his
insurgent army. Therefore, the Zapatista case studgests that a successful netwar is
contingent upon securing support amongst geogralidispersed groups, many of
whom coalesce around high profile internationaléss If a sub-state actor fails to secure
support amongst such influential international eg;ttheir netwar campaign is less likely
to generate strategic gains. In sum, a netwar likaiy to be perpetrated on behalf of a
dissident Loyalist or Republican terrorist grous they lack support amongst the

international community.

CONCLUSION

Some actors were ‘amateur terrorists’ in the séngethey purported to be terrorists on
their websites. Many of these webmasters used pleagminsignias and pictures of
hooded gunmen on their websites, providing eulofgieallen comrades.” The framing
of Loyalist and Republican amateurs was also gtearfluenced by terrorist-linked
groups, such as the 32 County Sovereignty Commilkest of the webmasters under
analysis criticised the Belfast Agreement and ugperters, claiming the peace process
had left them at greater risk of attack from thén&’ community. In contrast to political
fronts, these actors did not have to convince teet@rate that they were cultural
democrats. Consequently, Loyalist and Republicaatenns frequently highlighted the
links between political fronts and terrorist groupsid used language which reflected
their support for ‘armed struggle.” However, thevas negligible evidence on these
websites to suggest these actors were actuallyveson terrorist activity. Many of these
websites appeared to have no links to the terronganisations from which they took
their names. A large number of webmasters issusdailiners on their websites, denying
they had any links to a banned terrorist orgarosatiFurthermore, none of the

webmasters risked potential legal sanctions bytimgiothers to perpetrate political
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violence, or soliciting resources on behalf of dest groups. Yet, one cannot assume
these webmasters have no links to terrorism whaéso€onceivably, they may be using
more anonymous forms of computer-mediated commtiaigasuch as email, to plan and
perpetrate terrorist atrocities. Irrespective d@ithinks to terrorism, these actors did not
appear to have realised the potential of the Wed t@®l for organisational linkage and
political communication. These websites did notstitute a new dimension of terrorist
threat in the region. This form of web activisml fidr short of constituting a social
netwar, illustrating how dissident terrorists h&secome increasingly marginalised in
post-conflict Northern Ireland. Indeed, the studggests that social netwar is merely a
description of the extraordinary political mobiliga in favour of the EZLN insurgents
in Chiapas, as opposed to a durable conceptualféoatharacterising online political
activism.
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Table 5.1 Loyalist and Republican solidarity wédssi

Loyalist

Republican

Birches Guerrilla Movement

Australian Aid for Iralh

British Ulster Alliance

Cairde Sinn Fein

Fife Loyalists

Coiste na n-larchimi

Greenock Loyalists

Eire Saor

Larne UVF/YCV/RHC

Fourthwrite

Liverpool UDA

Friends of Irish Freedom

Loyalist Network

Give Ireland Back to the Irish

Loyalist View

Hardline IRA

Loyalistvoice.co.uk

Hungerstrike Commemorative ViRebject

Red Hand Land

Ireland for the Irish

Scottish Loyalists

Irelands Own

The Loyalist

Irish American Unity Conference

The Volunteer

Irish Anti-Partition League

Ulster Defence Association

Irish Freedom Committee

United Loyalist Movement

Irish Northern Aid Comnai&t

Ulster Online

Irish Republican Political Prisoners

Ulster Protestant Movement for Justice

Mise Eire

UVF-The Peoples Army

Na Gael

West of Scotland Ratpack

National Irish Freedom @tee

Yorkshire Loyal

New Republican Forum
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Table 5.2: Website registration data provided bydlist solidarity actors.

Website Host Location| Webmaster | Webmaster | Registered | Telephone
of Host Name Personal Postal Number/Fax
Email Address Number
Address
Birches Guerrilla| Freewebs| USA NIA NIA NIA NIA
Movement
British Ulster Schlund Germany, |A NIA NIA NIA
Alliance
Fife Loyalists Pipex UK IA NIA NIA NIA
Greenock Yahoo USA NIA NIA NIA NIA
Loyalists
Larne Lycos UK NIA NIA NIA NIA
UVF/YCV/
RHC
Liverpool UDA Fasthosts| UK IA NIA NIA NIA
Loyalist Network | Freeserve UK NIA NIA NIA NIA
Loyalist View Bravenet | USA NIA NIA NIA NIA
Loyalist Network | USA NIA No NIA NIA
Voice.co.uk Solutions IA
Red Hand Land Freeserve UK NIA NIA NIA NIA
Scottish Loyalist§ Calton | UK NIA NIA NIA NIA
Hosting
The Loyalist Wanadoo| UK NIA NIA NIA NIA
The Volunteer Host USA NIA NIA NIA NIA
Master
Ulster Defence | Freewebs| USA NIA NIA NIA NIA
Association
Ulster Loyalist Bravenet | USA NIA NIA NIA NIA
Movement
Ulster Online Wanadog UK NIA NIA NIA NIA
Ulster Protestant| Pipex UK NIA 1A NIA NIA
Movement for
Justice
UVF-The Schlund Germany, IA NIA NIA NIA
People’'s Army
West of Scotland| n/a n/a n/a n/a n/a n/a
Ratpack
Yorkshire Loyal | n/a n/a n/a n/a n/a n/a

IA- Information Available
NIA- No Information Available
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Table 5.3. Website registration data provided bgudécan solidarity actors.

Website Host Locatiomn Webmasterl Webmastel Registered Telephone
of Host | Name Personal | Postal Number/Fax
Email Address | Number
Address
Australian Aid n/a n/a n/a n/a n/a n/a
For Ireland
Cairde Sinn Fein uTv UK NIA NIA NIA NIA
Internet
Coiste na n- IEDR Republic| 1A NIA NIA NIA
larchimi of
Ireland
Eire Saor Network| USA NIA NIA NIA NIA
Solutions
Fourthwrite IEDR Republi¢ IA NIA NIA NIA
of
Ireland
Friends of Irish Geocities| USA NIA NIA NIA NIA
Freedom
Give Ireland Back| Wild USA 1A 1A 1A 1A
to the Irish West
Domains
Hardline IRA Geocities USA NIA NIA NIA NIA
Hungerstrike Pairnic USA 1A 1A IA IA
Commemorative
Web Project
Ireland for the Bravenet| USA NIA NIA NIA NIA
Irish
Irelands Own Ipower NIA NIA NIA NIA NIA
Irish American Network | USA 1A 1A 1A 1A
Unity Conference | Solutions
Irish Anti- Wild USA 1A 1A 1A 1A
Partition League | West
Domains
Irish Freedom Network | USA NIA 1A 1A NIA
Committee Solutions
Irish Northern Aid| Network | USA NIA 1A 1A A
Committee Solutions
Irish Republican | Pairnic USA IA 1A IA 1A
Political Prisoners
Mise Eire Tripod USA NIA NIA NIA NIA
Na Gael Yahoo USA 1A 1A A A
National Irish Ipower USA NIA NIA NIA NIA
Freedom
Committee
New Republican | IEDR Republic| NIA NIA NIA NIA
Forum of

Ireland

i
a



IA- Information Available
NIA- No Information Available

Table.5.4. Organisational Linkage exhibited on Rgan solidarity websites

Website Solidarity | International | Educational| Commercial/| Number | Score

Links Terrorist Links Non- of Links | (/5)

Links Political (>15)
Links

Australian Aid For 1 1 1 1 0 4
Ireland
Cairde Sinn Fein 1 0 0 0 1 2
Coiste na n-larchimi 1 1 0 0 0 2
Eire Saor 1 1 1 0 1 4
Fourthwrite 0 0 0 0 0 0
Friends of Irish 1 0 0 0 0 1
Freedom
Give Ireland Back to 1 1 0 0 0 2
the Irish
Hardline IRA 1 0 0 0 0 1
Hungerstrike 1 1 1 1 1 5
Commemorative Web
Project
Ireland for the Irish 0 0 1 0 0 1
Irelands Own 1 1 0 1 1 4
Irish American Unity | 1 1 1 1 1 5
Conference
Irish Anti-Partition 1 1 1 1 1 5
League
Irish Freedom 1 1 1 1 1 5
Committee
Irish Northern Aid 0 0 0 0 0 0
Committee
Irish Republican 1 1 1 0 0 3
Political Prisoners
Mise Eire 1 1 1 1 1 5
Na Gael 1 0 0 0 0 1
National Irish Freedom| 1 0 1 1 0 3
Committee
New Republican Forum 1 1 1 0 1 4
Mean 0.85 0.6 0.55 0.4 0.45 2.8
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Table.5.5. Organisational Linkage exhibited on Lsyaolidarity websites

Website

Solidarity
Links

International
Terrorist
Links

Educational
Links

Commercial/
Non-
Political
Links

Number
of

Links
(>15)

Score
(/5)

Birches Guerrilla
Movement

0

0

0

British Ulster Alliance

Fife Loyalists

Greenock Loyalists

Larne UVF/YCV/RHC

Liverpool UDA

Loyalist Network

Loyalist View

Loyalistvoice.co.uk

Red Hand Land

Scottish Loyalists

The Loyalist

The Volunteer

Ulster Defence
Association

H}—\OHHHHHHOHI—‘H

Clololololol®|e|®lo|s|elo

Clololololr|C|F|°lo|slelo

OOHHO,_\OHOOOOH

OoOHOOOHHOOI—‘H

PPl w[ PP o oM w

United Loyalist
Movement

Ulster Online

Ulster Protestant
Movement for Justice

UVF-The Peoples Army

West of Scotland
Ratpack

Yorkshire Loyal

Mean

0.25

0.45

1.8
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Table 5.6. Interactive features available on Repahlsolidarity websites

Website Email Bulletin | Postal | Telephonel Email Email Resource | Score

Newsletter| Board | Address| /Fax Webmaster Individual | Solicitation
Number Members

Australian Aid | 0 0 0 0 0 0 0 0

for Ireland

Cairde Sinn 0 0 1 0 1 0 1 3

Fein

Coiste na n- 0 0 1 1 1 1 0 4

larchimi

Eire Saor 0 0 0 0 1 0 0 1

Fourthwrite 0 0 1 1 1 1 1 5

Friends of Irish | O 0 1 0 1 0 0 2

Freedom

Give Ireland 0 1 0 0 0 0 0 1

Back to the Irish

Hardline IRA 0 0 0 0 1 0 0 1

Hungerstrike 0 0 0 0 1 0 1 2

Commemorative

Web Project

Ireland forthe | O 1 0 0 1 0 0 2

Irish

Irelands Own 1 0 0 0 1 0 0 2

Irish American | 1 0 1 1 1 1 1 6

Unity

Conference

Irish Anti- 1 0 0 0 1 0 0 2

Partition League

Irish Freedom | 1 0 1 0 1 1 0 4

Committee

Irish Northern | O 1 1 1 1 0 1 5

Aid Committee

Irish Republican| 0 0 0 0 1 0 1 2

Political

Prisoners

Mise Eire 0 0 0 0 0 0 0 0

Na Gael 0 0 0 0 1 0 0 1

National Irish 0 0 1 0 1 1 1 4

Freedom

Committee

New Republican 0 0 1 0 1 0 1 3

Forum

Mean 0.2 0.15 0.45 0.2 0.85 0.25 0.4 2.5
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Table.5.7. Interactive features available on Latadolidarity websites

Website Email Bulletin | Postal | Telephonel Email Email Resource | Score

Newsletter| Board | Address| /Fax Webmaster Individual | Solicitation
Number Members

Birches Guerrilla | 0 0 0 0 1 0 0 1

Movement

British Ulster 0 1 1 0 1 0 1 4

Alliance

Fife Loyalists 0 1 0 0 1 0 0 2

Greenock Loyalists 0 0 0 0 0 0 0 0

Larne 0 0 0 0 1 0 0 1

UVF/YCV/RHC

Liverpool UDA 0 0 1 0 1 0 0 2

Loyalist Network 0 1 0 0 1 0 0 2

Loyalist View 0 1 0 0 1 0 0 2

Loyalistvoice.co.uk 0 0 1 0 0 0 1 2

Red Hand Land 0 0 0 0 1 0 0 1

Scottish Loyalists | 0 1 0 0 1 0 0 2

The Loyalist 0 1 1 0 1 0 0 3

The Volunteer 0 0 0 0 1 0 0 1

Ulster Defence 0 0 0 0 0 0 0 0

Association

United Loyalist 0 1 0 0 1 0 0 2

Movement

Ulster Online 0 0 0 0 1 0 0 1

Ulster Protestant | 1 0 0 0 1 0 0 2

Movement for

Justice

UVF-The Peoples | 0 0 0 0 1 0 0 1

Army

West of Scotland | O 0 0 0 0 0 0 0

Ratpack

Yorkshire Loyal 0 1 0 0 1 0 0 2

Mean 0.05 0.4 0.2 0 0.8 0 0.15 1.5
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Table.5.8. Online recruitment resources on Loyaldidarity websites

Website Members| Full Full Membership | Downloadable | Score
Only Membership | Available via Public Relations
Section | Advertised | Online Material
Application
Birches Guerilla 0 0 0 0 0
Movement
British Ulster Alliance 0 0 0 1 1
Fife Loyalists 0 0 0 0 0
Greenock Loyalists 0 0 0 0 0
Larne UVF/YCV/RHC 0 0 0 0 0
Liverpool UDA 0 0 0 1 1
Loyalist Network 0 0 0 0 0
Loyalist View 0 0 0 0 0
Loyalistvoice.co.uk 0 0 0 1 1
Red Hand Land 0 0 0 0 0
Scottish Loyalists 0 0 0 0 0
The Loyalist 0 0 0 0 0
The Volunteer 0 0 0 0 0
Ulster Defence 0 0 0 0 0
Association
United Loyalist Movement 0 1 0 0 1
Ulster Online 0 0 0 0 0
Ulster Protestant 1 1 0 1 3
Movement for Justice
UVF-The Peoples Army 0 0 0 0 0
West of Scotland Ratpack 0O 0 0 0 0
Yorkshire Loyal 0 0 0 0 1
Mean 0.05 0.1 0 0.2 0.4
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Table.5.9. Online recruitment resources on Repablsolidarity websites

Website Members| Full Full Membership | Downloadable | Score
Only Membership | Available via Public Relations
Section Advertised Online Material
Application
Australian Aid for | O 0 0 0 0
Ireland
Cairde Sinn Fein 0 1 1 0 2
Coiste na n- 0 0 0 0 0
larchimi
Eire Saor 0 0 0 0 0
Fourthwrite 0 0 0 0 0
Friends of Irish 0 0 0 0 0
Freedom
Give Ireland Back | O 0 0 0 0
to the Irish
Hardline IRA 0 0 0 0 0
Hungerstrike 0 0 0 0 0
Commemorative
Web Project
Ireland for the Irish| 0 0 0 0 0
Irelands Own 0 0 0 0 0
Irish American 0 1 0 1 2
Unity Conference
Irish Anti-Partition | O 1 0 0 1
League
Irish Freedom 0 1 0 1 2
Committee
Irish Northern Aid | 1 1 1 0 2
Committee
Irish Republican | 0 0 0 0 0
Political Prisoners
Mise Eire 0 0 0 0 0
Na Gael 0 0 0 1 1
National Irish 0 1 0 1 2
Freedom
Committee
New Republican | 0 0 0 0 0
Forum
Mean 0.05 0.3 0.1 0.2 0.6
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Table.5.10. Presentation methods used on Repuldaatarity websites

Website

Graphics

5 Frames

Sound

Video
Streaming

Pages Available in
alternative format
e.g. PDF

Score

Australian Aid for Ireland

0

Cairde Sinn Fein

Coiste na n-larchimi

Eire Saor

Fourthwrite

1

1

1
1
1

0

1
0
0

Friends of Irish Freedom

1

Olo
= o|o|o

©lo
o o|o|©

Olo
o o|o|o

0

Ll
) NP

Give Ireland Back to the
Irish

1

0

Hardline IRA

1

Hungerstrike
Commemorative Web
Project

1

Ireland for the Irish

Irelands Own

Irish American Unity
Conference

Irish Anti-Partition League

Irish Freedom Committee

Irish Northern Aid
Committee

Irish Republican Political
Prisoners

Mise Eire

Na Gael

National Irish Freedom
Committee

I—‘oo

Ololo

Plolo

New Republican Forum

Mean

0.1

0.05

0.2
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Table.5.11. Presentation methods used on Loyalistasity websites

Website Graphics| Frames Sound Video | Pages Score
Streaming | Available

in

alternative

format e.g.

PDF
Birches Guerilla Movement 1 1 0 0 0 2
British Ulster Alliance 1 1 0 0 0 2
Fife Loyalists 1 0 0 0 0 1
Greenock Loyalists 1 0 0 0 0 1
Larne UVF/YCV/RHC 1 0 0 0 0 1
Liverpool UDA 1 0 0 0 0 1
Loyalist Network 1 0 1 0 0 2
Loyalist View 1 0 0 0 0 1
Loyalistvoice.co.uk 1 0 0 0 0 1
Red Hand Land 1 0 0 0 0 1
Scottish Loyalists 1 1 0 0 0 2
The Loyalist 1 1 0 0 0 2
The Volunteer 1 1 0 0 0 2
Ulster Defence Association 1 0 0 0 0 1
United Loyalist Movement| O 0 0 0 0 0
Ulster Online 1 1 0 0 0 2
Ulster Protestant Movementl 1 1 0 0 3
for Justice
UVF-The Peoples Army 1 1 0 0 0 2
West of Scotland Ratpack 1 1 0 0 0 2
Yorkshire Loyal 1 1 0 0 0 2
Mean 0.95 0.5 0.1 0 0 1.55
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Chapter 6: Competing Victimhoods: the websites ofthkern Irish residents’ groups

INTRODUCTION

Cyberoptimists believe that the Internet reducesasa@ontext “in or around a message
transmitted from sender to receiver” (Spears and, 1€94: 431). In this chapter, the
cyberoptimist model will be tested using LoyalistdaRepublican residents’ groups,
many of whom are separated by ‘peacelines’ in thfdline’ world. Giddens (1995)
asserts that a positive spiral of communicationlccaaduce inter-communal tensions
between interface communities in Northern Irelapd.§). The online framing of these
groups will be analysed to determine whether theyusing their websites to generate
social capital. The analysis will determine whethie¥se groups are using the Web to
strengthen in-group identities, or to engage inodiae with rival interface communities.
The study also considers whether these groupsirthaalinks to paramilitary groups on
their websites, or whether they conceal terronmdtages in a similar vein to Loyalist and
Republican political fronts. Website function wallso be measured to determine whether
these groups have realised the potential of thexriet as tool for organisational linkage
and mobilisation. The study suggests that residgnbsips use their websites to further
their ‘competition’ of victimhood. Both Loyalist dRepublican groups post material on
their websites that suggests they are constantgruattack from communities situated at
the other side of the ‘peaceline.” There is no enae on the websites of residents’
groups to suggest they are using the Internet émnpte better community relations in
interface areas. However, these groups may be ugsg public’ forms of computer-
mediated communication, such as email, to manageflicto between interface

communities.

Segregation: An Inevitable product of Consociaiem?

In this section, the impact of the peace processnugommunity relations will be
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discussed. A form of ‘benign apartheid’ has devetbm Northern Ireland since the mid
nineties (O’Connor, 1993: 195). The Good Friday éggnent promoted multiple layers
of identity and representation, allowing Catholiosidentify themselves as Irish while
their Protestant neighbours could identify themselas British (Williams & Jesse, 2001:
571). Societal cleavages were to be recognisedewaenl encouraged, through the ‘single
identity’ community development projects that felled the Belfast Agreement. This has
entrenched divisions between Northern Ireland’s twommunities, with some
commentators claiming that the province can nowdibeled into two separate Unionist
and Nationalist polities:® This ‘benign apartheid’ is evident in the attitadeeld by
Protestant and Catholics towards one other. Thé/ emneties had seen increasing
numbers of people from both communities expresegepgence for mixing with members
of the ‘other’ community (see chapter 2). The eamljlications are that the Good Friday
Agreement has reversed this trend. Evidence framNbrthern Ireland Life and Times
Survey (2004) suggests that the two communitie® licome more ‘isolationist’ since
1998. For example, the total number of respondesthing to live in mixed religion
neighbourhoods fell from 82 percent in 1996 to &cpnt in 1999. The Protestant
community has seen the biggest shift in attitudegatds the ‘other’ community. A
higher proportion of Protestants (26 percent) tBatholics (18 percent) said that they
would prefer to live in neighbourhoods with onlyeth own religion (Hughes and
Donnelly, 2001). This reflects the widely held pption amongst the Protestant
community that the Catholic community has been ghime beneficiary of the Good
Friday Agreement (Hughes and Donnelly, 2004: 5P8)arisation has also been viewed
in the voting patterns of the two communities sitiee Agreement was signed in 1998. In
the most recent Northern Ireland Assembly electi@fdevember 2003) there was a
notable decline in support for moderate politicaftigs such as the Ulster Unionist Party
(UUP) and the Social Democratic and Labour PartpL{®). The anti-Agreement
Democratic Unionist Party (DUP) and Sinn Fein eradrdrom this election with an

increased electoral mandate (Wilson and Fawce®4 )20
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Increased segregation is possibly the logical onte®f a consociationalist political
settlement. Consociationalism seeks to ‘manageerdtman eliminate’ differences in
ethnically divided societies (Peleg, 2004: 21).f@&#nces are managed through elite
cooperation within an inclusive power-sharing exgeuat national level. At sectarian
interfaces, consociationalists argue, “good fencexke good neighbours” (Lijphart,
1977: 140). In theory, the potential for confliat €thnic cleavages is reduced if ethnic
communities chose to isolate themselves from e#wér.oThus, voluntary segregation in
local districts provides an effective method of eging differences between ethnic
communities. Furthermore, the voluntary naturenef segregation is compatible with the
civil liberties embedded in pluralist liberal demacies. In pluralist democracies, people

are free to purchase property in areas that theyepe as being ‘safe’ neighbourhoods.

In Northern Ireland, the majority of people chodsdive in politically and religiously
homogeneous areas that do not include members 6btier’ community. In the words
of a resident of the Fountain enclave in Londondgreople feel “safe and secure within
the [interface] area especially with the walls dpairicades” (Templegrove Action
Research Ltd, 1996: 29). The ‘benign apartheidtiqure reflects the continued high
levels of mistrust and suspicion between the twmroonities. It also suggests that the
Good Friday Agreement has perpetuated the ‘zerd-swdel of Northern Irish politics.
Yet, the framework of the Good Friday Agreement hat generated segregation and
polarisation. Residential segregation can be trasack as far as the "7century
plantation of Ulster. Hepburn (1994) suggests phatterns of segregation in Northern
Ireland have increased more in ‘bad times’ thary tecrease in good times (p.93).
Therefore, the Good Friday Agreement may represéipad time’ in which people have

returned to the ‘trenches’ of their own communities
DEFINING THE PROBLEMS OF INTERFACE COMMUNITIES

What is an Interface?
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An interface is a “conjunction or intersection wfot or more territories or social spaces
which are dominated, contested, claimed by sonal enembers of the differing ethno-
national groups” (Jarman, 2004: 8). Interfaces tgpgcally located in urban working
class districts, where Protestant and Catholic ladjoms are highly interspersed. The
Belfast Interface Project (2004) identifies thredfedent types of interface area in
Northern Ireland. ‘Enclaves’ are ‘island’ commuedi like the Short Strand in East
Belfast. This staunchly Republican area is situatethe middle of an area populated
predominantly by the Protestant community. ‘Sphterfaces can be defined as walls or
boundaries evenly separating two communities. F@mple, the Westlink motorway
junction forms a barrier between the Protestant @atholic residents of the Donegal
Road in South Belfast. A ‘buffer zone’ is a mixe@a such as the Ballynafeigh district
in South Belfast that provides a barrier betweea twvo communities (O’Halloran,
Shirlow, and Murtagh, 2004: 6). Interface areasehswffered disproportionate levels of
political violence since the outbreak of the ‘Tréag) in the late 1960s. Approximately
one third of the victims of political violence beten 1966 and 2001 were killed within
250 metres of an interface (Shirlow, 2003: 81).

Cross-Community Contact

In this section, the problems affecting interfacenmunities are analysed. The erection
of physical barriers to reduce inter-communal tensihas amplified the ‘siege mentality’
of opposing interface communities. Shirlow (20083exts that these ‘peacelines’ appoint
the opposing community as a “menacing spatial ftion&(p.81). In particular, there is a
lack of ‘bridging’ social capital between Loyalesbd Republican interface communities.
Social capital refers to the “institutions, relaships, and norms that shape the quality
and quantity of a society’s social interactionsiffédhs, 2004: 4). Common interests,
such as language and social class, do not transitenethno-political identities of

communities situated at sectarian interfaces. Gpresgly, interface communities do not
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often interact with their counterparts situated tbe other side of the ‘peaceline.” A
survey of adults in the Ardoyne and Glenbryn disériof North Belfast illustrates the low
levels of cross - community interaction across ¢heeacelines®® Only 20 percent of
the Glenbryn residents surveyed used shoppingtfesikituated in the Ardoyne, while
18 percent of the Ardoyne residents used the neapEsts complex, situated in the
Glenbryn district (Shirlow, 2003: 81). Both Catlwknd Protestant residents cited the
fear of attack as the primary reason for their lewel of interaction with the ‘other

community (p: 85).
Perceptions of the ‘Other’ Community

Low levels of cross-community interaction have feiced the negative stereotyping of
the ‘other community amongst interface communitiésotestant residents believe that
an ‘expansionist’ Catholic community is trying torée them out of areas like North
Belfast. The Protestant community perceives thair threas are turning ‘green,” as a
young Catholic community displaces an ageing Prattscommunity (Jarman, 2002:
16). The murals in Loyalist interface areas illat#r this ‘siege mentality.” Loyalist
interface communities are demarcated via red, whitel blue kerbstones, the flying of
Union Jacks, and murals that celebrate Loyalistotest groups such as the Ulster
Volunteer Force. These ‘militaristic’ murals invably depict men in balaclavas
brandishing AK47s, alongside provocative politisttements such as ‘No Surrendét.’
Loyalist residents invariably resist efforts by tRerthern Ireland Housing Executive to
allocate houses in their areas to members of thkoli@ community. For example, an
estimated six percent of public sector houses imtiN8&elfast remained unoccupied
throughout the calendar year of 2004 (North Belfasmmunity Action Group, 2002:
27). The majority of these empty houses were lacateLoyalist interface areas. In
March 2004, The Northern Ireland Housing Execu{M&HE) had a waiting list of 951
applicants who wished to move into the North Belfesnstituency, the majority of

whom (82 percent) were members of the Catholic comiy. (O’Halloran, Shirlow, and
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Murtagh, 2004: 42). The decision to leave thesesésuvacant was presumably
influenced by the objections of local residents] #re potential conflict that might arise

from Protestants and Catholics living in the samsé&idt.

Hughes and Donnelly (2004) assert that Catholiage HEecome more confident about
their equal status in Northern Ireland since thdfa8e Agreement (p.588). This
confidence is projected via the murals that dentarttee boundaries of Republican areas.
Republican murals project a more nuanced imagaef tcommunity than the images of
‘gunmen in balaclavas’ that greet visitors to Lastalinterface areas. These murals
convey local opposition to contentious Orange Ordarches, and highlight the
perceived ‘oppression’ of the Catholic communitytla¢ hands of the British security
forces (Rolston, 1995: 5). Nevertheless, this pgapda is underpinned by a high level of
mistrust towards the Protestant community. The d3taht community is frequently
accused of ‘ethnic cleansing’ in contested areks North Belfast. This negative
stereotyping is often influenced by people’s mee®of living under Unionist rule in the
1960s. Many of the Catholic residents in interfaceas have vivid memories of being
driven out of their homes in the late 1960s, prilpadue to the violence of their
Protestant neighbours (O’Connor, 1993: 160). Funtioge, the Catholic community also
faced discrimination in terms of public housing \psion in the late sixties, as
highlighted during the Caledon protest in June 1868 sum, the physical barriers at
interfaces have entrenched the hostility and nssthetween Loyalist and Republican

communities.
MANAGING INTERFACE VIOLENCE
‘Good Fences Make Good Neighbours’

In this section, the management of inter-communalexce at sectarian interfaces is

discussed. There have been two approaches to thagement of violence at interface
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areas since the mid-1990s. The consociationalistemsuggests that ‘segmental
isolation’ can reduce inter-communal violence ihnétally divided societies (Lijphart,
1977: 140). The construction of ‘peacelines’ betwéeyalist and Republican areas is
congruent with the consociationalist principle thgod fences make good neighbours.’
This process has continued unabated throughoutnitheties, with security barriers
erected between the White City and Whitewell arsfallorth Belfast just a few weeks
after the Good Friday Agreement was signed in 1888. Security measures have also
been increased at the ‘peacelines’ themselves.e@IldSircuit Television Cameras
(CCTV) have been deployed to monitor the ‘peacslinend to deter violence between
the two communities. This has reduced the numbevid@ént incidents in sectarian
interfaces like Duncairn Gardens in North Belfa&t, in many cases, the violence has
been displaced to nearby streets, creating newfacts such as Whitewell within the
same area (Jarman, 2002: 10). The level of violeawess interface areas has also
remained high despite these increased securityuresasFor example, there were 1,444
cases of criminal damage, 409 assaults, and 388 odsioting recorded in North Belfast
between 1996 and 1999 (p: 10). The continued regbkl$ of inter-communal violence
suggest that the consociationalist model is nogaod fit' for the regulation of inter-
communal violence in interface areas. This reflébes absence of certain conditions
conducive to ethnic conflict regulation under thensociationalist model. There is no
history of ‘elite’ compromise between Republicard droyalist interface communities.
This was demonstrated by the collapse of the Sgdaile Agreement in May 1974 (see
chapter 2). In addition, intra-segment stabilitys haot been achieved despite the
population transfers of the late 1960s. Loyalistd a&epublican communities remain

highly interspersed in contested interface ardasNiorth Belfast.

The Civil Society Paradigm: Community Development

Many community activists suggest that community el@ment is ‘a more pressing

need’ for the communities they represent, as ompdsethe construction of cross -
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community relationships (Hall, 2001: 7). Interfa¢esd to be located in urban areas with
high levels of social and economic depravation. &@ample, most of Northern Ireland's
‘peacelines’ are located within the North Belfagiceoral constituency. Ten of the wards
within the electoral constituency are ranked in2B8egpercent most deprived areas within
Northern Ireland (p: 26). In particular, North Bedt has high levels of unemployment,
and poor public sector housing provision in congmarito the rest of Northern Ireland.
The North Belfast Community Action Group (2002) edpd that 9.4 percent of houses
in the constituency were ‘unfit’ throughout 2002ntpared to the average of 7.3 percent
across Northern Ireland (p: 26). During the sameogde the unemployment level
recorded in North Belfast (24.1 percent) was owecd the level (9.8 percent) recorded
across the jurisdiction of Belfast City Council (illoran, Shirlow and Murtagh, 2004:
11). The Protestant community in North Belfast hasn disproportionately affected by
this social and economic depravation. Recent ssusliggest that that Protestants are 30

percent more likely than Catholics to live in urifdguses in the constituency (p.26).

Many community groups argue that efforts to reduger-communal tension are
undermined by the high levels of social depravafibat blight sectarian interfaces.
Young people living in the shadow of interfacesanably lack skills, jobs, money, and
access to facilities such as community centress Hais contributed to a pattern of
‘recreational violence’ amongst teenagers in iaeef areas (Jarman, 2002: 29).
Throwing stones at people living on the other siflan interface may represent a ‘cheap
night out’ for teenagers in these areas. Consetyghe levels of violence at interface
areas tend to peak during the school holidays Jp@@mmunity activists suggest that
young people who engage in recreational violenghtrdesist if they were given greater
access to facilities, training, and employment.I(H2001: 25). The ‘siege mentality’ of
both communities might be relieved if improvementse made to public sector housing

and local infrastructures.

Yet, not all interfaces are situated in workingsslaistricts with high levels of poverty
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and unemployment. Interfaces have developed i aneas, middle class suburbs, parks,
open spaces, and shopping centres (Jarman, 2004Thése interfaces are often
demarcated by a turn in the road or a local lanéiprather than a physical structure such
as a ‘peaceline.’” Some commentators suggest teaexistence of segregated working
class areas allows the middle class to project snth areas “the image of the bad area
where bigots live and violence happens as a re€sittiyth, 1996: 45). Evidence from the
Belfast Interface Project suggests that while wagkclass interface communities are
more likely to be the victims of violence, they arsually not responsible for these
attacks (O’Halloran, Shirlow, and Murtagh, 2004 Bie perpetrators of inter-communal
violence tend to come from the hinterland of irdedf communities. The emergence of
middle class interfaces also suggests that comgnu@tvelopment can only partially
relieve the ‘siege mentality’ of interface commugst Inter-communal violence in
middle class suburbs is caused by a variety ofemmmomic factors, such as contentious
Orange Order demonstrations. These issues areldygueesolvable unless there are
open channels of communication between Loyalist aRdpublican interface

communities.

Community Relations and Dialogic Democracy

Community activists assert that the term ‘commuméhations’ is better understood as
‘cross-community’ relations (Hall, 2001: 5). In ¢oast to the community development
model, community relations projects can be apple@ny type of sectarian interface.
Community relations projects aim to generate ‘bindysocial capital between interface
communities. In the summer of 1997, a mobile phoatvork was piloted to try to

reduce the inter-communal tensions generated bycdiméentious ‘Tour of the North’

march in North Belfast. Mobile telephones were rihsted to nominated individuals
within both Loyalist and Republican communitiesNorth Belfast. The phones enabled
these individuals to inform their opposite numbafrpotential ‘flashpoints’ when crowds

gathered on either side of the interface (Jarm@02243). By 2000, there were similar
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mobile phone networks in 25 interface areas acBmifast. The mobile phone network
created a dialogue between Republican and Loyatestface communities. Nevertheless,
the network has limited utility in relieving theiége mentality’ of the two communities.

Indeed, it is conceivable that mobile telephoney fp@ used to organise recreational

rioting between young people living on either sidi@n interface.

Loyalist and Republican interface communities aftero critical of the coverage they

receive in the conventional mass media. Protestaeisthat the media only want the

opinions of Catholics (Jarman, 1997: 91). Cathofiesceive that the media favour the
police version of events, and fabricate storiesuslotvil unrest in interface areas (p.64).

Giddens’ ‘dialogic democracy’ could provide a cositan which residents' groups could

address the causes of inter-communal violence. éagldasserts that in an ethnically
divided society, such as Northern Ireland, the tavaaof a public arena could help

constrain inter-communal violence (Giddens, 199%). The Internet could provide an

arena in which these communities could ‘frame’ thevn stories and communicate

directly with members of the ‘other community. $hias been highlighted as an action
point for community activists working in interfaeeeas. The North Belfast Community

Action Group (2002) suggests that an extensionro&diband cabling networks could

provide a means for developing intra and cross-conity dialogue (p.80). The Internet

has the potential to build bridging social capiiatween communities that are suspicious
of each other’s intentions.

INTERFACE COMMUNITIES AND THE INTERNET

In this section, the websites of Loyalist and Réjsab residents’ groups are examined.
The websites were selected with reference to tmelasions of the Belfast Interface
Project publication ‘A Policy Agenda for the Intece’ (O’Halloran, C, Shirlow, P, and

Murtagh, 2004). The names of residents’ groups watered into the British versions of

two search engines, Googl@ww.google.co.uk) and Yahoo (www.yahoo.co.uk), to
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locate their official websites. The sample [threeydlist and three Republican]

represented the total population of Northern Irskidents’ groups available during the
period of the study (see Table 6.1). The studyrseti@ these groups as either Loyalist or
Republican with reference to the rhetoric used logirtwebsites, as well as evidence

presented in the Belfast Interface Project pubbcat

[Table 6.1 here]

Website Registration Data

Only three of the websites under analysis providgpistration details on Nominet.co.uk
or Whois.net. The Cluan Place was the only resgdgmoup to register its website with a
British company, namely Fasthosts. In a similanuei Republican solidarity actors, the
Garvaghy Road Residents’ Coalition registered ibsite in the United States, with a
company called Go Daddy. Meanwhile, the Greatem@ln Community Initiative
websites was registered to Schlund, the German dfokbyalist websites such as the
British Ulster Alliance. In contrast to Loyalist @rRepublican solidarity websites, the
webmasters did reveal their identities on the Wiaoid Nominet websites. For example,
the webmaster responsible for the Cluan Place teepsovided both his name and a full
Belfast postal address for Internet users to contecorganisation. Meanwhile, a contact
was given for the Garvaghy Road Residents’ Coalittm its Whois entry. As these
websites were registered in Europe or North Ameritavas anticipated that their
webmasters would self-regulate to comply with thenms of acceptable behaviour
online.

[Table 6.2 here]

Research Design: Online Framing

The framing and function of websites maintained rbgidents’ groups was analysed
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during the study. Data was collected during Felyr2905 to enable a comparison of
material posted online by these groGp<Online framing was analysed by examining the
language and images used by these groups on tebsites’>* The study focused upon
whether these groups were trying to generate brgdgbcial capital via their websites.
Both Loyalist and Republican residents’ groupsroléiat they have no real voice in the
conventional mass media. In addition, the lack mfss-community contact militates
against the resolution of local disputes, like tioeite of contentious Orange Order
demonstrations. The study was designed to testhehetoyalist and Republican
residents’ groups would use their official web prese to communicate with their
counterparts on the other side of the ‘peaceli@ahceivably, these websites might
facilitate a form of ‘megaphone diplomacy’ betwdapyalist and Republican interface
communities. In the absence of open channels ohuamcation, residents’ groups might
use their websites to present information to thdiengn newsworthy formats. This would
facilitate communication with community represeiviad who lived on the other side of
the ‘peaceline,” in a similar vein to the interactibetween Sinn Fein and the UK

government during the mid — nineties (see chapter 2

The study also examined whether residents’ groupsldvreveal links to proscribed
terrorist organisations on websites. Anecdotal @wi@, which is rarely reported in the
conventional mass media, suggests that these mésidgroups are manipulated by
paramilitary organisations. Local journalist Mala€iDoherty, attending a meeting of
the Lower Ormeau Concerned Community in July 13@Bnmented, “the people who
had gone to call for an end to the protests migiweall not have gone at all” (O’Doherty,
1998: 130). In the meeting, approximately one toirthe attendees declared themselves
to be against further street protests against @emaing Orange Order parade in the area.
Gerard Rice, spokesperson for the residents’ gpagsed the motion without a vote,

later declaring that there was a unanimous conseargainst the parad®.

Loyalist websites, such as “Sinn Fein and the dledaesidents groups in Northern
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Ireland,” also cast doubt upon the civil societyettentials’ of Republican residents’
groups. The webmaster responsible for this welmssgerts that Sinn Fein exerts an
appreciable influence upon Republican residentgugs. The paramilitary past of
Garvaghy Road Resident Coalition spokesperson BremdacCionnaith [McKenna] is
highlighted as evidence that Portadown Orangemeroarthe “receiving end of a well
planned and executed conspiraé3’’Sinn Fein leader Gerry Adams has also contributed
to the conspiracy theories about Republican ressdgnoups in Northern Ireland. At a
meeting in Athboy in 1997, Adams claimed that theurbDcree standoff was the
culmination of 3 years hard work by [Sinn Fein]iasts (O’'Doherty, 1998: 176). In a
similar vein to political fronts, it was anticipat¢hat these residents’ groups would omit
references to paramilitary organisations, in orterdemonstrate their civil society

credentials.

Website Function

Website function was analysed using the codingraehdeveloped earlier in this thesis
(see chapter 3). A point was given to a websiteiffcluded one of the features identified
in the coding scheme. These points were then cechfdi give an overall score in each of
the four categories measuring website function, elgnmteractivity, target audience,
presentation, and organisational linkage. The ptasen, interactivity, and online
recruitment categories determined how effectives¢hevebsites were in delivering
information to a target audience. This allowed reaticomparison between the websites
of residents’ groups and those maintained by dtlwethern Irish societal groups, such as
solidarity actors and political parties. Authorsclsuas Bimber (1998) and Rheingold
(1993) suggest that the Internet reduces the adspelitical mobilisation for political
groups. The study assessed whether Loyalist andidfRepgn residents’ groups were
realising the potential of the Internet as a toot brganisational linkage. It was
anticipated that the Loyalist websites analysethenstudy would reciprocate links with

one another, as all three groups were based im8elfoyalist residents in Glenbryn and
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White City, separated by just a few streets, wauisumably have common interests and
regular contact with each other in the offline worRepublican residents’ groups were
also expected to reciprocate links with each othrdme. In contrast to their Loyalist
counterparts, Republicans were expected to proun#ts to a range of other websites.
Foe example, it was anticipated that these groupddnadirect Internet users towards the
websites of groups that opposed Orange Order deratinss. This reflected the primary
focus of groups such as the Lower Ormeau Conce@wdmunity, namely to oppose

contentious Orange Order demonstrations that paksaagh Republican areas.

RESULTS

Online Framing: Victimhood

Roe, Pegg, Hodges, and Trimm (1999) assert that tme “competing psychologies of
victimhood” between Northern Ireland’s Protestant &atholic communities (p.125).
The study suggested that the Internet perpetuaisdcompetition. In a similar vein to
solidarity actors, residents’ groups used theirsitels to suggest they had suffered at the
hands of the ‘other’ community (see chapter 5). $eguently, the term ‘ethnic cleansing’
featured on all of the websites under analysis.example, the Short Strand under Siege
website featured a ‘diary of attacks,” which alléghat Loyalists from nearby Cluan
Place were attacking residents on a daily basiwd®t May and June 199%. The
website repeated the threats that were postedeowdlis of nearby Loyalist areas, such
as “Short Strand taigs enter at your own ri€k. The websites of the Lower Ormeau
Concerned Community and the Garvaghy Road Resid€malition focused upon
contentious Orange Order demonstrations in theiridis, highlighting alleged human
rights abuses against their communities. Thesderts’ groups also portrayed Catholics
as second-class citizens on their websites. Invigrighese residents’ groups alleged that
their rights were suppressed by a combination ®f@hange Order, the Police Service of

Northern Ireland (PSNI), and the institutions oé ttOrange’ state. For example, the
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Garvaghy Road Residents’ Coalition declared ohat®iepage “the residents continue to
stand strong and struggle for their right to edyalifreedom from sectarian
discrimination and harassmerit® This resonated with the material posted on thesiteb
of the Lower Ormeau Concerned Community. Its wehenadiscussed the problems
caused by ‘sectarian’ parades in the area, inautinrfews for up to 25 hours, plastic

bullets, and beating$3°

Loyalist residents’ groups also focused upon alle@ghnic cleansing’ within their
districts. Republicans were accused of intimidatiogal residents within Loyalist
interface areas. For example, the Cluan Placeewetsdgroup declared on its website,
“‘Republicans are trying to ethnically cleanse theeaa THEY WILL NOT
SUCCEED!"?®*" This website also featured an article written tgal MP, Peter
Robinson, which described the “daily nightmare ofing with orchestrated Sinn
Fein/PIRA violence®? This article dismissed the material posted onShert Strand
under Siege website as Republican ‘spin.” The othebsites featured accounts of
alleged Republican intimidation against membershef local community. The White
City under Attack webmaster claimed that Repubbcarere responsible for graffiti
sprayed on derelict houses in the area, questianimgthe offenders had not been caught
on CCTV situated nearty> In a similar vein to the Short Strand website, website
provided a chronology of alleged Republican attdokthe area. The Greater Glenbryn
Community Initiative also highlighted vandalism dts website. The webmaster
responsible for this website was scathing in higicem of the Police Service of
Northern Ireland (PSNI), claiming “thugs are petfiedree to enter Glenbryn at will, do
whatever damage they please, with absolutely nporese from the muppets in the
PSNI.?** Overall, both Loyalists and Republicans used theibsites to suggest they
were victims of ethnic cleansing at sectarian fam¥s. These groups did not use their

websites to promote a dialogue with residents bagdtie other side of the ‘peaceline.’

Images
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The theme of victimhood was also evident in the gesaused on the websites of
residents’ groups. All of the Republican residemtsiups used their websites to publish
pictures of local residents who had allegedly bbeuatalised’ by either Loyalists or the
Police Service of Northern Ireland (PSNI). For eps&énthe Lower Ormeau Concerned
Community website featured images of armoured SritArmy Saracen vehicles
‘hemming in"” members of the Catholic community as @range Order parade passed
through the are®® Similar images featured on the website of the &gy Road
Resident Coalition. The first page of the Garvagtoad Residents Coalition website
featured an image of a woman comforting a man waithopen head wound. As if to
confirm that Northern Irish Catholics are an oppessminority, the man in the picture is
wearing a Glasgow Celtic football jers&¥.The Short Strand under Siege website also
alleged that the Police Service of Northern Irel@a8NI) had ‘brutalised’ the Catholic
community. This website featured images of localdents displaying injuries attributed
to PSNI attacks on a peace rally in the Short 8trénl4-year-old boy appeared in one
of these images displaying a scar [the site alleges caused by a PSNI plastic baton

round?®’

Each of the Loyalist websites under analysis caetipictures of property allegedly
vandalised by ‘Republican thugs.” For example,cype of a row of vandalised derelict
houses welcomed visitors to the White City undetadi website. The slogan beneath
these stark images read, “Who lives in housestlikee? NOBODY!"?*® The homepage
of the Greater Glenbryn Community Initiative alsew attention to Republican attacks
on Loyalist residents. The menu at the top of treen featured images of boarded up
houses, PSNI armoured vehicles, and members ofogfadist community displaying
injuries, presumably caused by Republic&fisThis website was notable as it published
photographs of Republicans, who the webmasteredi@gere involved in a campaign of
intimidation against Loyalist residents in North I8et?*° In a similar vein to the
solidarity actors, the Cluan Place residents useines of murals and ‘peacelines’ on

their website. The central image on this homepage avmural painted on a gable wall at
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the interface between Cluan Place and Short StiEmd. mural contained a Union Jack
and the sentence “Cluan Place - 20 families intatgd by Sinn Fein/IRA%! In sum, the
study provided some evidence to support the noti@at there is a competition of
victimhood between loyalist and republican comniasisituated at sectarian interfaces.
These groups used images and language on theiitegebsat suggested the community
situated at the other side of the ‘peaceline’ wasidging them. The online framing of
these groups appeared more likely to strengthenbtireding social capital of their
communities, as opposed to generate dialogue walhnesidents’ groups. However, this
observation was congruent with previous analysesamfial capital. Putnam (2000)
suggested that bonding social capital was goodnfobilising solidarity in ethnic
enclaves, as it provided “social and psychologstgdport for less fortunate members of
the community” (p.22).

Self-ldentification

In a similar vein to dissident political fronts,srdents’ groups did not reveal any links
between themselves and terrorist organisationshem websites. Instead, these groups
used their websites to refute claims that they weeeng manipulated by terrorist
organisations. To varying degrees, the Loyalistidesgs’ groups claimed to be
representatives of the people living in their ardas example, the Cluan Place group
claimed to be the voice of the “good British resigeof Cluan Place’*? The Greater
Glenbryn Community Initiative issued a disclaimerits website. In this disclaimer, the
webmaster declared that “no part of this website lleen supported either financially or
otherwise by ANY companies, funding agencies whetfarernment or private or by
any individuals.** In the case of the White City under Attack wehsite civil society
credentials of the webmaster were less clear. Dheepage merely described itself as the

“official website for White City under attack onéri***

Yet, irrespective of how they
defined themselves, Loyalist residents’ groups mad name their leadership on their

websites.

200



A similar pattern emerged from the analysis of Réijpan websites. These groups also
established their civil society credentials onlinghile simultaneously omitting
information about their leaders from their websitEer example, the Garvaghy Road
Residents’ Coalition described itself as an “umlargroup set up by the residents of the
Catholic/Nationalist Garvaghy Road area of the t@fiPortadown.** The name of its
leader, Brendan MacCionnaith, was conspicuous $ylisence from this website. The
Lower Ormeau Concerned Community also defined fitasl a community group,
asserting on its website, “It was set up solelycémmpaigns for civil rights for our
community.” >*® The Short Strand website was remarkably similath® White City
under Attack website in terms of self-identificatiolt also gave no indication as to
whether this website was sanctioned by a commugriiyp. One interpretation of these
findings might be that local residents, who weré affiliated with residents’ groups in
the area, maintained these websites. An alternatitexpretation might be that these
websites articulated the view of local residentshi@a absence of a formally constituted
residents’ group. At the time of writing, there was evidence to suggest that the people
of the Short Strand and White City districts hathfed a residents’ group in the offline
world. In any case, there was insufficient evideoseheir websites to make a judgement
on the sincerity of their claims to represent thesal communities. In sum, these groups
sought to establish their civil society credent@stheir websites. However, none of the
websites under analysis provided information alibetr members online, despite this

information already being in the public domain.

WEBSITE FUNCTION

Organisational Linkage

Loyalist residents’ groups demonstrated a greasage of organisational linkages on

their websites than Republican residents’ groupe Cluan Place and Greater Glenbryn

201



Community Initiative achieved the highest scordhis category of the coding scheme
(see Table 6.3). These websites tended to proin#le pointing towards the websites of
external news media organisations, Loyalist soligarganisations, and Northern Irish
political parties. For example, the Greater Glenbgommunity Initiative website

provided links to such diverse groups as Disab#ittion, NHS Direct, and the Ulster

Protestant Movement for Justit®.This website was also noteworthy as it was thg onl
one to provide links to the websites of the otheydlist residents’ groups under analysis.
The Cluan Place website also provided links poghtowards the websites of external
agencies, organisations such as Bedfast Telegraphand the University of Ulster’s

Conflict Archive on the Internet (CAINY® However, there was limited evidence to
suggest that these groups were using the web talisgoBupport from groups based
outside the United Kingdom. As such, none of thgdlist websites received a point in

the ‘International Terrorist Link’ section.

[Table 6.3 here]

Surprisingly, Republicans achieved a lower avesagee in this category. In contrast to
Republican amateurs and political fronts, theseigsadid not provide a broad range of
links on their websites (see chapters 3 and 5)e ltheir Loyalist counterparts, these
residents’ groups did not offer links to ‘interraatal solidarity’ websites. The links
provided by Republican residents’ groups tendedeftect the ‘single issue’ around
which these groups formed, namely to oppose Or&@&rder demonstrations that passed
through Republican areas. The Garvaghy Road Rdsidepalition shared the highest
score in this category (see Table 6.4). It provilileks to websites maintained by groups
involved in the debate over ‘sectarian’ marchesluiding the Irish Parades Emergency
Committee and Orange WattH. The Lower Ormeau Concerned Community also used
its web presence to direct Internet users towarelssites that addressed the marching
issue, such as the Parades Commission for Nortretemd?*° Short Strand was the only

group under analysis to receive no score in thisiaag as it provided no links on its
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website. Overall, the links page of these websiflected the single issue around which
these groups formed. In a similar vein to the agialpf political fronts and amateur
terrorists, there was limited evidence here to eagghat residents’ groups were

experiencing a critical multiplier effect in terrasorganisational linkage.
[Table 6.4 here]
Interactivity

Republican residents’ groups achieved a higheresicothis category than their Loyalist
counterparts. The websites of the Lower Ormeau @wed Community and the
Garvaghy Road Residents Coalition contained thgesirnumber of interactive features
in the study (see Table 6.5). The Lower Ormeau €omxl Community solicited
donations from Internet users on its websites, iding bank details and a postal
addres$> The Garvaghy Road Residents Coalition provideiinilas ‘donation’ facility

on its website. The Friends of Garvaghy Road USéoaraged people living in North
America to provide material support for the Garwadgtoad community grouf’? In
addition, both these residents’ groups providedgbaaldresses and telephone numbers
for Internet users who wished to contact their eetpe organisations for further
information. However, despite these websites prorgointeraction between Internet
users and their respective organisations, nonaeRepublican groups provided details
about their leadership online. The Short Strandeur@lege website received the lowest
score in this category. It limited interactivity ats website to an ‘Email Webmaster’

facility, and did not provide a postal addressvioitten correspondenceé®
[Table 6.5 here]

Loyalist residents’ groups provided limited intereity on their websites (See Table

6.6). Inclusive of political fronts and amateurroeists, these websites received the
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lowest score in this category of all the websitealgsed in the thesis. The White City
under Attack website proved the most interactivéhefLoyalist websites analysed in the
study, providing an ‘Email Webmaster facility aral bulletin board>* The other
Loyalist residents’ groups limited interactivity tmeir websites to an ‘Email Webmaster’
facility. None of the groups under analysis usesrtivebsites to solicit resources from
sympathisers. Overall, both Loyalist and Republioasidents’ groups provided limited
opportunity for Internet users to contact theiramgations online.

[Table 6.6 here]

Online Recruitment Resources

Both Loyalist and Republican residents’ groups ekd low scores in this category of
the coding scheme. The analysis suggested thatlitbyasidents’ groups did not use
their official web presence to recruit new memk&ese Table 6.7). Furthermore, none of
the websites included a ‘Members Only’ section.sTWwas perhaps to be expected, given
that none of the Loyalist residents’ groups undelysis referred to their membership on
their website. Both the Cluan Place and White Qitgler Attack websites did enable
Internet users to download propaganda onto thesktdps. The Cluan Place website
enabled Internet users to download a Cluan Plac&l& which told the ‘tale of the
trouble’ at the sectarian interfat®.The White City under Attack website also provided
series of posters for Internet users to displagluoing one drawing attention to the

murder of a local residerft’

[Table 6.7 here]

There was little to differentiate between Loyalistsd Republicans in terms of online
recruitment resources. Republican residents’ graalps received low scores in this

category (See Table 6.8). None of these groups aeBde recruitment strategies, or

provided a ‘Members Only’ section. Yet, Republicesidents’ groups did enable
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Internet users to download material from their vikegbgn an alternative format. For
example, the Garvaghy Road Residents’ Coalitionsitelprovided a downloadable map
of the contentious Orange Order parade, along witheace Watch report containing
statements from local resideit§.Overall, residents’ groups did not appear to hedrt
official web presence to draw Internet users ih&rtrespective organisations. However,
this reflected the fact that these groups werengisdly a ‘closed shop,” with membership
limited to people who lived in Loyalist and Repwiln areas.

[Table 6.8 here]

Presentation

Overall, residents’ groups provided little innowatiin terms of information delivery
online, receiving lower scores than both politiparties and solidarity actors in this
category (see chapters 3 and 5). Loyalist residgntaip websites achieved a higher
score in this category than their Republican caoypates. The Greater Glenbryn
Community Initiative website received the highestre in this section of the coding
scheme (See Table 6.9). This website containedttioseentitied ‘Media Files,” which
included a recorded video statement by local DeatmcrUnionist Party MP, Nigel
Dodds. The website also provided video footage atfonalist ‘thugs’ attacking young
[Protestant] children as they waited to board aosttbus?® The White City under
Attack also provided video streaming on its websitege documentary film ‘Victims of
Sinn Fein/IRA, produced by the Ulster Protestardvi@ment for Justice (UPMJ), was
available for free download on its website. In cast, the Cluan Place website was

devoid of multimedia facilities and received a lswore in this category.
[Table 6.9 here]

Republican residents’ groups received low scorgBifncategory (See Table 6.10). These

groups relied upon text and scanned pictures fornmation delivery on their websites.
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As discussed earlier, the Lower Ormeau Concernethnr@mity website contained
pictures of local residents who were allegedlyckital by the PSNI. This resonated with
the images used on the websites of the other Rigpuhilesidents’ groups under analysis.
For example, pictures of local residents’ protegtiagainst an Orange Order
demonstration dominated the Garvaghy Road Resid€ulition website®>® Overall,
the study suggested that residents’ groups provizhsic’ websites, devoid of

technological innovations such as live video striegm

[Table 6.10 here]

DISCUSSION

Why might residents’ groups conceal their linksdoorist organisations online?

There are several reasons why Loyalist and Repblresidents’ groups might omit
leadership details from their websites. A persambil address or phone number could
be used to issue threats to leaders of these sagams. The fear of being ‘exposed’ as a
community activist, and subject to attack by thiééw’ community has been identified as
a key factor inhibiting community relations’ profedn interface communities (Jarman,
1997: 102). As discussed in this chapter, NortHd3¢lhas seen disproportionately high
levels of criminal assault and murders comparetdahern Ireland as a whole during
the ‘Troubles.” Therefore, members of local restdegroups might prefer to remain
anonymous in order to avoid any violent repercussior themselves, or their families.
Yet, the appearance of Republican residents’ |sadartelevision, particularly during
periods of civil unrest, suggests that fear of peas attack does not explain the omission

of leadership details from their websites.

The impact on international audiences is argualfl\greater concern to Republican

residents’ groups. Online framing is more likelynave an impact on audiences that do
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not have access to the Northern Irish media (septeh 3). Conceivably, international
audiences might look less favourably upon thesédeats’ groups if their links to
paramilitary organisations were publicised on thegbsites. As a result, residents’
groups are unlikely to reveal on their websites tie@ir membership include former
paramilitary prisoners, such as Brendan MacCiohnditthey were to reveal terrorist
linkages, whether historic or contemporary, theyghhilose support from influential
diasporas. In sum, residents’ groups are less dasest on their websites than they
appear to be in the conventional mass media. THesites analysed in the study cast
little light upon the membership of Loyalist andgRélican residents’ groups. Although
concerns for the personal safety of members mightebevant, the study suggests that
these groups omit references to terrorism in otdedemonstrate their civil society

credentials.

Bonding or Bridging Social Capital?

Despite allegations of paramilitary orchestrati@sidents’ groups do appear to articulate
the interests of their local communities on the@bsites. In terms of social capital, these
websites appeared to promote ‘bonding’ social eapitthin Loyalist and Republican
communities, as opposed to ‘bridging’ social cdptatween rival residents’ groups.
Bonding social capital can be characterised asr@a faf “sociological superglue that
creates strong in-group loyalty and occasionaligrsg out-group antagonism” (Putnam,
2000: 23). This was illustrated in the study, asdents’ groups invariably blamed the
‘other’ community for their communal problems. Tiogher’ community, situated at the
other side of the ‘peaceline,” was portrayed asgpansionist, invariably violent, and
homogeneous political entity. The websites allowesidents’ groups to further define
rather than solve the problems facing their respecdommunities. The study suggests
that prospects for ‘dialogic’ democracy are not aned via these websites, as they

represent a series of monologues rather than agtielbetween the two communities.
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Yet, this also reflects the intended audience fwhewebsite, namely members of the
local community and their supporters. Internet sisgno visit these websites are likely to
be sympathetic towards the plight of interface camities (see chapter 4). As discussed
in this thesis, Northern Irish political actors, ether they are political fronts, amateur
terrorists, or residents’ groups, use the Web milgn&or intra-group communication.
These actors use their websites to choose theirfaames, to circumvent the ideological
refraction of the conventional mass media. Theggfdr is perhaps no surprise that
residents’ groups, who feel both the media andcpoiakers ignore them, use their
websites to air their grievances. In sum, the wedbena responsible for these websites
use ‘victimhood’ to generate bonding social capitainterface communities. Bridging
social capital can only be generated in a neutnétigal space online, one that can be
accessed by both Loyalist and Republican communit@onceivably, these residents’
groups may be using less public forms of computediated communication, such as
email, to facilitate dialogue across sectarianrfates.

Are these websites a manifestation of consocidigma

Consociationalists believe that segmental isolatton intra-segmental stability are
critical to the management of conflict in ethnigatlivided nation-states. The study
suggested that the residents’ groups themselvesifed the ‘good fences make good
neighbours’ principle, with groups such as CluaacBl calling for ‘peacelines’ to be
strengthened in interface areas. However, Loyahst Republican interface communities
are different in character to civil society groupspluralist democracies, such as the
Netherlands. The theory of consociationalism wasetiaupon the management of
societal cleavages in Holland during the late 196{ghart (1968) asserted that Holland
was “a nation divided, but not one divided verdssli’ (p.59). There were four blocs
within the Netherlands, each with their own poétiand social organisations. Yet,
differences between the blocs were relatively éasyanage, as Holland was a racially

homogeneous nation, and had a stable and viableoaeny (p.59). It is perhaps
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premature to suggest that Northern Ireland is aamgke of a consociationalist
democracy, in a similar vein to the Netherlands.ilgvthis may be the logical outcome
for the peace process, many of the necessary pigioms for a consociationalist
political settlement have yet to be achieved. lgeal balance of power between at least
three segments, all of equal size, is requiredusiagn a consociationalist democracy
(Lijphart, 1977: 55). In Northern Ireland, there= anly two segments of almost equal
size, namely the Protestant and Catholic communitla addition, intra-segmental
stability remains elusive, as inter-communal vickeias continued unabated at sectarian
interfaces since the Belfast Agreement. Theresis ab history of elite cooperation in the
region (O’'Duffy, 1992: 128). Instead, Catholics dmbtestants in Northern Ireland form
“two quite distinct and separate segments, each thigir own social, educational, and
recreational organisations” (Lijphart, 1977:134).

These websites are perhaps better understood asigestation of community relations
in post-conflict Northern Ireland. The websiteslgsad in the study provide an outlet for
the peripheral political actors within Northernshi civil society, for whom the peace
process has made little difference. As such, Leyand Republican residents’ groups
use their websites to focus upon grievances that festered for decades, such as social
depravation and Orange Order demonstrations. Huontire, these websites held a mirror
to a political context that is without precedent'b&nign apartheid’ has developed in the
province since the Belfast Agreement, as Cathaiu Protestants increasingly wish to
live in ‘single identity’ neighbourhoods. Meanwhilmterface communities continue to
endure inter-communal violence, in much the samg asthey did before the Good
Friday Agreement. There are no residents’ groupedautside the province that have
operated in a comparable political context, in \Wwhiow-intensity’ conflict has existed

for such a long period between highly interspeetbdic communities.

The Internet: A primary tool of political communtezn?
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The frequency of updates on these websites sugtiedtsesidents’ groups have yet to
realise the potential of the Internet as a toolpflitical communication. The study found
that there had been no updates on each of the Regrulwebsites for several years. The
Lower Ormeau Concerned Community could be chargegias an archive, with the last
update recorded on 9 July 19%8.This was also evident in the chronology of events
provided on these websites. The Lower Ormeau Caorde€Community and Garvaghy
Road Residents’ Coalition websites focused uponQtenge Order ‘marching seasons’
of 1995-1997, a few months before the Good Fridgye@ment (1998) and the political
reforms that accompanied it. In addition, thesesiteb frequently referred to the police
as the Royal Ulster Constabulary (RUC), rather ttan Police Service of Northern
Ireland (PSNI) that was established in its plac@1. The Short Strand under Siege
website was the only Republican site to have beelated since 2003. The most recent
entry on this website referred to Loyalist attacks the area that took place in July
20037

Although the White City under Attack provided a UPMocumentary on its website,
presumably for journalists to download and incogberinto their media packages, a
similar pattern emerged in the study of Loyalistidents’ groups. None of these websites
had been updated in the 12 months prior to theystasl illustrated by the Cluan Place
website, which had last been updated in January3.280The Greater Glenbryn
Community Initiative website was the most recengbglated, with an article on a Loyalist
rally uploaded in March 200%3 Therefore, the study suggests that residents’pgraio
not use the Internet as a primary tool of politicammunication. The lack of regular
updates on these websites suggests that residgrasps still prefer to use the
conventional mass media as a tool of political camization. This may reflect the fact
that the mass media provides a larger audiencesioents’ groups than the websites
analysed in this chapter. Indeed, the evidenceepted in this thesis suggests that the
online audience for residents’ groups is likelyctmsist of sympathisers and journalists,

as opposed to the large audience available to tiresgs if they gain the attention of the
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mass media (see chapter 4). In sum, Northern meskdents’ groups do not appear to
have realised the full potential of the Internehasommunication device. Although there
is some evidence to suggest these residents’ gratgsising their websites to offer

support for one another, this does not in itselfstibute a critical multiplier effect.

CONCLUSION

These websites illustrate the ‘competition of witibod’ between interface communities.
In a similar vein to political fronts, residentsogips use their web presence to portray
themselves as legitimate members of civil socigtyorder to achieve this, these groups
used their websites to refute accusations that teye manipulated by terrorist
organisations, despite often compelling evidendi¢ocontrary in the conventional mass
media. Irrespective of their terrorist linkagessdé groups did articulate the interests of
their local communities online. Loyalists highligdt the social and economic
depravation that blights their local communitiediiler Republicans focused upon the
disruption caused by Orange Order demonstratiossimg through their communities.
Both Loyalist and Republican residents’ groups usesdr websites to suggest that the
community situated on the other side of the ‘paametlwas responsible for inter-
communal violence. Consequently, the term ‘ethriéarmsing’ appeared on all of the
websites under analysis, usually accompanied byngis of local residents’ who had
allegedly been attacked by people from the ‘otberhmunity. Contrary to the assertions
made by cyberoptimists, this study suggests thatltkternet may erode social capital
between rival interface communities. Rather thasilifate dialogue between residents’
groups, these websites were more likely to gendraeling social capital amongst these
communities. Yet, these websites were only likelybe viewed by people who are
sympathetic to the plight of interface communitidhe study suggests that these
websites are a manifestation of the ‘benign apatthieat has spread across the province
since the Good Friday Agreement. Therefore, briglgiocial capital can only be created

in an independent arena online, where residentigy can freely discuss solutions to
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communal problems rather than simply redefine thmblems.

Table 6.1 Loyalist and Republican residents’ groups

Loyalist

Republican

Cluan Place

Garvaghy Road Residents’ Coalition

Greater Glenbryn Community Initiative

Lower Ormd&aoncerned Community

White City Under Attack

Short Strand Under Siege
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Table 6.2 Website registration data provided bythEm Irish residents’ groups

Website Host Location| Webmaster| Webmaster| Registered| Telephone
of Host Name Personal Postal Number/Fax

Email Address Number
Address

Cluan Place Fasthosis UK A NIA NIA NIA

Garvaghy Go USA 1A NIA 1A 1A

Road Daddy

Residents’

Coalition

Greater Schlund | Germany NIA NIA IA NIA

Glenbryn

Community

Initiative

Lower Ormeau| n/a n/a n/a n/a n/a n/a

Concerned

Community

Short Strand | n/a n/a n/a n/a n/a n/a

Under Siege

White City n/a n/a n/a n/a n/a n/a

Under Attack

IA — Information Available NIA — No Information Aviable
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Table 6.3 Organisational Linkage visible on LoyaResidents’ Group Websites

Website Solidarity | International | Educational | Commercial/ | Number | Score

Links Terrorist Links Non-Political | of Links | (/5)
Links Links (>15)

Cluan Place 1 0 1 1 0 3

Greater 1 0 1 1 1 3

Glenbryn

Community

Initiative

White City 1 0 0 0 0 1

Under Attack

Mean 1 0 0.67 0.67 0.33 2.33
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Table 6.4 Organisational Linkage visible on Repedni Residents’ Group Websites

Website Solidarity | International | Educational| Commercial/ | Number | Score

Links Terrorist Links Non-Political | of Links | (/5)
Links Links (>15)

Garvaghy Road 1 0 0 1 1 3

Residents

Coalition

Lower Ormeau | 1 0 0 0 0 1

Concerned

Community

Short Strand 0 0 0 0 0 0

Mean 0.67 0 0 0.33 0.33 1.33
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Table.6.5 Interactive features available on RepgabliResidents’ Group Websites

Website Email Bulletin | Postal | Telephone| Email Email Resource | Score

Newsletter | Board Address | /Fax Webmaster| Individual | Solicitation
Number Members

Garvaghy |0 0 1 1 1 0 1 4

Road

Residents

Coalition

Lower 0 0 1 1 1 0 1 4

Ormeau

Concerned

Community

Short Strand 0 0 0 0 1 0 0 1

Mean 0 0 0.67 0.67 1 0 0.67 3
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Table.6.6 Interactive features available on Loydtiesidents’ Group Websites

Website Email Bulletin | Postal | Telephong Email Email Resource | Score

Newsletter| Board | Address| /Fax Webmaster Individual | Solicitation
Number Members

Cluan 0 0 0 0 1 0 0 1

Place

Greater 0 0 0 0 1 0 0 1

Glenbryn

Community

Initiative

White City | O 1 0 0 1 0 0 2

Under

Attack

Mean 0 0.33 0 0 1 0 0 1.33
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Table.6.7 Online recruitment resources of Loydtissidents’ Group Websites

Website Members| Full Full Membership | Downloadable Score
Only Membership | Available via Public Relations
Section Advertised | Online Application | Material
Cluan Place 0 0 0 1 1
Greater 0 0 0 0 0
Glenbryn
Community
Initiative
White City 0 0 0 1 1
Under Attack
Mean 0 0 0 0.67 0.67
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Table. 6.8 Online recruitment resources of RepahlResidents’ Group Websites

Website Members| Full Full Membership | Downloadable Score
Only Membership | Available via Public Relations
Section Advertised | Online Application | Material
Garvaghy Road| 0 0 0 1 1
Residents
Coalition
Lower Ormeau | O 0 0 0 0
Concerned
Community
Short Strand 0 0 0 1 1
Mean 0 0 0 0.67 0.67
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Table.6.9 Presentation and delivery of LoyalistiBests’ Group Websites

Website Graphics Frames Sound Video | Pages in Score
Streaming| alternative

format e.g.

PDF
Cluan Place 1 0 0 0 0 1
Greater Glenbryn 1 1 1 1 0 4
Community Initiative
White City Under 1 0 1 1 0 3
Attack
Mean 1 0.33 0.67 | 0.67 0 2.67
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Table 6.10 Presentation and delivery of RepublRasidents’ Group Websites

Website Graphics Frames| Sound| Video Pages Score
Streaming| Available in

format e.g.

PDF
Garvaghy Road Residents| 1 0 0 0 0 1
Coalition
Lower Ormeau Concerned| 1 0 0 0 0 1
Community
Short Strand 1 0 0 0 0 1
Mean 1 0 0 0 0 1
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Chapter 7: Conclusion

This study suggests that both civil and uncivilbastn Northern Ireland are yet to realise
the potential of the Internet as a tool for poéiticommunication. Many of these groups
appear to use the Internet to supplement theitiegiselationships with the mass media,
rather than to adopt innovative forms of politiGdtivism like social netwar. Pro-
Agreement groups use their websites to demondinate support for the peace process.
Meanwhile, the Internet may provide a channel ahewnication for dissidents that is
not available to them in the conventional mass medet, this research suggests that the
Internet may not provide a critical mutiplier effdor these marginal groups in terms of
political mobilisation. These groups need to atteat¢arge audience to their websites if
their online framing is to influence public opiniahan aggregate level. The key findings

of this thesis are discussed in sections below.

All Northern Irish political fronts use the Web ¢stablish their credentials as cultural

democrats

The study suggested that all Northern Irish pditioarties use their websites to verify
their democratic credentials. There was little thedentiate between the websites of
terrorist-linked groups, such as Sinn Fein, andwhbbsites of constitutional parties, such
as the Social Democratic and Labour Party (SDLRxrdrist political fronts posted

material online that was compliant with the regianreated by anti-terrorist legislation,
such as the UK Terrorism Act (2000). As such, geogpich as Sinn Fein and the
Progressive Unionist Party did not justify contemgwg political violence on their

websites, nor raise funds on behalf of their repederrorist organisations. Irrespective
of their continued support for armed struggle pallitical parties in the region used their
websites to suggest they were cultural democratsnuatted to democracy “come what
may” (Richards, 2001: 83). The study suggested ttmatframes adopted by terrorist-

linked groups were indistinguishable from thosedubg constitutional political parties.
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Themes such as equality and shared responsiblitpgaged all of the party websites
analysed in this thesis. For example, Sinn Feird utsewebsite to further the equality
agenda that was traditionally associated with tloelemate nationalist party in the region,

the Social Democratic and Labour Party (SDLP).

The Internet provides a space for supporters arbopnts of the peace process

The online framing of political parties reflectdtkeir position vis-a-vis the Good Friday
Agreement. Pro-Agreement parties used their offisi@b presence to offer support for
the power-sharing institutions. In this respecg d¢imline framing of these groups had an
antecedent in the peace frame projected by the mads& in the mid-nineties. However,
a clear majority of actors under analysis usedr thabsites to criticise the Belfast
Agreement and its supporters. Anti-Agreement umsitsnsuch as the Democratic Unionist
Party (DUP) criticised the Ulster Unionist PartyB) for sharing power with Sinn Fein.
In the opinion of these groups, Sinn Fein had getdmonstrate that it was committed to
the use of exclusively democratic means to achiisvebjectives. Dissident Republicans
were also critical of the peace process, albeiafdifferent reason. Groups such as the 32
County Sovereignty Movement believed that Sinn Feid abandoned core Republican
principles, leaving the Catholic community at gesatisk of attack from Loyalist
paramilitaries. In addition, these groups stilliéetd that terrorism was the only way to
remove the British presence from Ireland. Anti-Agrent sentiments were also evident
on the websites of Loyalist and Republican supperte contrast to dissident political
fronts, these actors did not have to demonstra@ tivil society credentials to the
Northern lIrish electorate. Therefore, many soliyaactors used paramilitary insignias
and pictures of hooded gunmen on their websitedlustrate their support for armed

struggle.
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Loyalist and Republican websites will attract aited audience

The online audience for Loyalist and Republican sitels is likely to be limited to
Internet users who use the Web for political redgaand supporters of Northern Irish
terrorist groups. In addition, the analysis of ingt usage patterns suggests that these
Internet users are likely to be male, middle clasd| educated and situated in Europe or
North America. People with no prior knowledge ofrtern Irish terrorism may turn to
Internet search engines to locate information @sehorganisations online. These search
engines faciltiate a form of mediated interacti@tvieen webmasters and Internet users.
They will direct Internet users towards ‘more o tdame’ organisational websites, rather
than the websites of Loyalist and Republican pmltironts. The sale of priority retrieval
and the rule of Googlearchy are just two reasong t&lrorists may not be visible on
search engine directories. However, low visibildg search engines may be to the
advantage of terrorist organisations who remairagad in armed struggle. These groups
may not wish to attract a large online audiencefédar of compromising future military

operations.

The threat of amateur terrorism online may be tiys

As Loyalist and Republican amateurs did not havedovince the electorate of their
democratic credentials, they highlighted the litkfween political fronts and terrorist
groups. In a similar vein to political parties suah Republican Sinn Fein, Republicans
claimed that political violence was necessary bsedbe Provisional IRA ceasefire had
left the Catholic community at greater risk of ekafrom Loyalist paramilitaries.

Loyalists criticsed the Ulster Unionist Party (UUR)r allowing ‘unreconstructed’

terrorists, in the form of Sinn Fein, to participan the Stormont Assembly. Support for
political violence was expressed through the usmibfaristic language and paramilitary
emblems on solidarity websites. Yet, there wastéthievidence to suggest that Loyalist

and Republican solidarity actors themselves wegaged in acts of terrorism. Despite
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many of these actors purporting to be members aforist organisations, many
webmasters issued legal disclaimers stating thel ra links to the paramilitaries.
Furthermore, none of these webmasters risked patéegal sanctions by inciting others
to perpetrate political violence, or soliciting eesces on behalf of a proscribed terrorist
organisation. The study suggested that ‘unoffidiayalist and Republican websites did

not constitute a new dimension of terrorist thirdtiorthern Ireland.

Loyalist and Republicans use the Web to furthar gdwmpetition of victimhood

Loyalist and Republican residents’ groups uploadirtigrievances into cyberspace.
Loyalists use their websites to highlight the sbdepravation that blights their areas,
while Republicans focus on the disruption causedhi&r areas by Orange Order
demonstrations. Residents’ groups on both sidébeokectarian divide claim that inter-
communal violence is solely the responsibility ke tother * community. As a result, the
term ‘ethnic cleansing’ featured on all of the w&ds maintained by interface
communities. In addition, residents’ groups useeirtivebsites to publish pictures of
local residents who had allegedly been ‘brutaligsdéither the ‘other’ community or the
Police Service of Northern Ireland (PSNI). Overdlhese websites represent the
competition of victimhoods between Loyalist and Bgmgan residents’ groups that
exists in the offline world. As such, these welssiéee more likely to generate bonding
social capital, as opposed to creating bridgingiasocapital between communities
divided by so-called ‘peacelines.” These websites @ manifestation of the ‘benign

apartheid’ that has emerged in Northern Irelandesthe Belfast Agreement.

SUMMARY OF CONTRIBUTIONS

Do existing patterns of Internet governance alteworists to act with impunity online?

Critics assert that the Internet is ‘pretty mudie for all’ for terrorists due to the failure
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of nation-states to agree uniform rules regardingrmful’ website content (Penfold,
2004: 285). As discussed in this thesis, the failor achieve an international consensus
on terrorist proscription creates spaces in whietrotists can operate online. For
example, a ‘pro-terrorist’ webmaster may regisheirtwebsite in a nation-state that does
not define its subject as a terrorist actor. Theralready some evidence to suggest that
terrorist groups, such as Hamas, move the regmtraff their website from one nation-
state to another in order to remain online. Moreptee principles behind the Global
Internet stipulate that its enabling power shouéd dvailable to both ‘good and bad
information and communications behavioti This can be illustrated by the culture of
anonymity that has developed around the domairstragjion system. There is no legal
requirement for webmasters to provide accurateopatanformation to companies such
as Nominet (www.nominet.co.uk) who administer themdin name system. A
webmaster may request that organisations such asndorefrain from publishing their
personal details on their website. Alternativelyyebmaster may choose to register their
website via a third party, such as an Internet HGsnhceivably, this may make it more
difficult for nation-states to identify - and prasge - webmasters who justify terrorism

on their websites.

While terrorists may be able to manipulate the Ipatwk nature of Internet governance
to their advantage, one cannot assume that thely ailays do so. The evidence

presented in this thesis suggests that contexicabrs determine the content of ‘pro-
terrorist’ websites. Contrary to our initial hypesis, dissidents did not register their
websites outside the United Kingdom in order totpoaterial that would contravene UK

anti-terrorist legislation. Although some websiesre registered in the United States and
Germany, all of the webmasters under analysis cordd to the norms of acceptable
behaviour online. As such, none of the webmasteed utheir websites to justify

contemporary acts of terrorism, nor solicit resesron behalf of proscribed groups.
However, this research provided insufficient evitketo support the hypothesis that the

Internet is a form of panopticon, in which webmesteluntarily adhere to the norms of
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acceptable behaviour due to the perceived threategél sanctions. While some
webmasters may have removed references to contanyderrorism for this purpose, the
majority did so in order to frame themselves ad sieciety actors. Political fronts used
their websites to differentiate themselves fromuizdent activities of Northern Ireland’s
paramilitaries. For solidarity actors, the Interpebvided a space in which they could
commemorate fallen comrades and provide their ooty of the Northern Irish
conflict. Therefore, the messages posted by thetemasters online did not contravene
anti-terrorist legislation. However, it is concdia that these actors are using less public
forms of computer-mediated communication, such @sile to plan and perpetrate
atrocities. Overall, the thesis suggests that cionéé factors determine the framing and
function of ‘pro-terrorist’ websites, as opposedtie anti-terrorist regime in Europe and
North America.

Terrorists, ICTs and soft power: is there a cybpthmist solution for terrorism?

Crelinsten (2002) characterises terrorism as a fufrfooercive communication,” used by
sub-state actors who ordinarily receive minimal evage in the mass media (p.83).
Cyberoptimists believe that the bridging of thegitil divide,” the gap between those
who are able to benefit from information technologyd those who are not, is a
precondition for resolving terrorisfi®> The cyberoptimist model implies that terrorists
may be able to use their websites to generatepsefer, to persuade “others to want the
same outcomes” (Nye, 2004: 5). As Weinmann (2004pssts, terrorists might use the
Web to counter their violent image, to claim thegls a “diplomatic settlement rather
than the slaughter of innocent civilians” (p.6).i¥would presumably reduce the need
for terrorists to perpetrate atrocities in ordergenerate publicity for their cause. In
effect, these actors may cease to be terroristsicplarly if their military campaigns
were designed to gain publicity. The evidence prege in this thesis suggests that
Loyalist and Republican terror groups use theirsitels to establish their political fronts

as the driving force of their organisation. Formepte, pro-Agreement political fronts use
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their websites to suggest they are ‘cultural’ derats; committed to using exclusively
democratic means to achieve their objectives. Hertbemes such as ‘shared
responsibility’ and ‘equality’ permeate the website# parties such as Sinn Fein, while

there are no references to their respective tstrorganisations.

Nye (2004) asserts that soft power depends moretthed power upon the existence of
“willing entrepreneurs and receivers” (p: 16). Teygberoptimist model works on the
assumption that terrorists will be able to attraat audience to their websites, thus
reducing their need to perpetrate political viokerin order to secure publicity. The
diversity of the online audience available to tasts reflects their ability to generate soft
power. This was illustrated by the analysis of Umsfaand Republican political fronts in
this study. Due to its central role in the peageess, Sinn Fein has increased its ability
to attract support from audiences at both homeatndad (see chapter 3). Soft power has
become integral to the current strategy of the Rkpan movement, as the Provisional
IRA ceasefire has remained intact during this gerid transfer of power within the
Republican movement has accompanied this procass,leadership transferring from
the IRA Army Council to Sinn Fein in 2001. Due te unprecedented electoral success
in recent years, the Sinn Fein website is likelatiact a large, diverse audience online,
which is familiar with the Republican movement e toffline world. While this could be
interpreted as evidence of Sinn Fein’s transitioomf political front to constitutional
political party, this does not necessarily meart tha Provisional IRA have become
irrelevant to the Republican campaign for a 32 ¢punish Republic. Indeed, one
interpretation of the Republican movement’'s reloce to announce a permanent
cessation to hostilities during the late ninetieighh be that they were keeping their
options open as to how they would pursue a unitethrid. Nevertheless, Sinn Fein

appears to have gained soft power because of dwesRmal IRA ceasefire.

In contrast, dissident Republican parties havke ldt no political representation in local

bodies, and limited appeal to international audesndue to their support for armed
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struggle. As discussed in chapter 4, the onlingesge for these groups is likely to
consist of Internet users who use the Web for ipalitesearch and their supporters in the
offline world. Therefore, these groups are likebyview political violence as the only
effective vehicle for their propaganda. The evigepoesented in this thesis suggests that
Northern Irish terrorists may have to abandon malitviolence in order to gain soft
power beyond their own narrow constituencies. Thay apply to all ethno-nationalist
terrorist organisations that operate in a demacgatlitical system, in which they possess

the right to express their political opinions.

Yet, terrorists are differentiated from memberscofil society by their use of ‘non-
permissible’ violence, or the threat of such viaenTerrorists perpetrate violence to
subject a target audience to their ideologies,erathan to gain their approval. This
violence may be inspired by grievances that lagkupsr support outside the terrorist’s
own constituency, as was the case with the Unabordmapaign in the United States
(see chapter 5). Alternatively, the terrorist mayt wish to gain publicity in order to
influence the opinion of audiences. As discussechapter 2, not all terrorists perpetrate
violence to generate the ‘oxygen’ of publicity. Ralby is less important to state
sponsors, as they use ‘hired guns’ to covertlygpressure to bear upon their enemies.
These actors will continue to perpetrate atrogitieespective of whether they receive
coverage in the mass media. Soft power is probablitle use to these terrorist actors,
as their violence is not intended to attract newveots to their cause. Therefore, the
availability of information and communication tedhogies (ICTs) will not lead to a

change in strategy for some terrorist actors.

The analysis presented in this thesis suggestsmtiasites present the ‘public face’ of a
terrorist organisation. Terrorists choose their ofxames on their websites, often
depicting themselves as ‘freedom fighters’ andrtlogiponents as ‘the real terrorists’
(Weinmann, 2004: 6). In post-conflict Northern &metl, Loyalists and Republicans only

maintain websites under the guise of their politicants. The online framing of these
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groups suggests they have no links to Loyalist Regublican paramilitaries, despite
compelling evidence to the contrary in the massiaeétthile these political fronts frame
themselves as legitimate political parties on theabsites, their respective terrorist
groups remain involved in low-level paramilitarisihis form of political violence is
directed primarily against their own communities,the form of so-called ‘punishment
beatings.” For example, between 1 March 2003 andA@dust 2005, there were 17
murders committed by paramilitary organisationsimitNorthern Ireland®® It is perhaps
no surprise that political fronts omit referenceghis form of paramilitarism from their
websites. Revelations about ongoing terrorist dgtimnight further damage relations
between dissident Republicans and Irish-Americaasmbras, many of whom remain
staunch supporters of the peace process. In additios inconceivable that a political
front would reveal its support for terrorism onlider fear of compromising the security
of its members. Thus, all Northern Irish terrorigfgpear to use their websites as a soft
power resource, while continuing to use traditioloams of hard power, albeit that this
violence is not directed towards the ‘other’ comiunCTs are an additional mode of
communication, to be added to traditional forms tefrorist manipulation of the
conventional mass media. In any particular situmtterrorist organisations may choose
their strategies from this range of options acargdp the expected utility of each in that
context. Terrorists will only abandon their milgacampaigns if they perceive can
achieve their political objectives through the paodl process, as demonstrated by Sinn

Fein’s integration into the political establishméniNorthern Ireland.
The Internet and Ethnic communities: narrowcasting?

Cyberoptimists suggest the Internet will allow stéte groups to broadcast their
ideologies to a potential global audience. Howevke, evidence presented in thesis
suggests that the Internet is more likely to ftaidi the “targeting of specific niche
audiences,” otherwise known as narrowcasting (S@itbmade, 2004: 70). This was

particular evident in the analysis of Northernhrigsidents’ groups online. The Internet
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appears to further the competition of victimhood=ween Loyalist and Republican
interface communities. Loyalist and Republicandests’ groups use their websites to
highlight the social and economic depravation thaghts their communities, invariably
suggesting that the community situated at the otide of the ‘peaceline’ is trying to
ethnically cleanse their areas. As such, the acdiéor these websites is likely to consist
of people who have similar experiences of livingnterface communities, or those who
are sympathetic to their plight. These groups hee tvebsites to generate bonding social
capital amongst their membership, as opposed tygiog social capital between ethnic

communities situated at sectarian interfaces.

The narrowcasting model can be applied to all gategolitical actors who maintain a
website. Previous studies of the Internet, sudh@$sibson and Ward (2003) analysis of
Australian political parties, suggest that subestgtoups use their websites for intra-
group communication, as opposed to reaching oubtter societal groups online.
Moreover, the analysis of online audiences presientéhis thesis suggests that both civil
and ‘uncivil’ actors cannot assume that their wigsswill find an audience beyond their
own constituencies. In this respect, the new worfdrmation order appears strikingly
similar to the old one (p.79). Yet, if residentsogps only use their websites to
communicate with sympathisers, it is perhaps n@rse that these websites have a
limited capacity to generate dialogue across sectainterfaces. Ethnic conflict
regulation necessitates the creation of an indegg@ratena, in which rival communities
can discuss contentious issues. The Northern bieGivic Forum, established under the
terms of the Good Friday Agreement (1998), cortstituan arena in which ‘positive’
communication could be encouraged between interfem@mmunities. However, it
struggled with its remit as a ‘consultative’ bodgragside the newly constituted Stormont
executive. In 2002, the Civic Forum was suspendesl she collapse of the power-
sharing institutions, and at the time of writingete are no plans for it to reform in the
near future (Bell, 2004: 566). The prospects faallic democracy in Northern Ireland

appear slim given the lack of dialogue between canities situated across sectarian
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interfaces. The websites of residents’ groups armamifestation of the ‘benign apartheid’

that has developed in the province since the nmekies.

Electronic bulletin boards might provide a morebléaalternative to the Civic Forum,
enabling Northern Ireland’'s two communities to dist political issues in a neutral
arena. The BBC Radio Ulstéralkback programme, hosted by David Dunseith, has
arguably enabled this stream of positive commuitpain the Province over the past
decade. This radio show provides a space in whmyalist and Republican interface
communities can frame stories from their own perg8pes, while theTalkbackwebsite
provides a bulletin board in which listeners carstpcomments on a wide variety of
issues’®’ For example, people freely exchanged views orethedietin boards about the
Drumcree crisis during the mid-nineti€$. Yet, this dialogue is facilitated at the
discretion of theTalkbackproduction team, who are responsible for modegatirese
bulletin boards. Less public forms of computer-ragell communication may have a
greater impact in moderating tensions between stfahic communities. As discussed in
this thesis, mobile telephone networks have prowadicularly successful in helping
rival ethnic communities reduce tensions at semtamterfaces. This communication
channel could be extended through the exchangenafl® between representatives of
interface communities. Future research into ethaidlict should consider to what extent
ICTs construct social capital in other politicahtexts, whether it be bonding or bridging
social capital. An analysis of how Israeli and Bafgan groups use the Web would
provide further evidence as to whether new med#nelogies can facilitate ethnic
conflict regulation in divided societies. This rasgh would also determine whether
contextual factors are critical to the efficacytlé dialogic democracy model proposed
by Giddens. As Wright (2006) suggests, institutlaesign may be one of many factors
that determine “whether people will participate ahd form in which they choose to do
s0” (p.94).
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Do the Cyber paradigms have limitations as anadjttools?

In a recent article in thé&Sunday TimesBrian Appleyard argued that information
technology should not be seen as autonomous stitterly background dependert®
This resonates with the analysis of Northern Ipshtical actors presented in this thesis.
This research highlights the need for the contisudavelopment of theoretical and
analytical tools for researching the Internet usafgeub-state groups, which will have the
capacity to evolve in parallel with technologicatidacontextual developments. For
example, the evidence presented in this thesisestgdhat social netwar is merely a
description of the extraordinary political mobiliga in favour of the EZLN insurgents
in Chiapas, as opposed to a durable conceptualféoatharacterising online political
activism. Furthermore, the cyber paradigms appeEastatic to provide a theoretical tool
for the analysis of web activism without signifitanodification. The evidence presented
in this thesis suggests that contextual factotthierathan the traditional focus upon the
‘digital divide,” determine how ICTs impact uponetireality of “politics as usual”
(Norris, 2001:13). The digital divide itself dedms the differential between those who
can benefit from ICTs and those are unable to das@pposed to who has access to the
Internet. Therefore, analytical tools need to ipooate factors that may explain why

ICTs generate different outcomes for similar actors

There are three components that need to be addeu toyber paradigms, namely the
purpose of the web activity, the media environmamd the online audience. Firstly,
researchers should consider what the actor hopashieve through their utility of ICTs.

If the webmaster lacks influence in the ‘offlinebuld, or wishes to remain anonymous
online to avoid detection, their website is likedymake little or no immediate impact on
‘politics as usual.” Thus, individual and group ettjves are critical to understanding
how new media technologies influence power relatiaithin nation-states. The Internet
is used by some political actors as a means ofrgeng soft power, enabling them to

attract support from a potential global audiendgesk actors will use the Web to publish
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their ideologies free from the ideological refractiof the conventional mass media.
However, the three cyber paradigms presupposealthgtolitical actors will use new
media technologies for the same purpose, namajgito political influence. Conversely,
not all political actors will use information teablogy to alter power relations within
their respective polities. For example, the Tullyed Ulster Political Research Group
does not refer to its political objectives on itshsite, focusing instead upon community
events such as a children’s di€bResidents’ groups may also use their websites to
strengthen relationships within their own commusti as opposed to influence
government policy. In a similar vein to residenggbups, political parties use their
websites primarily for intra-group communicatioml@a few political parties are likely
to be in a position to influence decision-makingthivi nation-states. The cyber
paradigms must consider the objectives of sub-steaters if they are to capture how

politics has evolved in the digital age.

The media environment is also critical to undermitag how ICTs affects politics within
nation-states. Political parallelism, or the extentwvhich media systems reflect political
context, is also relevant to Internet usage wittation-states. As discussed by Hallin and
Mancini (2004), the media should be relatively ginieted in the United States due to
the freedom of expression enshrined in the US Rins¢ndment. These rights can also be
applied to computer-mediated communcation in theesgolities. Webmasters and
Internet Hosting companies often cite ‘First Amemain Rights’ when justifying the
continued presence of websites that project coatsi@ views, such as ‘pro-terrorist’
websites. In contrast, semi-authoritarian nati@test, such as China, will attempt to limit
dissent, whether it be transmitted via traditionadia forms or on the Internet. This
suggests that the potential of the Internet as hilrsing agent and means of generating
soft power may be dependent upon the limits plarethe use of these technologies by
nation-states. As discussed in this thesis, palifionts such as Sinn Fein have received
routine media coverage courtesy of their electsualcess post 1998, in sharp contrast to
the censorship they faced in the wake of the UKaBoasting Ban in 1988. Sinn Fein
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uses its website to provide further evidence odgsocratic credentials, to reflect the
normalisation of its relations with both the contienal mass media and civil society
itself. Evidently, Sinn Fein would be unable to jpat this ‘peace frame’ if the nation-

state in which the website was registered defiteaksian ‘uncivil’ organisation. Yet,

nation-states may be unable to limit the soft poafesub-state groups online through
restrictions on their ability to use the InternBiasporas may generate soft power on
behalf of a sub-state actor that has restrictecesscdo their local mass media, as
demonstrated by the Zapatista social netwar. Fuesearch should consider the extent
to which media environment — both domestic andrmational — determines where a

webmaster registers his or her website.

The online audience should also be added as a e@mpto the cyber paradigms. After
all, ICTs will only influence power relations withination-states if sub-state groups find
an audience for their websites that is unavailtdbblaem in the conventional mass media.
The evidence presented in this thesis suggestsriiree audience is highly fragmented,
as people use the Internet as a private viewing Bexpeople use the Internet to pursue
private interests, only the politically engaged wse the Web for political research. Yet,
this illustrates another limitation of researchoihibw sub-state actors use the Internet. It
is virtually impossible to estimate the size andnhposition of an online audience for a
particular website. While tools such as Google giggit provide data about the search
gueries that are “gaining the most growth,” theynat list the most popular queries. In
addition, these tools tend to be heavily filteredemove harmful conteAt’ In addition,
there is no publicly available information about thumber of unique visitors to a
particular website. An online survey was rejectedthis thesis, as the representative
sampling of the audience was impossible to achfevesimilar reasons. Nevertheless,
this thesis demonstrates that the potential audiémca website may be modelled using
data already in the public domain, such as Intesueteys conducted by the Oxford
Internet Institute. This model will enable researshto assess whether sub-state groups

are likely to reach a large audience online udiajy twebsites.
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A Thematic approach to content analysis?

The analysis of website function only tells us pdrthe story when it comes to the Web
strategy of political actors. In particular, thessearch illustrates how the coding scheme
developed by Gibson and Ward (2000, 2004) hasdumuttility in the analysis of online
frames. It suggests that a thematic approach t@vardtent analysis is more flexible in
terms of the requirement to adapt to change. Famgke, analysis of website function
may tell us very little about Web 2.0, the sectadrthe Internet that provides a platform
for user-generated contetif.Research conducted using qualitative frames is @mbthart
how online discourse evolves in line with politic@velopments in the ‘offline’ world.
For example, this thesis provides a snapshot o&listyand Republican online discourse
during a period of conflict transformation, as oeist-linked groups move into
mainstream politics and the number of violent testoincidents decrease. This was
reflected in the themes of equality and sharedomesipility that permeated the websites
of Loyalist and Republican parties. The ‘benignréped’ that has developed across the
province was also highlighted by the thematic apphoused in this thesis. The Gibson
and Ward coding scheme, in its current formulativas also unable to capture the
‘competition of victimhoods’ that was evident oretivebsites of rival residents’ groups.
Overall, the research design provides a model dturé research into how the online

framing of terrorist-linked groups evolves duringexiod of conflict transformation.
SUGGESTIONS FOR FUTURE RESEARCH

Further analysis of Loyalist and Republican welivessh

This thesis could provide the foundations for a bhanof strands of future research. The

study could to be extended over a longer periog;htart how the media strategies of

terrorist groups evolve alongside the normalisabbmelations between political fronts
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and the conventional mass media. In addition, tb@e of the research could be
extended to enable a comparison between the nigtested on websites and the content
of terrorist publications such as An Phoblacht/Réican News. Web blogs could be

incorporated into this study to determine whettsarigenerated content differs from that
produced by amateur terrorists and terrorist-linkagties. The proposed study would
provide evidence as to whether political fronts less=l newspapers to issue threats to
their own communities, while simultaneously usihgit websites to portray themselves

as mainstream political parties to internationaliances.

This research also raises questions as to the xmpgcvalue model behind each ‘pro-
terrorist’ website. This sociological theory, dedsby Fishbein in the 1970s, provides an
insight into what motivates webmasters to post madten the Internet. The model works
on the assumption that people will choose behasithat have the “largest combination
of expected success and valG€1t depicts people as goal-oriented beings, who wil
weigh up the positive and negative consequencesacl action before choosing their
behaviour. While there are clearly social and peiagical factors that influence all
forms of decision-making, this model could be uasdhe basis for a series of interviews
with the webmasters responsible for Loyalist ancouRdéican websites. In order to
determine what the expected value of a websitetvas actor, each webmaster could be
asked to provide the same information, such agdisé of maintaining the website, and
any feedback they had received from Internet usilitbough this evidence might be
largely anecdotal, it would help identify the welstea’s target audience. This would
provide further evidence as to whether the Intefadtitates a form of narrowcasting for
sub-state groups, as opposed to the cyberoptihesiry that it will enable these groups

to broadcast to a potential global audience.

The Internet as a tool for active terrorists in ifferent political context

Future research should consider how terrorist actme the Internet in a different
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political context. With the historic agreement beén the Democratic Unionist Party and
Sinn Fein leading to the restoration of devolutionMay 2007, it is reasonable to
speculate that a new era of cross-community relatimay be evolving in Northern
Ireland. While the ‘benign apartheid’ critique mdgtract from claims that the conflict is
over, there has been a notable reduction in thel leff paramilitary violence in the
region. The most recent report from the Indepentiamitoring Commission, published
in April 2007, stated that the number of paramilitatyle assaults in the Province had
fallen by 32 percent, when compared with statigaéen during the same period the year
before?”* As Northern Ireland enters a post-conflict era theb activism of terrorist-
linked parties has become virtually indistinguidieaioom that of constitutional political

parties (see chapter 3).

Therefore, one of the recommendations for futuseaech would be a comparative study
looking at the web activism of terrorist organieas in the Middle East. After its victory
in the Palestinian Assembly elections of Januar§62(Hamas may be developing a
modus operandi that is congruent with the dualtegsa employed by Sinn Fein
throughout the 1980s, commonly referred to as hhkot box and the armalité” A
preliminary empirical analysis of the Hamas webspree suggests that their online
framing may be evolving in a similar fashion to Rblican discourse. Conway and
Reilly (2006) assert that the English-language igarof official Hamas website is
devoted to constitutional political issues, framiig organisation as a moderate force
within the region (p.10). However, in contrast tte tRepublican movement, Hamas
continues to maintain a website under the guisdtofmilitary wing, the Qassam
Brigades. This website focuses upon the movementlgary activities, and can be
characterised as a ‘virtual monument’ for the déadihadgmartyrs] (Weinmann, 2006:
83). Future research into the web activism of Hastasuld employ analytical tools
similar to those employed in this thesis, perhapsr @ longer period. A longitudinal
study would chart how the online frames adoptedHamas evolve in response to

political events, such as a terrorist atrocity aother election victory. It would also
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determine whether the Sinn Fein model, whereby gbiktical front evolves into a
constitutional political party, is replicable instly different political contexts, and what

role ICTs play in this process.
The Internet as a tool for radicalisation in the itéd Kingdom

In the United Kingdom, there have been a seriesenbrist attacks perpetrated by
Islamic fundamentalists, including the London bongsi in July 2007 and the foiled
attack on Glasgow Airport in July 200Future research should examine whether the
Web is a prime venue for the radicalisation of Nusl| as was suggested by FBI director
Donald van Duyn in September 2088.In particular, this research should consider the
role that the Internet plays in the radicalizatminprotest from discourse to violence.
Although the scale of radicalisation online is h&éodestimate, there is already some
evidence that Islamic fundamentalists are using Itlternet as part of their overall
strategy to indoctrinate young British Muslims. Fxample, three men were sentenced
to ten years in prison in July 2007 for runningetwork of extremist websites in the
United Kingdom. Evidence from the trial showed ttregse men had uploaded guides for
making suicide vests, along with videos of the neuscf Nick Berg and Daniel Pearl on
to the Internet. In addition, one of the men aremhgravel to Iraq for would-be suicide
bombers?’’ Analysis of other ‘pro-Al Qaeda’ websites wouldpide further evidence

as to how the Web is used to radicalise young Mhssli

This research would also provide evidence of hog thK Terrorism Act (2006) has
changed the media environment in the United Kingddmdiscussed in this thesis, the
anti-terrorist regime governing Web behaviour abow Loyalist and Republican
webmasters to proclaim their support for paranmjitarganisations, provided they did
not incite terrorism nor justify contemporary teisp atrocities. Under the new UK anti-
terror legislation, webmasters that express supiportslamic fundamentalists on their

websites may face greater restrictions than Lolyahsl Republican webmasters. A new
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offence, the encouragement of terrorism, has heteodiuced to enable the prosecution of
webmasters who use their websites to radicalisegydduslims. This bans webmasters
from making statements that ‘glorify the commissarpreparation of terrorist offences,
whether in the past, future or generafi{’’ The proposed research would examine
whether, in light of this new legislation, self-tégtion is common amongst ‘pro-
terrorist’ webmasters who reside in the United Kioign. As was the case with Loyalist
and Republicans, many of these webmasters mightlega disclaimers to avoid
prosecution and the potential closure of their webs Alternatively, ‘pro-terrorist’
webmasters may choose to register their websites Spmpathetic country, safe in the
knowledge that they will not face prosecution fosing the web as a tool for

radicalisation.

SUMMARY

This thesis illustrates how Loyalist and Republiadiacourse has evolved since the
signing of the Good Friday Agreement in April 199@rrorist-linked parties, such as the
Progressive Unionist Party, use their websitesuiggsst they are cultural democrats,
committed to using exclusively democratic meanadioieve their objectives. In order to
verify their democratic credentials, political ftsrhave adopted frames that are virtually
indistinguishable from those used by constitutigmalitical parties in the region. Thus,
themes such as equality and shared responsibiityng@ate the websites of terrorist-
linked parties, such as Sinn Fein. These websitesmake little or no reference to the
links between political fronts and their respectiegrorist organisations. In contrast,
Loyalist and Republican amateurs often use par&@mjliinsignias on their websites to
demonstrate their opposition to the peace proé¢essthese actors, the peace process has
left them at greater risk of attack from paramilga in the ‘other’ community. However,
the study found that these websites did not cansté new dimension of terrorist threat
to the peace process. Many of the webmasters whmopiad to be terrorists on their

websites issued legal disclaimers on their webstteteny terrorist linkages. In addition,

240



these websites were compliant with the norms oépiable behaviour, as they did not
solicit funds on behalf of banned terrorist groups; incite others to perpetrate political

violence.

Elsewhere, the thesis suggests that the Web h#snegd the ‘benign apartheid’ that has
developed in Northern Ireland since the Belfaste®gnent. Analysis of residents’ group
websites suggests that they further the competdaforictimhoods between Loyalist and
Republican interface communities. Both sides us& thieb presence to claim that they
were constantly under threat of attack from the mommity situated at the other side of
the ‘peaceline.” As a result, these websites appeapable of fostering bridging social
capital between interface communities. Moreoveg, ttiesis suggests that there will be a
limited online audience for both civil and unciaittors in Northern Ireland. The online
audience for these actors is likely to consist mkinet users who use the Web for
political research and Loyalist and Republican sufgps in the offline world. Thus, ICTs

will continue to have a limited impact upon ‘patgias usual’ within Northern Ireland.

This research highlights the need for the contisudavelopment of theoretical and
analytical tools for researching the Internet usaiggub-state groups which will have the
capacity to evolve in parallel with technologicaldacontextual developments. In their
current formulation, the three cyber paradigmsusrable to provide a theoretical tool for
the analysis of web activism, particularly with tadvent of Web 2.0The dissertation
proposes a thematic approach towards content asdhzat is more flexible in terms of
the requirement to adapt to change. In particuhas, thesis identifies three components
that might explain why ICTs generate different ames for similar actors, namely the
media environment, the available audience, and gserpf the web activism. It also
suggests that the online audience for a parti@adtor can be modelled using data already
in the public domain, from sources such as the faxfoternet Institute. Modelling the
audience allow researchers to assess whether aniadikely to generate soft power

using their website. The thesis provides a modefdture research into how the online
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framing of terrorist-linked groups evolves duringpariod of conflict transformation.
Future research should consider whether the Sirmriredel, whereby the political front
evolves into a constitutional political party, isplicable in vastly different political

contexts, and what role ICTs play in this process.
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19 ylster Loyalist Information Service. 2003. [WWWURL: http://www.ulisnet.com/main.htm
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under the UK Terrorism Act (2000).
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Appendix 1: Email sent to webmasters responsiblevbsites used in thesis.

Dear Webmaster,

| am a PhD candidate based at the University o$gia. My research focuses upon the
use of the Internet by Northern Irish political@st | would like to reference your site in
my dissertation. My supervisor, Dr Sarah Oatewvaslable for consultation if required.
A summary of the research findings will be seng@aa upon completion of the project.

In anticipation of your cooperation

Paul Reilly

University of Glasgow
Adam Smith Building
40 Bute Gardens
Glasgow

G12 8RT
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APPENDIX 2: SCREENSHOTS OF WEBSITES USED IN THESIS.

NORTHERN IRISH POLITICAL PARTIES AND POLITICAL FRONS

1.Republican Sinn Fein

A Republican Sinn Fein - Ireland - Sinn Fein Poblachtach - mirs Internet Explorer.
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Welcome to the Republican Sinn Féin web-site

"We of Republican Sinn Féin are the nucleus, which represents what Emmet represented, the soul of Ireland, the prophetic shock minarity,
those who are neither purchased nor intimidated"

RIS TREEDSH

SAOIRSEESH]

| o Mot g

e Internet

@ Opening page htkp: v rsf
‘4 start 2} Republcan Sinr Fein ..
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2.Tullycarnet UPRG
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==\
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3.Democratic Unionist Party

A DUP.org. uk - mirs Internet Explorer

File  Edit View Favorites Tools  Help

@Back > ) |ﬂ @ L‘h /',77' Search 'i‘?Favnr\tes £ ;):- :‘

TR W B

dress | ] hitpsfonawn dup.org.uki v| Bl Lk ?
Y_’ T év I [Search 1-] fé Upgrade IE7 Now! - v it ‘ ¥IMal - E? Answers - N7 Personals - & 1 Mobile - [m: Sign ini
-~
NORTHERN IRELANDS LEADING POLITICAL PARTY 15/02/2007 00:37:01 =
T
v\f?‘t\
UP ¢ LEADERSHIP
www.dup.org.uk & THAT'S WORKING
HOME .
MANIFESTO ‘. %
YOUR REFRESENTATIVES g g -'« FN
..... e T T e R - . oy
WHAT WE STAND FOR - ) "ﬁ
MOVING ON right Bllgi( banner to downloa:
. LATESTDUP NEWS AND PRESS STATEMENTS: WORKING FOR ULSTER
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DOWNLOADS LR
12/2/2007  Experience will be orusial during difficult morths ahead.. =
CARTOONS 12/2/2007 Spratt & Stalford launch South Beliast DUP Campaign...:
2005 ELECTION RESULTS 1242/2007 DUP Leader states position on 'on the runs'
2003 ELECTION RESULTS 12/2/2007 DUF & Orange Order meet with Secretary of State....
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POLICY PAPERS COUNCIL AREA = [
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& Internet
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4.Social Democratic and Labour Party

rs Internet Explorer

File  Edit View Favorites Tools  Help
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International
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Print this page
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Phone
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E-mail
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LOYALIST SOLIDARITY WEBSITES

1. Ulster Protestant Movement for Justice

ter Protestant Movement for Justice 2004 - mirs Internet Explorer

File Edit Yisw Favorites Tools  Help i

@Back ) B @ (’b ;) Search \E«\\? Favorites {ﬂ Bv :\? - |_J !\ [ 2
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[ Sinn Fein IRA Deserve NO Credit For Not Killing People |

Welcome to the Ulster Protestant Movement for Justice

The UPMI are a hurman rights and anti terrorist group formed in late 2000 to dispel the lies
Sl and propaganda created by viclent Irish terrorists Sinn Fein/IRA and Moraid especially in the
MOVIES USA, From humble beginning's in Ulster we now have a network of members spanning the
entire globe, Justice before forgiveness.

People in Northern Ireland feel no obligation to cheer the words of Sinn Fein IRA

TERRORISTS
DEFEND * We will judge the IRA's bona fides over the next months and years based on its
AMERICA behaviour and activity.

Even on the face of the statement, they have failed to explicitly declare an end to their multi-
rillion pound criminal activity and have failed to provide the level of transparency that would
be necessary to truly build confidence that the guns had gone in their entirety. This lack of
transparency will prolong the period the commmunity will need to make its assessment,

It also did not offer photographs of decommissioning and it left a sour taste in the mouth
when declaring the 30 years of violence were "entirely legitimate",

MeGuinness
E:ﬂgﬂ;g The IRA staternent has left many questions unanswered and requirerents unfulfilled. In
patticular, it did not say "the war is over" or that the IRA would disband,
Relatives of thuse_whu died in the Truuh!es or were affected by t_he bloodshed have .
Menu ready For use % & Internet
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2.Scottish Loyalists

ge Information Services at Scottishloyalists - mirs Internet Explorer
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3. Birches Guerrilla Movement
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REPUBLICAN SOLIDARITY WEBSITES
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The Irish American
Unity Conference
adopts a resolution
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Join lauc

Morkingfor justice and peace infaire-united Ireland
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IAUC Introduction

The IRISH AMERICAN UNTY CONFEREMNCE is a nationwide, nonpartisan, nonsectarian,
chapter-based human rights organization waorking for justice and peace in Ireland. YWye are a
wholly American 501c(4) organization which advocates the end of British colonial occupation
and the peaceful reunification of Ireland. ¥We endeavor to achieve these goals by working
through the American democratic process. Individually, our members represent every
occupational and educational stratur in the United States. Mernbership is open to anyone
who shares our views.

CLICK HERE TO JOIN THE 1AUC!!

WWe work to educate the Ametican public in general and decision makers in particular about
hurman and civil rights abuses in Morthemn Ireland. YWe sponsor forums, seminars, video
presentations and nationwide speaking tours by internationally recognized individuals. We
disserninate inforrmation and foster involvement in the political process via the Internet. We
sponsor tripe by Members of Congress to Ireland to investigate first-hand the causes of
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4.New Republican Forum
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Welcome To

The New Republican Forum

Homepage

The New Republican Forum is a coalition of political
and comimumity activists founded to challenge the
political status quo in Ireland by providing a radical
republican altermative to the mainstream political
establishanent

The Mew Eepublican Forum prowdes a range of services for Insh republicans
and those interested in Irish republicanizm:

E About the New Republican Formm

Clirle here far infrrmation an the Tesr Bermblican Fammm

E

€| Done e Internet

301



APPENDIX 3: IMAGES OF SECTARIAN INTERFACES IN BELFAT (JUNE 2005).

Picture of Short Strand/Cluan Place interface,ndkem Short Strand perspective.
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Picture of Cluan Place/Short Strand interface fed@ Cluan Place perspective.
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Image of Lanark Way security gates, dividing Spligld Road and Shankill Road.
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Image of peaceline taken at Cupar Way, West Belfast
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Image of peaceline in Glenbryn district, North Bslf
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Image of Holy Cross school, North Belfast.
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Anti-Orange Order mural, Lower Ormeau Road.
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Image of New Barnsley PSNI station, Highfield estAWest Belfast.
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