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Hidden resilience and adaptive dynamics of the

global online hate ecology

N. F. Johnson'*, R. Leahy!, N. Johnson Restrepo!, N. Velasquez?, M. Zheng?, P. Manrique?, P. Devkota* & S. Wuchty*

Online hate and extremist narratives have been linked to abhorrent
real-world events, including a current surge in hate crimes'~6 and
an alarming increase in youth suicides that result from social
media vitriol’; inciting mass shootings such as the 2019 attack
in Christchurch, stabbings and bombings®~!!; recruitment of
extremists'>"'%, including entrapment and sex-trafficking of girls
as fighter brides'’; threats against public figures, including the 2019
verbal attack against an anti-Brexit politician, and hybrid (racist-
anti-women-anti-immigrant) hate threats against a US member
of the British royal family'®; and renewed anti-western hate in the
2019 post-ISIS landscape associated with support for Osama Bin
Laden’s son and Al Qaeda. Social media platforms seem to be losing
the battle against online hate!®?° and urgently need new insights.
Here we show that the key to understanding the resilience of online
hate lies in its global network-of-network dynamics. Interconnected
hate clusters form global ‘hate highways’ that—assisted by collective
online adaptations—cross social media platforms, sometimes using
‘back doors’ even after being banned, as well as jumping between
countries, continents and languages. Our mathematical model
predicts that policing within a single platform (such as Facebook)
can make matters worse, and will eventually generate global ‘dark
pools’ in which online hate will flourish. We observe the current
hate network rapidly rewiring and self-repairing at the micro level
when attacked, in a way that mimics the formation of covalent bonds
in chemistry. This understanding enables us to propose a policy
matrix that can help to defeat online hate, classified by the preferred
(or legally allowed) granularity of the intervention and top-down
versus bottom-up nature. We provide quantitative assessments for
the effects of each intervention. This policy matrix also offers a tool
for tackling a broader class of illicit online behaviours*»?? such as
financial fraud.

Current strategies to defeat online hate tend towards two ends of the
scale: a microscopic approach that seeks to identify ‘bad’ individual(s)
in the sea of online users'*16, and a macroscopic approach that bans
entire ideologies, which results in allegations of stifling free speech®.
These two approaches are equivalent to attempts to try to understand
how water boils by looking for a bad particle in a sea of billions (even
though there is not one for phase transitions?*), or the macroscopic
viewpoint that the entire system is to blame (akin to thermodynam-
ics?®). Yet, the correct science behind extended physical phenomena®*
lies at the mesoscale in the self-organized cluster dynamics of the devel-
oping correlations, with the same thought to be true for many social
science settings®>’.

A better understanding of how the ecology of online hate evolves
could create more effective intervention policies. Using entirely public
data from different social media platforms, countries and languages, we
find that online hate thrives globally through self-organized, mesoscale
clusters that interconnect to form a resilient network-of-networks of
hate highways across platforms, countries and languages (Fig. 1). Our
mathematical theory shows why single-platform policing (for example,
by Facebook) can be ineffective (Fig. 2) and may even make things

worse. We find empirically that when attacked, the online hate ecology
can quickly adapt and self-repair at the micro level, akin to the forma-
tion of covalent bonds in chemistry (Fig. 3). We leave a detailed study
of the underlying social networks to future work because our focus
here is on the general cross-platform behaviour. Knowledge of these
features of online hate enables us to propose a set of interventions to
thwart it (Fig. 4).

Our analysis of online clusters does not require any information
about individuals, just as information about a specific molecule of
water is not required to describe the bubbles (that is, clusters of cor-
related molecules) that form in boiling water. Online clusters such as
groups, communities and pages are a popular feature of platforms such
as Facebook and VKontakte, which is based in central Europe, has hun-
dreds of millions of users worldwide, and had a crucial role in previ-
ous extremist activity?’. Such online clusters allow several individual
users to self-organize around a common interest?” and they collectively
self-police to remove trolls, bots and adverse opinions. Some people
find it attractive to join a cluster that promotes hate because its social
structure reduces the risk of being trolled or confronted by opponents.
Even on platforms that do not have formal groups, quasi-groups can
be formed (for example, Telegram). Although Twitter has allowed
some notable insights®®, we do not consider it here as its open-follower
structure does not fully capture the tendency of humans to form into
tight-knit social clusters (such as VKontakte groups) in which they
can develop thoughts without encountering opposition. Our online
cluster search methodology generalizes that previously described?’ to
multiple social media platforms and can be repeated for any hate topic
(see Methods for full details).

The global hate ecology that we find flourishing online is shown
in Fig. 1a, b. The highly interconnected network-of-networks?-3
mixes hate narratives across themes (for example, anti-Semitic,
anti-immigrant, anti-LGBT+), languages, cultures and plat-
forms. This online mixing manifest itself in the 2019 attack in
Christchurch: the presumed shooter was Australian, the attack was
in New Zealand, and the guns carried messages in several European
languages on historical topics that are mentioned in online hate
clusters across continents. We uncover hate clusters of all sizes—for
example, the hate-cluster distribution for the ideology of the Ku
Klux Klan (KKK) on VKontakte has a high goodness-of-fit value for
a power-law distribution (Extended Data Fig. 1). This suggests that
the online hate ecology is self-organized, because it would be almost
impossible to engineer this distribution using top-down control.
The estimated power-law exponent is consistent with a sampling of
anti-western hate clusters as well as the online ecology of financial
fraud®!, suggesting that our findings and policy suggestions can help
to tackle a broader class of illicit online behaviours?"*2.

We observe operationally independent platforms—that are also com-
mercial competitors—becoming unwittingly coupled through dynami-
cal, self-organized adaptations of the global hate-cluster networks. This
resilience helps the hate ecology to recover quickly after the banning
of single platforms. The three types of adaptation bridging VKontakte
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Fig. 1 | Global ecology of online hate clusters. a, Schematic of resilient
hate ecology that we find flourishing online, mixing hate narratives,
languages and cultures across platforms. A1, A2 and A3 denote three types
of self-organized adaptation that we observe that quickly build new bridges
between otherwise independent platforms (see main text). We focus on
Facebook (FB) and VKontakte (VK) clusters, shown as large blue and red
symbols, respectively; different shapes represent different hate narratives.
Undirected (that is, no arrowhead) coloured link between two hate clusters
indicates a strong two-way connection. Small black circles indicate users,
who may be members of 1, 2, 3...hate clusters; directed (that is, with
arrowhead) link indicates that the user is a member of that hate cluster.

b, Placing hate clusters at the location of their activity (for example, ‘Stop

and Facebook that enabled hate to re-enter Facebook through the
‘back door’ are shown in Fig. 1a: (A1) hate-cluster mirroring; (A2)
hate-cluster reincarnation; and (A3) direct inter-hate-cluster linkage
(see Supplementary Information). We observed A2 after Facebook
banned the KKK. An ecology of nearly 60 KKK clusters remained
on VKontakte (Fig. 1¢) that included posts in Ukrainian. When the
Ukrainian government banned VKontakte, the VKontakte-based KKK
ecosystem (Fig. 1c) reincarnated KKK cluster(s) back on Facebook, but
with “KuKluxKlan” written in Cyrillic, making it harder to catch with
English-language detection algorithms. Hence, adaptation A2 enabled
the hate ideology to implant cluster(s) with thousands of supporters
back into a platform in which it was still banned.

A sample of the hate-cluster network placed on a global map using
self-reported location information of each cluster is shown in Fig. 1b.
This shows how clusters connect across different continents creating
one-step highways for hate content. The Facebook and VKontakte
hate bridges occur in Europe, the United States and South Africa, even
though VKontakte is often thought of as being local to central Europe.
Europe (Fig. 1b, inset) shows a particularly complex hate ecology,
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White Genocide in South Africa’ (SA)) reveals a complex web of global
hate highways built from these strong inter-cluster connections. Only
the basic skeleton is shown. Bridges between Facebook and VKontakte
(for example, A1, A2 and A3 in a) are shown in green. When the focus

of a hate cluster is an entire country or continent, the geographical centre
is chosen. Inset shows dense hate highway interlinkage across Europe.

¢, Microscale view of actual KKK hate-cluster ecosystem. The ForceAtlas2
algorithm used is such that the further two clusters are apart, the fewer
users they have in common. Hate-cluster radii are determined by the
number of members. d, Schematic showing synapse-like nature of
individual hate clusters.

which reflects intertwined narratives that cross languages and declared
causes—for example, neo-Nazi clusters with membership drawn from
the United Kingdom, Canada, United States, Australia and New
Zealand feature material about English football, Brexit and skinhead
imagery while also promoting black music genres. So although the hate
may be pure, the rationale given is not, which suggests that this online
ecology acts like a global fly-trap that can quickly capture new recruits
from any platform, country and language, particularly if they do not
yet have a clear focus for their hate.

Our mathematical model in Fig. 2 predicts additional resilience and
its negative consequences for the current battle against online hate. It
considers the fairly common observation in our data of a ring of ¢ con-
nected hate clusters within a given platform (for example, platform 1,
see Extended Data Fig. 2). In our model, each hate cluster is attempting
to spread its hate material to other clusters in the ring through links
such as A1, A2 and/or A3 (Fig. 1a), but incurs a cost R when its material
passes between platforms 1 and 2 because of the risk of sanctions on
platform 2 (Facebook is better policed). We assume a probability q of
a given hate cluster on platform 1 sending its hate material on a path



via platform 2. The following formula, derived in the Supplementary
Information, then gives the cluster-averaged value of the shortest path
(that is, the average length of the hate highway)* between the ¢ hate
clusters on platform 1:

F_RER-D (-9 *B+q(c-2-R)]
2(c—1) qz(c—l) B
n q[2—2R+2c—q(R—1) (R—c)] -3
q*(c—1)

Figure 2b shows  as a function of the number of links p between
platforms 1 and 2 (p = cq with ¢ fixed) when R increases linearly with
p» which is consistent with more links carrying more risk. The mini-
mum in £ has an important negative consequence. Suppose platform
2 finds a large number of hate links p from 1, and manages to find some
and shut them down, hence reducing p. It can inadvertently decrease
the average shortest path £ between hate clusters on platform 1 (for
example, VKontakte), hence accelerating how hate content gets shared
within platform 1. The existence of several operationally independent
platforms (Fig. 2a) with their own moderators and no coordinated
cross-platform policing gives rise to a further resilience: our mathe-
matical model (see Supplementary Information) shows that sections
of the less policed platforms can then become isolated, creating spon-
taneous ‘dark pools’ of hate highways (dark region in Fig. 2a).

Further resilience at the micro level occurs in the form of rapid
rewiring and self-repair that mimics covalent bonding from chem-
istry, in apparent response to real-world events (Fig. 3). The ecology
of the KKK on VKontakte (Fig. 3a) rewired around accusations just
after the school shooting in Parkland, Florida. We do not know of
any evidence that these clusters were involved, but news reports dis-
cussed the presumed shooter’s interest in the KKK, and its themes
and symbols, hence these clusters probably worried about increased
scrutiny. Links like chemical bonds quickly form between KKK hate
clusters in a bottom-up, self-organized way. This adaptive evolu-
tionary response helps the decentralized KKK ideological organism
to protect itself by bringing together previously unconnected sup-
porters. The network is presented on a larger scale in Fig. 3b, with
the bonding density of common users clearly visible (white cloud
between the green clusters). We also see this same bonding (Fig. 3¢)
emerge in the response of anti-western jihadist hate groups in 2015
when the leader of the Islamist terrorist group ISIS was reportedly
injured in an air strike. We speculate that this covalent bonding is
a general adaptive mechanism for online hate, and maybe for other
illicit activities.

These insights suggest a matrix of interventions (Fig. 4 and Extended
Data Fig. 3) according to the preferred top-down versus bottom-up
approach on a given platform and the legal context in a given country.
Each policy can be adopted on a global scale simultaneously by all
platforms without them needing to share sensitive information. Policy
1 reduces the number of large hate clusters. One might assume that this
can be achieved by banning the largest clusters, but the approximate
power-law distribution of the size of the hate cluster means that others
of similar size will quickly replace them. Instead, policy 1 exploits the
underlying self-organizing mechanism by which large clusters form
from smaller ones: large clusters can hence be reduced by first ban-
ning smaller clusters, with the advantage that smaller clusters are more
numerous and easier to find. Policy 2 randomly bans a small fraction
of individual users across the online hate population. Choosing a small
fraction lowers the risk of multiple lawsuits, and choosing randomly
serves the dual role of lowering the risk of banning many from the
same cluster, and inciting a large crowd. Policy 3 exploits the self-
organized nature of the system by setting clusters against each other
in an organic, hands-off way— akin to a human’s immune system.
Our data show that there are a reasonable number of active anti-hate
users online. Platform managers can encourage anti-hate users to
form clusters, for example, through artificial anti-hate accounts as
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Fig. 2 | Mathematical model showing resilience of hate-cluster ecology.
a, Connected hate clusters from Fig. 1a, trying to establish links from a
platform such as VKontakte (subset 1b) to a better-policed platform

such as Facebook (platform 2), run the risk (cost R) of being noticed by
moderators of Facebook and hence sanctions and legal action. Because
more links creates more visibility and hence more risk, we assume that the
cost of accessing platform 2 from platform 1 is proportional to the number
of links, p. b, Mathematical prediction from this model (equation (1))
shows that the average shortest path € between hate clusters in VKontakte
(subset 1b) has a minimum £, as a function of the number of links p into
platform 2 (Facebook). For any reasonably large number of inter-platform
links p > pmin, our theory predicts that the action of platform 2 (such as
Facebook) to reduce the number of links p will lead to an unwanted
decrease in the average shortest path € as p decreases towards pmin.

In addition, as the universe of social media expands in the future to

many interconnected platforms, as shown schematically in a, our

theory predicts that the combined effect of having independent
moderators on each platform will be to create spontaneous dark

pools of hate (dark region in a).

a nucleating mechanism, which then engage in narrative debate with
online hate clusters. Online hate-cluster narratives can then be neutral-
ized with the number of anti-hate users determined by the desired time to
neutralization. Policy 4 can help platforms with multiple, competing hate
narratives. In our data, some white supremacists call for a unified Europe
under a Hitler-like regime, and others oppose a united Europe. Similar
in-fighting exists between hate clusters of the KKK movement. Adding a
third population in a pre-engineered format then allows the hate-cluster
extinction time to be manipulated globally (Extended Data Fig. 3).
Limitations to our study include the fact that we cannot yet include
all platforms because of a lack of public access. Also, our quantitative
analysis is highly idealized in order to generate quantitative answers.
Although not intended to capture the complications of any specific real-
world setting, the benefit of the modelling approaches in Figs. 2a and 4
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Fig. 3 | Adaptive dynamics of online hate at the microscale. a, The KKK
ecosystem on VKontakte before and after the school shooting in Parkland,
Florida, on 14 February 2018. During subsequent weeks, rapid microscale
rewiring due to individual cluster-joining initiated ‘bonds” between
previously distinct KKK clusters. For clarity, only users (white circles) that
change status in the next time step are shown, otherwise the image would
be as dense as in b. Larger red nodes are clusters that are closed (that is,
closed VKontakte groups), green nodes are open (that is, open VKontakte
groups). Yellow links mean the user will leave cluster between day ¢ and
day t + 1, meaning that link will disappear. Blue links mean user joins
cluster on day t. b, Full KKK ecology on VKontakte after the shooting in
Parkland, showing a strong ‘bond’ between the largest KKK clusters.

¢, Remarkably similar bonding suddenly emerges in anti-western (jihadi)
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Fig. 4 | Policy matrix from our findings. Descriptions of policies 1-4 are
supplied in the main text, and each policy intervention is shown in green.
The best policy for a given setting can be chosen according to the required
balance between legally allowed (preferred) granularity and the legally
allowed (preferred) nature of intervention.
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hate-cluster ecology around 18 March 2015, a few days after a coalition
strike appears to have wounded ISIS leader Abu Bakr al-Baghdadi. This
coincides with rumours immediately circulating among these hate clusters
that top ISIS leaders were meeting to discuss who would replace him if

he died, suggesting that his injuries were serious. However, none of this
become public knowledge in the media—that is, the observed rewiring and
self-repair that fuses two clusters into one (that is, two disappeared, shown
yellow, and one appeared, shown as blue) is a self-organized, adaptive
response of the online hate system. Although b mimics electronic covalent
bonding, c is a more extreme version of bonding more akin to nuclear
fusion. The ForceAtlas2 algorithm used to plot b and ¢ is such that the
further two clusters are apart, the less users they have in common.

is that the output is precisely quantified, reproducible and generalizable,
and can therefore help to frame policy discussions as well as probe
what-if intervention scenarios. Our findings can also shed light on how
illicit networks operate under similar pressures—that is, networks that
similarly need to remain open enough to find new recruits yet hidden
enough to avoid detection®"?2,

Online content

Any methods, additional references, Nature Research reporting summaries, source
data, extended data, supplementary information, acknowledgements, peer review
information; details of author contributions and competing interests; and statements of
data and code availability are available at https://doi.org/10.1038/s41586-019-1494-7.

Received: 8 January 2019; Accepted: 24 July 2019;
Published online: 21 August 2019

1. The UK Home Affairs Select Committee. Hate Crime: Abuse, Hate and Extremism
Online. session 2016-17 HC 609 https://publications.parliament.uk/pa/
cm201617/cmselect/cmhaff/609/609.pdf (2017).

2. Patrisse Cullors. Online Hate Is A Deadly Threat https://edition.cnn.
com/2018/11/01/opinions/social-media-hate-speech-cullors/index.html (2017).

3. Beirich, H., Hankes, K., Piggott, S., Schlatter, E. & Viets, S. The Year in Hate and
Extremism https://www.splcenter.org/fighting-hate/intelligence-report/2017/
year-hate-and-extremism (2017).

4. Hohmann, J. Hate Crimes Are a Much Bigger Problem than Even the New FBI
Statistics Show https://www.washingtonpost.com/news/powerpost/paloma/
daily-202/2018/11/14/daily-202-hate-crimes-are-a-much-bigger-problem-
than-even-the-new-fbi-statistics-show/5bebabbd1b326b39290547e2/7u
tm_term=.6203814306e8 (2018).

5. Reitman, J. U.S. Law Enforcement Failed to See the Threat of White Nationalism.
Now they Don’t Know How to Stop It https://www.nytimes.com/2018/11/03/
magazine/FBI-charlottesville-white-nationalism-far-right.html (2018).


https://doi.org/10.1038/s41586-019-1494-7
https://publications.parliament.uk/pa/cm201617/cmselect/cmhaff/609/609.pdf
https://publications.parliament.uk/pa/cm201617/cmselect/cmhaff/609/609.pdf
https://edition.cnn.com/2018/11/01/opinions/social-media-hate-speech-cullors/index.html
https://edition.cnn.com/2018/11/01/opinions/social-media-hate-speech-cullors/index.html
https://www.splcenter.org/fighting-hate/intelligence-report/2017/year-hate-and-extremism
https://www.splcenter.org/fighting-hate/intelligence-report/2017/year-hate-and-extremism
https://www.washingtonpost.com/news/powerpost/paloma/daily-202/2018/11/14/daily-202-hate-crimes-are-a-much-bigger-problem-than-even-the-new-fbi-statistics-show/5beba5bd1b326b39290547e2/?utm_term=.e203814306e8
https://www.washingtonpost.com/news/powerpost/paloma/daily-202/2018/11/14/daily-202-hate-crimes-are-a-much-bigger-problem-than-even-the-new-fbi-statistics-show/5beba5bd1b326b39290547e2/?utm_term=.e203814306e8
https://www.washingtonpost.com/news/powerpost/paloma/daily-202/2018/11/14/daily-202-hate-crimes-are-a-much-bigger-problem-than-even-the-new-fbi-statistics-show/5beba5bd1b326b39290547e2/?utm_term=.e203814306e8
https://www.washingtonpost.com/news/powerpost/paloma/daily-202/2018/11/14/daily-202-hate-crimes-are-a-much-bigger-problem-than-even-the-new-fbi-statistics-show/5beba5bd1b326b39290547e2/?utm_term=.e203814306e8
https://www.nytimes.com/2018/11/03/magazine/FBI-charlottesville-white-nationalism-far-right.html
https://www.nytimes.com/2018/11/03/magazine/FBI-charlottesville-white-nationalism-far-right.html

10.

11

12.
13.

14.
15.

16.
17.
18.

19.

Southern Poverty Law Center (SPLC). Extremist Groups https://www.splcenter.
org/fighting-hate/extremist-files/groups (2018).

John, A. et al. Self-harm, suicidal behaviours, and cyberbullying in children and
younG people: systematic review. J. Med. Internet Res. 20, e129 (2018).
Berman, M. Prosecutors Say Accused Charleston Church Gunman Self-Radicalized
Online https://www.washingtonpost.com/news/post-nation/wp/2016/08/22/
prosecutors-say-accused-charleston-church-gunman-self-radicalized-
online/?utm_term=.4f17303dffd4 (2016).

Pagliery, J. The Suspect in Congressional Shooting Was Bernie Sanders Supporter,
Strongly Anti-Trump http://www.cnn.com/2017/06/14/homepage2/
james-hodgkinson-profile/index.html (2017).

Yan, H., Simon, D. & Graef, A. Campus Killing: Suspect is a Member of ‘Alt-Reich’
Facebook Group http://www.cnn.com/2017/05/22/us/university-of-maryland-
stabbing/index.html (2017).

Amend, A. Analyzing a Terrorist’s Social Media Manifesto: the Pittsburgh
Synagogue Shooter’s Posts on Gab https://www.splcenter.org/
hatewatch/2018/10/28/analyzing-terrorists-social-media-manifesto-
pittsburgh-synagogue-shooters-posts-gab (2018).

Gill, P. & Corner, E. in Terrorism Online: Politics, Law, Technology (eds Jarvis, L.
etal.) Ch. 1 (Routledge, 2015).

Gill, P. et al. Terrorist use of the internet by the numbers quantifying behaviors,
patterns, and processes. Criminol. Public Pol. 16,99-117 (2017).

Gill, P. Lone Actor Terrorists: A Behavioral Analysis (Routledge, 2015).

Gill, P, Horgan, J. & Deckert, P. Bombing alone: tracing the motivations and
antecedent behaviors of lone-actor terrorists. J. Forensic Sci. 59, 425-435 (2014).
Schuurman, B. et al. End of the lone wolf: the typology that should not have
been. Stud. Conflict Terrorism 42,771-778 (2017).

Panin, A. & Smith, L. Russian Students Targeted as Recruits by Islamic State
https://www.bbc.co.uk/news/world-europe-33634214 (2015).

Foster, M. The Racist Online Abuse of Meghan Markle Has Put Royal Staff on High
Alert https://www.cnn.com/2019/03/07/uk/meghan-kate-social-media-gbr-
intl/index.html (2019).

Wakefield, J. Christchurch Shootings: Social Media Races to Stop Attack Footage
https://www.bbc.com/news/technology-47583393 (2019).

LETTER

20. O'Brien, S. A. Moderating the Internet is Hurting Workers https://www.cnn.
com/2019/02/28/tech/facebook-google-content-moderators/index.html
(2019).

21. KrebsOnSecurity. Deleted Facebook Cybercrime Groups Had 300,000 Members
https://krebsonsecurity.com/2018/04/deleted-facebook-cybercrime-groups-
had-300000-members/ (2019).

22. Wong, J. C. Anti-Vaxx Mobs: Doctors Face Harassment Campaigns on Facebook
https://www.theguardian.com/technology/2019/feb/27 /facebook-anti-vaxx-
harassment-campaigns-doctors-fight-back (2019).

23. Martinez, A. G. Want Facebook to Censor Speech? Be Careful What You Wish For
https://www.wired.com/story/want-facebook-to-censor-speech-be-careful-
what-you-wish-for/ (2018).

24. Stanley, H. E. Introduction to Phase Transitions and Critical Phenomena (Oxford
Univ. Press, 1988).

25. Hedstrom, P, Sandell, R. & Stern, C. Meso-level networks and the diffusion of
social movements. Am. J. Sociol. 106, 145-172 (2000).

26. Grinberg, N., Joseph, K., Friedland, L., Swire-Thompson, B. & Lazer, D. Fake news
on Twitter during the 2016 U.S. presidential election. Science 363, 374-378
(2019).

27. Johnson, N. F. et al. New online ecology of adversarial aggregates: ISIS and
beyond. Science 352, 1459-1463 (2016).

28. Havlin, S., Kenett, D. Y., Bashan, A., Gao, J. & Stanley, H. E. Vulnerability of
network of networks. Eur. Phys. J. Spec. Top. 223,2087 (2014).

29. Palla, G, Barabasi, A. L. & Vicsek, T. Quantifying social group evolution. Nature
446, 664-667 (2007).

30. Jarrett, T. C,, Ashton, D. J., Fricker, M. & Johnson, N. F. Interplay between function
and structure in complex networks. Phys. Rev. E 74,026116 (2006).

Publisher’s note: Springer Nature remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

© The Author(s), under exclusive licence to Springer Nature Limited 2019

N AT U R E | www.nature.com/nature


https://www.splcenter.org/fighting-hate/extremist-files/groups
https://www.splcenter.org/fighting-hate/extremist-files/groups
https://www.washingtonpost.com/news/post-nation/wp/2016/08/22/prosecutors-say-accused-charleston-church-gunman-self-radicalized-online/?utm_term=.4f17303dffd4
https://www.washingtonpost.com/news/post-nation/wp/2016/08/22/prosecutors-say-accused-charleston-church-gunman-self-radicalized-online/?utm_term=.4f17303dffd4
https://www.washingtonpost.com/news/post-nation/wp/2016/08/22/prosecutors-say-accused-charleston-church-gunman-self-radicalized-online/?utm_term=.4f17303dffd4
http://www.cnn.com/2017/06/14/homepage2/james-hodgkinson-profile/index.html
http://www.cnn.com/2017/06/14/homepage2/james-hodgkinson-profile/index.html
http://www.cnn.com/2017/05/22/us/university-of-maryland-stabbing/index.html
http://www.cnn.com/2017/05/22/us/university-of-maryland-stabbing/index.html
https://www.splcenter.org/hatewatch/2018/10/28/analyzing-terrorists-social-media-manifesto-pittsburgh-synagogue-shooters-posts-gab
https://www.splcenter.org/hatewatch/2018/10/28/analyzing-terrorists-social-media-manifesto-pittsburgh-synagogue-shooters-posts-gab
https://www.splcenter.org/hatewatch/2018/10/28/analyzing-terrorists-social-media-manifesto-pittsburgh-synagogue-shooters-posts-gab
https://www.bbc.co.uk/news/world-europe-33634214
https://www.cnn.com/2019/03/07/uk/meghan-kate-social-media-gbr-intl/index.html
https://www.cnn.com/2019/03/07/uk/meghan-kate-social-media-gbr-intl/index.html
https://www.bbc.com/news/technology-47583393
https://www.cnn.com/2019/02/28/tech/facebook-google-content-moderators/index.html
https://www.cnn.com/2019/02/28/tech/facebook-google-content-moderators/index.html
https://krebsonsecurity.com/2018/04/deleted-facebook-cybercrime-groups-had-300000-members/
https://krebsonsecurity.com/2018/04/deleted-facebook-cybercrime-groups-had-300000-members/
https://www.theguardian.com/technology/2019/feb/27/facebook-anti-vaxx-harassment-campaigns-doctors-fight-back
https://www.theguardian.com/technology/2019/feb/27/facebook-anti-vaxx-harassment-campaigns-doctors-fight-back
https://www.wired.com/story/want-facebook-to-censor-speech-be-careful-what-you-wish-for/
https://www.wired.com/story/want-facebook-to-censor-speech-be-careful-what-you-wish-for/

LETTER

METHODS

Our online cluster search methodology is a direct generalization of that previously
described?’, but now looking at several social media platforms. It can be repeated
for any hate topic, but we focus here on extreme right-wing hate because it is
prevalent globally and has been linked to many recent violent real-world attacks.
We observe many different forms of hate that adopt similar cross-platform tricks.
Whether a particular cluster is strictly a hate philosophy, or simply shows mate-
rial with tendencies towards hate, does not alter our main findings. Our research
avoids the need for any information about individuals, just as information about a
specific molecule of water is not needed to describe the bubbles (that is, clusters of
correlated molecules) that form in boiling water. Our hate-cluster network analysis
starts from a given hate cluster ‘A’ and captures any hate cluster ‘B’ to which hate
cluster A has shared an explicit cluster-level link, and vice versa from B to A
(see Supplementary Information).

We also developed software to perform this process automatically and, after
cross-checking the findings with our manual list, were able to obtain approximately
90% consistency between the manual and automated versions. Each day, we iterated
this process until the search led back to hate clusters that were already in the list.
For the global hate network, we identified 768 nodes (that is, hate clusters) and 578
edges. This is larger than the number of clusters obtained in the previous study*” of
anti-western hate (specifically, pro-ISIS aggregates, which numbered a few hundred
on VKontakte). But the fact it is of similar magnitude suggests that the process by
which billions of users cluster globally online into hate communities is such that
it produces hundreds of clusters—not tens of thousands but also not ten or so.

Although we observe some hate clusters with connections to clusters outside
such a subset, these tend to lead down rabbit holes into pornography and other
illicit material, so we ignore them. Hence, although this is ‘big data’ in terms of
there being approximately 1 million hate-driven individuals globally, the num-
ber of clusters into which they form is rather small. For the global hate-cluster
network, the numbers of each type of link and node (cluster) are as follows. For
the edges, Facebook-Facebook = 64 (11.1%); Facebook-VKontakte = 12 (2.1%);
VKontakte-VKontakte = 502 (86.8%). For the nodes (clusters): Facebook = 26
(3.4%); VKontakte = 742 (96.6%). For the example subset on the world map in
Fig. 1b: for the edges, Facebook-Facebook = 36 (35.3%); Facebook-VKontakte = 6
(5.9%); VKontakte-VKontakte = 60 (58.8%). For the nodes: Facebook = 14
(26.9%); VKontakte = 38 (73.1%). The details behind Fig. 2 are provided in
the Supplementary Information and build on the previous study®. For the

calculations of policy modelling (see Supplementary Information), our results in
Extended Data Fig. 3 were generated for populations of size 1,000-10,000, but
similar results and conclusions emerge for any large number: the calculated effects
of policies 1-4 are universal in that they do not depend on the specific numbers
chosen. For just the KKK cluster dataset on VKontakte in Figs. 1c and 3, there are
50-60 distinct clusters at any one time, with a total of around 10,000 individuals
from across the globe as followers. We include an explicit study of KKK clusters
purely because KKK ideology is classified as hate by the Anti-Defamation League
and the Southern Poverty Law Center. Its unique name and well-defined symbols
make it easy to classify. Whether a particular cluster is strictly a hate philosophy,
or instead shows material with tendencies towards hate, does not alter our main
findings. The largest cluster has just over 10,000 followers and the smallest has
fewer than 10, hence there is a very broad distribution. As shown in Extended
Data Fig. 1a, the distribution of cluster sizes (that is, the number of followers) is
consistent with a power law with a very high goodness-of-fit value of P = 0.92.
Reporting summary. Further information on research design is available in
the Nature Research Reporting Summary linked to this paper.

Data availability

The dataset is provided as Source Data. The open-source software packages Gephi
and R were used to produce the networks in the figures. No custom software was
used.

Acknowledgements N.F.J. is supported by US Air Force (AFOSR) grant FA9550-
16-1-0247.

Author contributions All authors contributed to the research design, the
analysis and writing the paper.

Competing interests The authors declare no competing interests.

Additional information

Supplementary information is available for this paper at https://doi.
org/10.1038/s41586-019-1494-7.

Correspondence and requests for materials should be addressed to N.F.J.
Peer review information Nature thanks Paul Gill, Nour Kteily and the other,
anonymous, reviewer(s) for their contribution to the peer review of this work.
Reprints and permissions information is available at http://www.nature.com/
reprints.


https://doi.org/10.1038/s41586-019-1494-7
https://doi.org/10.1038/s41586-019-1494-7
http://www.nature.com/reprints
http://www.nature.com/reprints

LETTER

10 @z‘

107 Qw

" 102
092 . p

lllicit net

1.9 wg@

0.67 \ |

{Bi}~2.5

f
0 10' 107 10° w00 1077 2 3 s 5 1.7 1.9
10 10 10 10 10 _) a -_ . — .
1 .1 1
d 51,52, Sn, W,
2 2 2
S7,85,S W-
1192 ny Aggregate 2 _
—— P(W)~C'W™¢
(Sample)
U ol .. ol .
51,52, Sp; Wl
e 120 - . v ' ' :
C__Jmu=50
" mu=80
g 100 B mu=100| 4
ie)
©
g |
)
Y— 60 )
(@)
—
(D)
-Cé 40 :
>
pd
20 .
0 ) - g -
1.5 2 25 3 35 4 45

Best-fit power law exponent «
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