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• Key challenges facing 

jihadists 
 
 Clampdowns 
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 Fake news 
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The move to social media:  

Losing control of the message 



ONLINE CHALLENGES 
 

- CLAMPDOWNS 
 

- DIVISIONS 
 

- DISINFORMATION 
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ONLINE CLAMPDOWN 
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FEWER HASHTAG CAMPAIGNS  
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How have jihadists responded to 

the online clampdown against 

their accounts? 





IS SUPPORTERS PUSHED BACK 



IS-affiliated Telegram outlet ‘Nashir News Agency’ urges supporters 

to return to popular social media platforms  
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Concerted efforts to return to social media 



Pro-IS “Bank Al-Ansar” 

provides SM accounts to 

supporters 
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Pro-IS “[online] Attacks 

Brigade” offers supporters pre-

written tweets 



Getting around AI, algorithms 

IS supporters tweak the words and 
language of their posts to evade AI 
detection. It allows them to relay IS 
claims blow by blow. 
 



 



They also insert 
characters and 
symbols to break 
up the words to 
avoid machine 
detection. 



CLAMPDOWNS 
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• Limits jihadists’ ability to reach out to audiences and 

launch effective online campaigns 

 

• Pushes them into private settings that limit their 

visibility 

 

• Diverts their efforts from supporting jihadist groups to 

grappling to stay online 

 

• Creates more room for disinformation 

 



DISINFORMATION 
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FAKE NEWS 
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IS issues rare media notice warning 

about disinformation and suspect sources  
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DIVISIONS 
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Divisions within the IS camp 
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Al-Wafa promotes the work of “dissident” IS clerics 

Al-Wafa hits back at rival pro-IS camp, calling them 

‘the Jews of [IS] supporters” 
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Al-Qaeda’s identity crisis  
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ISIS RESILIENCE 
ONLINE 
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Total IS media output 2017-2018 
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Types of IS media output in 2018 
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THREE-TIER MEDIA 

OPERATION 
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TIER I: Official IS Media 

IS NASHIR CHANNELS ON TELEGRAM 
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 “NEWS AGENCY” 

AMAQ 

VIDEOS 

NASHID PRODUCER AJNAD 

WEEKLY PAPER AL-NABA REGIONAL MEDIA OFFICES 

 AL-BAYAN  

RADIO 



VOX-POL | AUGUST 2018  



VOX-POL | AUGUST 2018  

TIER II: Pro-IS Media Groups 

Al-Battar Bank al-Ansar Al-Yaqin Mau’tah 
Raptors of 

Dissemination 

Al-Abd al-Faqir Al-Wafaa 
Knights of 

Upload 
Ashhad 

The Sunni 
Shield  
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TIER II: Pro-IS Media Groups 
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TIER III: Online Supporters 
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IS RECONGISES ROLE OF SUPPORTERS 



VOX-POL | AUGUST 2018  

IS poster hailing 
the role of media 
operatives  



CONCLUSIONS 
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• Clampdown: direct impact on visibility & reach; 

diverts efforts 

 

• Divisions: undermines the brand and recruitment; 

diverts efforts 

 

• Disinformation: creates confusion and mistrust; 

diverts efforts 
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Common impact of challenges  



Back to the echo chamber 
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Does this mean jihadism is 

on the decline? 
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Conclusions 



THANK YOU 
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Mina al-Lami 

Head, Jihadist Media Monitoring team 

BBC Monitoring 


