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The move to social media:
Losing control of the message

0} 0\)7
\ L'\/‘ 14

ol iR ¥ 4
1 % s o L
o B Ol taclo
LY LIVj LR




ONLINE CHALLENGES

- CLAMPDOWNS
- DIVISIONS
- DISINFORMATION
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ONLINE CLAMPDOWN



#TECHNOLOGY NEWS ARCH 21, 2017 / 3:33 FM / 6 MONTHS AGO

Twitter software helps find, ban users
advocating violence

David Ingram

{ BACK

ISIS Watch &

Info

September 15
1515 Watch

376 1515 bots and channels banned on September, 14,
Total this month: 3828

Report 1515 content using the in-app 'Report button or to °

abusze@te egram.org.
September 15
1515 Watch

319 1515 bots and channels banned on September, 15.
Total this month: 4147

Report 1515 content using the in-3pp 'Report button or o
abuse@te'egram.org.
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FEWER HASHTAG CAMPAIGNS
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How have jihadists responded to
the online clampdown against
thelr accounts?
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IS SUPPORTERS PUSHED BACK

Report

BBC MONITORING | ARABIC
REPORTED 10 AUG 2017 14:00 | PUBLISHED 10 AUG 2017 15:25

Key |S-linked propaganda outlet
exploits Telegram ‘group’ function

BY BBC MONITORING

Sorry, the channel "Adem
News-Public" is no longer

accessible.

OK

GETTY IMAGES

Nashir News Agency has being battling Telegram's suspension efforts
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Concerted efforts to return to social media
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Nashir News Agency has urged IS followers to spread content on Facebook and

Twitter

|S-affiliated Telegram outlet ‘Nashir News Agency’ urges supporters
to return to popular social media platforms
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Pro-1S “Bank Al-Ansar”
provides SM accounts to
supporters
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Pro-IS “[online] Attacks
Brigade” offers supporters pre-
written tweets
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Getting around Al, algorithms
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They also insert
characters and
symbols to break
up the words to
avoid machine
detection.
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CLAMPDOWNS

 Limits jihadists’ ability to reach out to audiences and
launch effective online campaigns

* Pushes them into private settings that limit their
visibility

* Diverts their efforts from supporting jihadist groups to
grappling to stay online

 Creates more room for disinformation



DISINFORMATION
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FAKE NEWS

Pro-IS hacking group threatens Jihadist groups caught in Fake Islamic State paper emerges
cyber attacks, rival group cries foul disinformation:war as original is delayed
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|S Issues rare media notice warning
about disinformation and suspect sources

MEDIA With Regards to Attributing Written, Audio, or Video
NOTICE Content to the Islamic State

1 Dhul-Qa'dah 1439

We emphasize that no content whatsoever - whether written, audio, or video - can be
attributed to the Islamic State (may Allah honor it) as long as it has not been released
through the Central Media Diwan’s official platforms for dissemination, and that any
content released through any other platforms does not represent the Islamic State, its
wilayat, and its leadership. As such, we advise not to work with or disseminate such
content, and it is Allah who grants success and who guides to the straight path.




DIVISIONS -
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Divisions within the IS camp

Long-standing pro-IS media group
Al-Wafa disowned
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TELEGRAM Al-Wafa hits back at rival pro-IS camp, calling them

‘the Jews of [IS] supporters”
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|S supporters divided

|S supporters threaten
alleged Saudi female spy

|S Ideological rift linked to  ldentity of Syria suicide
alleged infiltration by al- bomber divides IS
(aeda operatives supporters
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Al-Qaeda’s identity crisis

Al-Zawahiri formally rejects Syria Senior HTS official rejects al-
oranch split from al-Qaeda Qaeda leader's criticism




ISIS RESILIENCE
ONLINE -
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Types of IS media output in 2018

Jul

Jun
B N ashir statements
Ma

! B Nashir videos
Apr W Nashir pictures

Mar B Amaq statements

Feb B Amaq videos

lan




THREE-TIER MEDIA
OPERATION
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TIER I Official IS Media

IS NASHIR CHANNELS ON TELEGRAM
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“NEWS AGENCY” £ ATen
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greaking  Wounding nearly 30 Crusaders in the detonation of an explosive
NEWS  devicein a Metro Station in London

Britain 24 Dhul al Hijyah 1438

Seeking guidance from Allah and putting trust in Him the Almighty, the soldiers
of the Caliphate were able to plant several explosive devices and detonate one
of them amidst a gathering of Crusaders in a metro station (Parsons Green) in
London. It resulted in wounding nearly 30 Crusaders, and what is coming is more

ossalie il Sl devastating and bitter, Allah willing. Praise be to Allah, the Lord of the Worlds.
1438 3sxall 9317 DOWNLOAD

WEEKLY PAPER AL-NABA REGIONAL MEDIA OFFICES
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BREAKING NEWS

Amaq Agency: A Somali policeman is assassinated
HALUMMU with firearms in Bakaara market in Mogadishu city

COME TO YOUR
STATE

BREAKING | 2 Istishhadi Operations Strikes Gathering of the
NEWS Nusayri Army and Rafidi Militias in Yarmouk Basin

Sham Wilayah - Hawran [ESERslIV

With success from Allah, one of the Khilafah soldiers detonated his explosive vehicle in the
midst of a gathering of Nusayri soldiers and Rafidi militia fighters in 'Allan area in Yarmouk
Basin. He succeeded killing and wounding 50 murtaddin.

Nashir
Agency

20 JUILLET 2018

Salahuddin, avant-hier.
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ol Nashir News Age...

«{ Nashir news Agency

Photo

«{ Nashir news Agency
«{ Nashir news Agency
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«{ Nashir News Age...

«{ Nashir news Agency

Photo @

Photo @

«{ Nashir News Age...

«{ Nashir news Agency

Source Agence A'maq : Un véhicule militaire qui
transportait des membres de l'unité de mobilisation
a été détruit, a I'aide d'un EEI, dans la ville de Baiji, a

Amag Agency

Six personnel belonging to the armed opposition factions were
killed yesterday after being targeted with a rocket projectile in the
town of Sheikh Saad in the western countryside of Dar'a

Nashir news Agency
Forwarded from jg. .l @Sy
vev

Islamic State

Al Bayan Radio News Bulletin for 21 Sha'ban 1439

L | PDF-Docx

si//archive.org/details/News215haban1439

Internet Archive
News 21 Sha'ban 1439 : Free Download, Borrow, and
Streaming : Internet Archive
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TIER II: Pro-1S Media Groups
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TIER II: Pro-1S Media Groups
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TIER IlI: Online Supporters
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IS RECONGISES ROLE OF SUPPORTERS
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IS poster hailing
the role of media
operatives
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CONCLUSIONS

OOOOOOOOOO



IRAEAE MoNITORING VOX-POL | AUGUST 2018

Common impact of challenges

« Clampdown: direct impact on visibility & reach;
diverts efforts

* Divisions: undermines the brand and recruitment;:
diverts efforts

 Disinformation: creates confusion and mistrust;
diverts efforts
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Back to the echo chamber

Forums

Echo chamber

Telegram Twitter

Echo chamber Global reach




Conclusions

Does this mean jihadism Is
on the decline?
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