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Where Syria's Foreign Fighters Come From
Estimated number of jihadis in Syria from selected countries in 2014

B Number of Jihadis @ Muslim Population

Russia mem (I, 500+ 16,379,000

France 1 I I, 700 + 4,704,000

United Kingdom Zis NN 500 2,869,000

Germany 8 NN 00 4,119,000

Australia g [N 250 399,000

Belgium | § NG 250 » 638,000

Netherlands mes [ 120 - 914.000
United States 2= |l 100+ 1 'SExP?“dmgltsﬁeac!mn Twitter

Denmark gus [ 100
Norway sl W 50
Ireland | § W30
Sweden gmm 30

@@ G  + excuding lamic maioriy counts : -
Excluding Islamic majority countries 2008 2009 2010 20m 2012 2013 2014

@statistaCharts Sources: CNN, National Governments, Pew Research .
Forbes statista®a
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What are the mechanisms that govern the process of
radicalisation, and online radicalisation in particular?

Failed Integration

Factors ’/’:: Poverty
E Discrimination
Others ...
Pre-radicalisation Indoctrination

. . 7~ \
Social Science — stages [ () -, ‘ ._>

Self-identification Jihadization
gz
= =
Micro, or individual roots — g
Roots Meso, or social roots @

Macro, or global roots
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Data Communication flow

Collection Spiritual authorities

Propaganda

Analysis Language evolution

2 YouTube

Radicalisation process

Radicalisation channels

Computer v K} /\or:tent Lexicon-based

Science Detection

Q—/Uslers Machine-learning
il & ™

Adopt extremist content (share)
Prediction {

False Positives

Interact with extremist accounts
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The majority of “ground truth”
datasets used to research online
radicalisation lack of solid verification

Anonymous ‘anti-Islamic State list' features
Obama and BBC News

By Grace Dean
Newsbeat repone

TECH 26Nov2015 f v B <

http://www.bbc.co.uk/newsbeat/article/34919781/anonymous-anti-islamic-
state-list-features-obama-and-bbc-news

Vox-Po0l2018 20" August 2018



J

Knowledge Media Institute

The Open
University

Online Radicalisation: Towards the Generation
of Gold Standard Datasets

Presenting: Miriam Fernandez, © @miriam fs
KnOWIGdge Media Institute @ fernandezmiriam
Open University (G5 Gmiriams

S

Miriam Fernandez Moizzah Asif Harith Alani
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What are the mechanisms to collect, verify and published
datasets?

Use of radical terminology

Sharing radical material

Data
Collection Following known radical accounts
g €3 Youlube Commenting on known radical channels
Blocked accounts from data observatories
Data Non or little verification of the
Verification Lack of religious / political / domain knowledge

Partial verification/annotation of a
reduced subset of the data

Data _< Datasets are rarely made public
Publication Blocked accounts/data can not be re-collected
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What are problems with existing datasets?

_ Posts reporting current events:
Data collection e.g., “Islamic State hacks Swedish radio station’

based on Posts sharing harmless religious rhetoric

False hypothesis and lack e.g., “If you want to talk to Allah, pray. If you want
: e . Allah to talk to you, read the Qur'an”
- \ of solid verification
pOSItIVGS leads to false Posts sharing countering extremism
.. e.g. “armed jihad is for defence of Muslim
positives nation. Not for establishment of khilafah.”
Data Terminology bias

Issues Time-period bias

Biases
Geographical-location bias

—~>» Incomplete user profiles
ncompleteness Few available comments per user
j Different languages: English, Arabic, Arabizi, etc.

Heterogeneity-—<=— Different radical groups
y\ Different Platforms (Twitter, YouTube, etc.)

Datasets not publicly available

|rrePr°dUCibi|itV'\O)nce accounts/websites are closed their data
can not be re-collected
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(Nl Radicalisation Analysis Works & Datasets

A

network analysis to determine
whether a YouTube group was
used as radicalisation channel

profiles. YouTube group manually
assessed

Work Goal Data PA
Klausen [19] A Study Influence in the jihadists’ 59 pro-ISIS Twitter accounts (manually No
operational strategy in Syria and assessed) and their networks (29,000
Iraq accounts)
Carter [11] A Examine how foreign fighters 190 pro-ISIS Twitter and Facebook No
receive information and who accounts (manually assessed)
inspires them
Chatfield [12] A Investigate how ISIS members/ 3,039 tweets from one account of a No
supporters used Twitter to known ISIS "information disseminator"
radicalise and recruit other users (Twitter)
Rowe [28] A Study Europe-based Twitter 727 pro-ISIS Twitter accounts. Categorised No
users before, during, and after as pro-ISIS base on the use
they exhibited pro-ISIS behaviour of radicalised terminology and sharing
to better understand the from radicalised accounts
radicalisation process
Bermingham [7] Explore the use of sentiment and 135,000 comments and 13,700 user No

PA = Publicly Available
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12

Radicalisation Detection Works & Datasets

[22]
D

found in social science models
into a set of computational
features

tweets from pro-ISIS users provided by Anonymous. 173K tweets
randomly selected

Work Goal Data PA
Berger [5] D Identify individuals prone to 3,542 Twitter accounts (followers of 12 known pro-ISIS accounts) No
extremism from the followers of
extremist accounts
Saif [29] D Create classifiers able to 1,132 Twitter users (566 pro-ISIS, 556 anti-ISIS). Annotation based | No
automatically identify pro-ISIS on the terminology used and the
users in social media. sharing from known radicalised accounts
Berger [6] D Create a demographic 20,000 pro-ISIS Twitter accounts (7574 manually annotated to test | No
snapshot of ISIS supporters on | classification)
Twitter and outline a
methodology for detecting pro-
ISIS accounts
Agarwal [2] D | Automatic identification of hate | 10,486 hate and terrorism-related Twitter posts extracted based on | No
and extremism promoting hashtags) + 1M random tweets annotated
tweets by students for validation
Ashcroft [3] D | Automatically detect messages | 2,000 pro-ISIS Twitter posts (containing pro-ISIS terminology and No
released by jihadist groups on extracted from the accounts 6,729 ISIS sympathisers), 2,000 anti-
Twitter ISIS tweets(extracted from manually assessed anti-ISIS accounts),
2000 random tweets. Numbers of pro and anti-ISIS tweets are not
reported but estimated based on the experiments
Lara-Cabrera | Translate a set of indicators 17K Twitter posts from pro-ISIS users provided by Kaggle. 76K Yes

Vox-Po0l2018 20" August 2018




Il Radicalisation Prediction. Works & Datasets

Work Goal Data PA
Ferrara [16] P Propose a computational framework Over 3M Twitter posts generated by over 25
for detection and prediction of thousand extremist No longer
extremism in social media accounts (manually identified, reported, and | available
suspended by Twitter [15]). 29M posts from
the followers of these accounts

References available at: Fernandez, Miriam, Moizzah Asif, and Harith Alani.
"Understanding the Roots of Radicalisation on Twitter.”
(10th ACM Conference on Web Science, Amsterdam, 27-30 May 2018)
http://oro.open.ac.uk/54344/1/wbsc052-fernandezA-hm.pdf
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() Reviewed Dataset

How ISIS Uses Twitter

o Fifth Tribe « lastupdated 2 years ago

Il The Kaggle Datasets kagg |e

https://www.ka

85 . .
voters ggle.com/fifthtri
Analyze how ISIS fanboys have been using Twitter since 2015 Paris Attacks be/how-isis-
uses-
twitter/home
Download (2 MB)

Kernels Discussion  Activity

Description

We scraped over 17,000 tweets from 100+ pro-ISIS fanboys fro
working with content producers and influencers to develop effe
and abroad. In order to maximize our impact, we need assistan

https://www.kaggle.com/active
galaxy/isis-related-
tweets/home

Data Owverview Kernels Discussion  Activity Dewnload (11 MB) Analyze Data ~

Intent

This data sat is intended to be a counterpoise to the How |sis Uses Twitter data set. That data set contains 17k tweets alleged to
originate with "100+ pro-1515 fanboys™. This new set contains 122k tweets collected on two separate days, T4/2016 and 7/11/2018,
which contained any of the following terms, with no further editing or selection:

« isis

« isil

« daesh

» islamicatate

« ragqga

» Maosul

« islamic state”

This is not a perfect counterpoise as it almost surely contains a small number of pro-Isis fanboy tweets. However, unless some entity,
such as Kagagle, is willing to expend significant resources on a service something like an expert level Mechanical Turk or Zooniverse, a
high quality counterpolse (s out of reach,

A counterpoise provides a balance or backdrop against which to measure a primary object, in this case the original pro=lsis data. So if
anyone wants to discriminate between pro-Isis tweets and other tweets concerning Isis you will need to maodel the ariginal pro-lsis data
or signal against the counterpoise which is signal + noise. Further background and some analysis can be found in this forum thread.

This data comes from postmodernnews.com//token-tv.aspx which daily collects about 25MB of Isis tweets for the purposes of graphical
display. PLEASE NOTE: This server is not currently active.




Crowdsourcing Tweets to create Gold Standard
(KW Datasets for Online-Radicalisation Studies

Approach

17,350 tweets from 112 [guiieedy | Radicalisation |_fiter y o 2w Vo) with heaest
suspected pro-ISIS (radical) expert glossary the word "URL’
accounts
130 tweets’ 500 English tweets’ 6000 English tweets
crowdsourced crowdsourced crowdsourced
annotations pilot annotations pilot

114 English & 16 Arabic tweets : : :
R,y Wiz 4 categories (merged into two radical (R)

d -radical (NR
5 categories : Definitely Radical (DR), kot -

Probably Radical (PR) %:raglona
I " .
| don’t know (IDK), 5 annotators/tweet/region

Probably Non-Radical (PNR),
Definitely Non-Radical (DNR)

Vox-Po0l2018 20" August 2018



(Il [nitial Results

Annotators’ distribution for each region

500- North America
7%

Europe

400- 24%

South America
35%

categories
WINR
HR |
| Asia

! Middle East

12%
Annotators from different regions
of the world have different
perceptions of radicalisation

All r"E!gIEII'iS NA

L
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D

Number of tweets
[\ %]
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l:l

100-

<

<

Annutatlon regluns
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i@l Conclusions & Future Work

« The majority of ground truth datasets used to study online
radicalisation lack of solid verification

* We continue to observe false positives, incompleteness and
biases in those datasets

« Many of existing datasets are not currently available and
recollecting data is no longer possible

« Obtaining and annotating data to create reliable gold
standard datasets (as well as sharing them for
reproducibility purposes) are key future steps for research
on online radicalisation.
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Home Theproject Partners News Blog Contact

TRIVALENT e o o
Terrorism pReventlon Via rAdicaLisation countEr-NarraTive

TRIVALENT is an EU funded project which aims to a better
understanding of root causes of the phenomenon of violent
radicalisation in Europe in order to develop appropriate
countermeasures, ranging from early detection methodologies to
techniques of counter-narrative.

TRIVALENT
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Research and Lear ning HOME  LEARNING  RESEARCH KNOWLEDGE  MEMBERS  CONTACT
EXCHANGE

The Open
University
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LATEST THE CENTRE THE CENTRE'S WORK ABOUT THE CONSORTIUM GET INVOLVED

News Future events
CPD Week day 5 - Our partnerships Membership Group Meeting R T T A I
Our final contribution to CPD Week focuses on some of December 5th, 2017 n
mm‘*;ﬂmmm?‘:omam“ru‘wr Many congrats Arosha
partners College an pouce forces
that e ahars of the Cantre. = Society of Evidence Based Policing Conference
] 2018
March 1st, 2018 to March 2nd, 2018 1; OU-Police-Consortium

CPD Week day 4 - Most viewed courses and
videos

For our CPD Wik thasne boday we ane golng to focus on Digital Health and Wellbeing Conference Inaugural Lecture in Milton Keynes and
the courses that you have already found the most April 30th, 2018 to May 3rd, 2018 GG 28 Nov 2011, & Tpm Oy Frofessor




